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Realtime Java for Industrial and
Critical Applications
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R Andy Walter
Director of Sales, aicas GmbH
i June 2006
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The aicas group

="« gicas GmbH was founded in =
%0 March 2001 out of the FZI and ﬂ"
4. the University of Karlsruhe in FZI
i Karlsruhe, Germany

w * Bringing object oriented technology to
;ﬂgﬁﬁ’%ﬁ%ﬁ?i it realfime and embedded systems

......

#2001 » aicas incorporated was founded in February
#2500 2005 in New Haven, CT fo better serve the US
. . market.

I TERLE LN
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JamaicaVM - Realtime Java Technology

aicas’ partners

Research

g e AT e e
i=yemgey
L
¥ » .

?;'I O s Operating Systems Industrial

HE POWER OF WE

e < concurrent ' Radisys BECKHOFF

Fraunhofer Institut

Integrierte Schaltungen

_...|m|||||\\|w|”|||||un..._

Green Hills®

AT T +SOFTWARE, INC.+
W 1 "5

MicroSys
WIND RIVER

n G su
Trainings SUTRON

A 1 MICRO CONSULT 10 components
' RP-Cube
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ﬁ’ Selected aicas Customers

ICIE 13N 7 moEme

Automation by innovation.
AR <~ MULTIVAC <+
S "j: BETTER PACKAGING EADS

i | Saurer

Sensor Intelligence.

i SIEMENS
. USTER’

Think quality

Japan Aerospace
Exploration Agency

-l s T I E S EEER R

THALES
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. JamaicaVM - Realtime Java Technology
et

aicas Resellers and Sales Offices

”.'~.":3._"”_',':;Volue Added Reseller:  net
OEE Module

LA T
WEvL L Canada S JORAL .ca

£ w France: NeoMore

o Germany: GmbH glus

o '_,j;JCIpCIn: Japan glus

radltme

¥ +Space Domain: EADST

y 4 |: :: ] :_- ASTRIUM

' “USA: Incorporafed glus

raalime
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JamaicaVM - Reqltlme Java Technology

Embedded Realtime Applications

Ty

Exomples

mdus’rrlol automation, avionic/satellite,
Ou’romo’rlve telecom, medical, ...
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JamaicaVM - Realtime Java Technology

Competitive Advantages

- Time to Market
. * Reliability
YU e Flexibility
- Look and feel
- Extensibility

* Reuse
Platform independence
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JamaicaVM - Realtime Java Technology

---------

Java in Embedded Systems?
% » Traditional Java systems have

.. - High memory requirements

S j - Poor runtime performance

- Pauses during execution due to GC

* Poor user interface feedback

ITILILILT

111111111

erege g,

* Unacceptable for realtime, especially mission critical and safety critical
systems

ITICILIE,

5. ¢ JamaicaVM was designed for small,
%3” embedded realtime systems

ITICILILT

||||||||

---------
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JamaicaVM - Realtime Java Technology

i : :

2. JamaicaVM in Embedded Systems!
L i?i:'-:":'-:':'-!:"  Stafic Compiler Technology with Profiling

g g?’ﬁﬁ; i . F

By aster Code

' - Befter time vs. space frade off

“h e smart Linking
- Only include what is necessary

* Deterministic Garbage Collection

|||||||||

---------

.........

g_m - GC does not intferrupt other (realtime) tasks

........

- No pauses in the application

1

|||||||||

........
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g Aeronautics Example

v o JamaicaVM takes off:
: .+ EADS' Barracuda had it's first flight in May 2006
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JamaicaVM - Realtime Java Technology

Aerospace Example

iy

|l|1l|-_rl|- i

4 ’”*:f,.‘.f' Java solution for Satellites m

111111

;; ..... ResuIT of a project with ESA and EADS Asfrium

erege g,

111111111
+ '

=1epe g,

ERRO s % i
ﬁw EAB%IUM @ esa SHEIE S mEED

--------

-------

:-: Pcr’rnersh|p with EADS Astfrium in Toulouse

--------
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JamaicaVM - Realtime Java Technology

Aeronautics Example

@ﬂﬂf]ﬂa

ii e JamaicaVM

2 selected for use in
the Boeing /787
Dreamliner

4, First milestone
2 reached on fime
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e JamaicaVM - Realtime Java Technology

%;;g;,jj Industrial Automation Example
S  SIEMENS A&D

SIEM ENS

ﬁ’ S|emens licensed the JamaicaVM for Industrial
i automation.

%g», » Several Simotion Drive products use

S JamaicaVM

111111

--------

||||||||

---------
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JamaicaVM - Realtime Java Technology

---------

g Java Libraries

» Java provides many Standard Libraries:

s U - Networking

BRI - Common datfa structures (Hash tables, trees, efc.)
- Graphics

- File I/O (ncl. ZIPs)

ITILILILT

'''''''''''''''

---------

2y« Many additional libraries available:
By ?;f " - E.g. Bouncy Castle (free Crypto Library)

|||||||||

ITICILILT

--------

........
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JamaicaVM - Realtime Java Technology

iy

s Visualisation with Java

ﬁ? Very Flexible
-, ... » Your Corporate Identity can be used

%" Looks identical after OS or CPU change

i« With JamaicaVM:

¢ . - Fosfresponse time

......

» s .
gubon. — Nostopping

.........

--------

ITICILILT

--------

---------
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JamaicaVM - Realtlme Java Technology
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o Vlsuallsahon with Java

Ol-Temperatur

Status

14:55:23
02022006
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JamaicaVM - Realtlme Java Technology

L= 1= 1wy

”,Elﬁli‘:?‘-r- Visualisation with Java

-J&-_‘l)lilwl Wi

#”UI LA LI L
ul! wiw, i ] -

F [ © Maier » A E =
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JamaicaVM - Reoliime Jovo Technology

Memory Garbage Collection

-+ Saves Development Time:
- No need 1o release objects explicitly

e |5 safe:

- Lowers the danger of memory leaks Removal of
living objects doesn't happen
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JamaicaVM - Realtime Java Technology

s Classic Garbage Collector

'1:.:.;:::@ GC can stop execution for long periods of time:

........

=)

;::::e:'- Problem:
Pl e
long, unpredictable pauses

--------

---------
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JamaicaVM - Realtime Java Technology

Realtime Garbage Collection

iy

AII Java-Threads must be realtime threads:

%” Thread: — time

2 Al gy ypes paqy ppag pgg pay ppg g
o 12 -3 H | H | H | H | }
_______ rt3 HE—EH—HH-—EE-— -1
""" rt4 — . S H

u + GC-work is performed at allocation time

w ,#'4’:‘ A, L

s "_"':3';'.:'5_;:1,5. « GC-work must be sufficient fo recycle enough

L :-;;E memory before free memory is exhausted
A 21 foris « WCET for memory allocation is required
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« Official Java Community Specification (JCP)

Access of specific memory areas possible
Accurate clocks and timers (ns)
Asynchronous Confrol Flow

Asynchronous Event Handlers (‘Inferrupt
Handler”)

Priority Ceiling
Priority Inheritfance

Can be implemented based on Standard
JVMs
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Garbage Collection in RTSJ

* Redlfime application with RTSJ
3 “ Thread:

2 gﬂ“ ]

R

AT T oy kAt
fati rT? m m
e 53 -'-.-.-;'_'1'_'_-“-_ i .| ILI | I | |
!-I '-:.'l‘-JI -"'. T, W , :

A .."‘l' ﬁ'{ﬁ! | : M

—— fime

........ il II'I i1 1l

User] TR R TR TR

, 4 Lt
A 1, I
Y A 1
sy User2 44 4y J—HH—HH—«—M—«
TR
" ) e e
dny
i!.'l

=1epe g,

i o Sepc:ra’non of realtime- and non-realtime part
* No direct synchronisation possible

; g” * No Garbage Collection in realtime threads

........

......
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JamaicaVM - Realtime Java Technology

Memory Reclamation without GC

.;1,",[': * region based memory management
..+ only active if enfered explicitly
210 e memory is reclaimed automatically when

exited

* Avoiding dangling and false references
=i e gssignment rules prohibit creation of potential

dangling references

AL . llegalAssignmenttrror if assignment rule

violated
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JamaicaVM - Realtime Java Technology

ﬁ Access to Physical Memory

= * RawMemoryAccess for getting and setting
: f--:-fi»;;';-_._;f,;?f bytes of physical memory
2900 - Reading memory mapped sensors

--------

- Device control

* LTPhysicalMemory and VTPhysicalMemory for

e mapping Java object to special memory

~areas

S0 — Make special memory available for Java objects,
e.q. fast memory.

IS LI

........

---------

|||||||||

=1egege

|||||||||

........
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JamaicaVM - Realhme Java Technology

Synchronisation

Prlorlty Inversion can be problematic

Deadline Task A
missed!

Lock(x)

B—]

Task A = =

Task B — fr——)f j—

Task C #rl |—|ﬁ

Lock(X) k Unlock(x)

I
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JamaicaVM - Realtime Java Technology

Synchronization

Priority Inheritance

Deadline Task A
..... ' Lock(®)
------ Task A -
o
g

Unlock(x)
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JamaicaVM - Realtime Java Technology

Synchronisation

%}; Priority Ceiling
: A Deadline Task A

o Lock(x)
AR Task A

Prigrity Ceiling

© TakC \

——

i Lock(x) L Unlock(x)
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JamaicaVM - Realtime Java Technology

---------

ﬁ Priority Inheritance vs Priority Ceiling

B Prlorlty Inheritance
U + Does not need any user configuration
- Deadlock can occur

Prlorlty Ceiling
+ |s inherently deadlock free

......

|||||||

---------

- Requires manual selection of ceiling priority

ITICILIE,

le=jeje &

- may block threads more offen than needed

.........

|||||||||

ITICILILT

--------

........
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JamaicaVM - Realtlmequq .T;;hnology
Asynchronous Event Handlers

Bind Schedulable object fo an event for
Immediate processing upon reception

Provides an additional processing paradigm
esides Realtimelhreads
Light weight (>10,000 possible)

Executed in a thread context but need not be
bound 1o one
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RTSJ & Realtime Garbage Collection

w{gﬁ;‘;‘f.f:fr::' * The RTSJ provides necessary features for
2. readlfime programming

ER ' * Memory area restrictions can e relaxed
‘;ﬁ‘iﬂ, - Can use RedltimeThread instead of

R NoHeapRealtimeThread

3 wv - Heagp allocation possible in realtime code
m: - Synchronization possible with non realtime tasks
A without GC inferference

i m - GC does not interrupt thread execution

I TERLE LN
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JamaicaVM - Realtlme quq Technology

New Safety Critical Java (SCJava)

Aim: Java Subset, DO-178B, Lv. A certifiable

OpenGroup Consortium with memlbers
aicas, Aonix, Boeing, Lockheed-Martin,
Raytheon, SUN, Thales and many others

Votes for aicas' specification proposal: 83%

Will be base for JSR (Java Specification
Request) within the Java Community

SCJava will be closely related to RTSJ
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SCJava Proposal

“ - * Only RealtimeThreads are allowed
... .. * Noheap objects/ no GC

:'::‘:-‘f. _rg_, 45

jj_:.:_;_:l- * Object allocation in initialisation phase only

“ ,,;.,,,-_.1-_.__._3_

R0 N .

PR i Initialization ———»» Mission Phase —®  Recovery
» ¥ 11l

ﬁ::! "Ifrr‘i"‘j{‘;:.'.'| .

o SN Ak “-'::: 1
PR RO ﬁ
' l:r I‘.t -?A-"":: .:: I :

u“ » Thread priorities may not be changed
#:00 . « Always priority ceiling emulation

i+ OutOfMemoryError may not occur
;, » Shared Objects must be annotated
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RERRRS quaichM—Rédlfffﬁ;'j;\;éhT;;hnology
i Class Libraries for SCJava
2« Base: CLDC (IMP - Information Module Profile)
B it
250 - Floating point support

--------

4 - Error Handling

1 N\

ghubG - RTSJ-Subset (javax.realtime)

2w ==>circa: lang, reflect, io, net, util, and realfime
.+ Exactlibrary set has not been fixed

‘g-: » Super sets for DO-178B, Level B and C will be
Sl specified.

ITICILIE,

........
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JamaicaVM - Reolhme Java Technology

The JamaicaVM Toolset Overview

HOST

Builder

Static Compiler
penerates fast code

Profiler Analyzer

bt e of resources

Compactor Smart Linker
for small footprint

Data Flow Analyzer
- finds possible exceptions
- finds deadlocke

Host 0S

Linux ++ Windows
4+ QNX ++ Solaris

TARGET

‘ lJava Application

. il
JamaicaVM W JamaicavM Appli-
cation
Native

Standard Classes Code
CoDot T

[ Virtual Machine ]

e S G

Operation Systems

ViWorks ++ QNX ++ Integrity ++ Win CE ++ NetOS5 ++ 05-9 ++ RTEMS ++ Euros ++ emb05s
++ ThreadX ++ Linux/RT ++ Linux ++ Solaris ++ MacO5 ++ ...

Embedded Processors

%86 ++ ARM ++ Net+ARM ++ X5cale ++ PowerPC ++ 5H4 ++ Blackfin ++ NEC8500 ++ ERC32
++ Sparc ++ V850 ++ m68k ++ ...
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Build Process |

73, Sn S |

e

*”" | object JVM
] s file library

& e

stand-alone
application

1

11| settings Builder

. |profiling
11| data
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e e ] o
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Debugging and Monitoring in Java

JamaicaVM Application Eclipse

Standard Classes

JVMTI
Agent

W
-

L]
=

®

1L L

Debugging
Client

JVMTI

JDWP

Target Host
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JamaicaVM - Realtime Java Technology

---------

z Debugging Capabilities

% Set breakpoints
200 ¢ Stop and start threads
. Stepping

#0.  - bybyte code orline

ITILILILT

111111111

- info and out of methods

44 Examine variables, objects, their fields, and
i . array elements.

.........

erege g,

--------

ITICILILT

--------

---------
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JamaicaVM - Realtime Java Technology

++++++++++++++

» Edit code in Eclipse

* Build executable w/ JamaicaVM Plug-in
“7 '« Download onto target

Start executable

Control application with debugger
- Set breakpoints

gm - Step and examine objects and variables

..........
ITILILILT

-----------

---------

;, - Continue execution

1

|||||||||

........
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JamaicaVM - Realtlme Java Technology

1rd!u.|q....ﬂ4
#”U|-1"'I'
_L_l.ll.'!!- LIy

The JamaicaVM Builder Plugin

[} =
T = _Jamaica Builder X
3 L LI Create, manage, and run configurations ?

Conﬂgurarlons ~ Name: lHeIIGWorId( )
' peaa e T |~ @ Jamaica Builder

’-’*‘*"-’"“"" _
“4 € _Hellowarld o GGenerallAny Target Target linux-gnu-i68a | ﬁEnvrronmentl I_ICOI'I'II'I'IQle

Fl~i=i=,

" i i Classes, files and paths | Smart IJnkIngl Compilatio ! Prnﬂllngl Native cade-l Anahlel‘lgl
<0 oW s rheapSize rstackSize - rjavastackSize - =]
',_F”Ul-1"l' '(—. : (22 [ .
s,y ® on 0 off O global 140M . 1 on @ off O global ! _ @ on O off C global ]256!(
i nativeStackSize rimmortalMemorySize - rnumThreads- =
¥ @ on 0 off O global ]256!( ‘ @ on O off © global 132!{ | @ on O off © global ]2
[analyse [constGCwork- ;-threa.dl’reemptlon -
] @ on O off C global 10 ‘ @ on C off C global 10 I @ on O off C global ]1000

u rtimeSlice

finalizerPri- | [StrictRTS J-
@ on O off O global 11 | C on @ off O glabal

® on O off O global ]20000000

. C on & off O global strictRTS JFromEnv ] il
C on & off C global heapSizeFromEnv ]
'!-.HJ‘U Wi
“Llli"l: - lu. .
Sl R T i on @ off O global stackSizeFromEnv ]
2 ' on @ off C global javaStackSizeFromEnv ]
. C on & off O global nativeStackSizeFromEnv ]
i =
' [+ | o
Apply | Revert |

P New Delete
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Eclipse Debugger & JamaicaVM

X .
MR FIS v v, .,
wj‘,.l.’rq-1

4 s
File Edit Refactor Source Navigate Search Project Run  Window Help I
|riv i @ |- Or Q- | &= 5 B (e o D T [#=Debug &' Java
0B U g | = & B [ 3@ # ¥ ° 0| e-varables m"\Ereakpolnts‘ LM B[ R KO
~ [T Helloworld [Java Application] @ args= String[0] (id=1076021728)
- &% com.aicas.Helloworld at localhost: 52497 @ n=30
o Thread [Jamaica JDWP communication thread] (Running) @5s5=3
~ f® Thread [main] (Suspended) @ c=14
ring[]) line: 13 @i=0 Ll
w| fhomefschnider/|amaica/build/bin/jamaicavm_slim (20.04.2006 13:58:55) [ @ sl="(id=1075881696)" i
4] | I3 | KT [+]
o HelloWorld.java S(s’ - o EE Outline S(s’.\ =

[v]

1 package com. aicas;
2

= L O

F-public class HelloWorld { # com.aicas
4= public static void main(String[] args) { VG.. Hellowaorld
5 int n, s, ¢c;

= ¥ main(String(])
if (args.length > 0) {
n = Integer parseInt(args[0]);

} else {
n = 30;

¥

§=0;

c = 14,

for(int i=0; i<n; i++) {
String s1 = " " substring(s+14);
String s2 = " " substring(s/2+7);

System.out.println(sl+"Hello "+s2+"World!");
s=s5+c¢c / 4
c=e-8/4%

I;
¥
}
23

[ I
& Console %.\_\TasksiErmrLug % S il By g+ =0
HelloWorld [Java Application] fhomejschniderj Jamaica/build/binfjamaicavm_slim (20.04.2006 13:59:55)

Hello World! =
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JamaicaVM - Reqlhme Java Technology

Data Flow Analysis

fj.ff:}f:f--- Additional tools can detect
~ e many runtime errors
Possible exceptions

Possible Deadlocks

* maximum stack usage
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Runtime Errors

#,_.__‘_ i[f (devi ce i nstanceof MyDevice
MySensor s = (MySensor) device. sensor;

I nt value = s.reading();

-

Java Application
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Runtime Errors

i f | (devi ce instanceof MyDevi ce)

”” { NullPointerException
VSRR MySensor s = (MySensor) devi nsor;

I nt value = s.reading();

D HE RN
arEE v ol i = = om
s = 1‘. e
e e ]
& & o R BT
- .
& C
-

S
BRI,
‘o AL H IJA High-Integrity

4 I: Ty Java Application
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Runtime Errors
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i f | (devi ce instanceof MyDevi ce)

AFRR Goeir 1 NullPointerException
4 e MySensor s = (or) devi nsor;
an O j,r"“ - -_I-'
K ClassCastException
I nt value = s.reading();

e
Y H IJA High-Integrity
I: Ty Java Application
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Runtime Errors

i f | (devi ce instanceof MyDevi ce)

{ uIIPointerException
MySensor s (M‘or) devi nsor

ClassCastException

I nt val ue = adi ng();
NullPointerException

HIJA.....

4 I: Ty Java Application
b, Jfa g 1 "s
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Runtime Errors

'thl.l-\

device = null
| f@w ce instanceof MDeviceD

{ NuIIPoin’rerExcepiion
MySensor s (M‘or) devi nsor;

ClassCastException

I nt val ue = adi ng();
NullPointerException

HIJA.....

4 I: o ',-." Java Application
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Runtime Errors
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device = null
| f@w ce instanceof MyDevi ce€D

ppiii _
3o MySensor s = (or) devi ¢

""" ClassCastException

NullPointerException

I nt val ue = adi ng();
NullPointerException

HIJA.....

4 I: o ',-." Java Application
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Runtime Errors

'thl.l-\

device = null
| f@w ce instanceof MyDevi ce€D

ppiii _
3o MySensor s = (or) devi ¢

""" ClassCastException

NullPointerException v/

I nt val ue = adi ng();
NullPointerException

HIJA.....

4 I: o ',-." Java Application
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| Runtime Errors
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i f | (devi ce instanceof MyDevi ce)

b { NullPointerException v/
4 e R MySensor s = (or) devi nsor;
ERRLY L1 ClassCastException

I nt val ue = adi ng();
NullPointerException

HIJA.....

S : i, e, Java Application
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Runtime Errors

i f | (devi ce instanceof MyDevi ce)

{ MySensor s = (Or)rExcep’rionV

Giame ClassCastException vqlues_(MyDewce.sensor)
_ contains only MySensor
I nt val ue = adi ng();

NullPointerException

HIJA.....

4 I: Tl Java Application
b, Jfa g 1 "s
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Runtime Errors

pinterException v

A .
Giame ClassCastException vqlues_(MyDewce.sensor)
contains only MySensor

= € rpading():
NullPointerException

HIJA.....

4 I: Tl Java Application
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Runtime Errors

i f | (devi ce instanceof MyDevi ce)

{ QintereException v
MySensor s = (
ClassCastException v/ vqlues_(MyDewce.sensor)
_ _ contains only MySensor
______ i nt val ue = adi ng() ;
NullPointerException
______ )
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4 I: Ty Java Application
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i f | (devi ce instanceof MyDevi ce)

b { NullPointerException v/
4 e R MySensor s = (or) devi nsor;
ERRLY L1 ClassCastException v/

I nt val ue = adi ng();
NullPointerException
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i f | (devi ce instanceof MyDevi ce)

” { NullRqinterException v/
_gf,{f’;"i‘?‘-!:: MySensor s = (or)

ClassCastException v MUl O values(MyDevice.sensor)

int val ue = adi ng() ;

NullPointerException
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Runtime Errors

i f | (devi ce instanceof MyDevi ce)

” { NellBointerException v
FEE MySensor s = (or)

gption v/ null O values(MyDevice.sensor)

NullPointerException
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4 I: Ty Java Application
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Runtime Errors

i f | (devi ce instanceof MyDevi ce)

” { NellBointerException v
FEE MySensor s = (or)

gption v/ null O values(MyDevice.sensor)

NullPointerException v/
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4 I: Ty Java Application
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i f | (devi ce instanceof MyDevi ce)

BB NullPointerException v
SRR MySensor s = (or) devi nsor ;
ERUL "'j'; ClassCastException v/

I nt val ue = adi ng();
NullPointerException v/

HIJA.....

Java Application




GLCIS

reqltirme

vvvvvvvvvvvvvvvvvv

o A A Rl L LA

..........
. LR, " TR TR N e o e e 0 i
............

tttttt

JamaicaVM - Reqliime quq Technology

Java in Device Systems

i+ Java brings
' - Higher productivity (Stand Libraries, Code Reuse)
- Platform independence

- Robustness (type and pointer safety)

11111111

- Flexibility

11111111

“ c’JamalchVM

We make Java realtime capablel
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