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Introduction

Top Secret Messenger for ICQ

Top Secret Messenger for ICQ (TSM) is a secure public-key encryption
program that acts as an ICQ instant messenger's add-on to provide
instant and easy access to powerful and virtually unbreakable encryption

right from 1CQ's message dialogs.

There are various reasons for encrypting all messages sent through 1CQ

network:

All messages sent through 1CQ are sent in completely unencrypted form
and can be easily intercepted and read by anyone with the help of some
special hacking tools.

There are also alot of tools that make it very easy for anyone to send you
a "spoofed” message, a message that looks like it came from someone
else (someone you know, perhaps). If al your conversations with your
friends and colleagues are encrypted, on the other hand, messages sent to
you can no longer be forged to look like they came from someone you

know.



Public-Key Cryptography

In public-key cryptosystems, everyone has two complementary encryption
keys. one public key and one secret key. The public key can be (and should
be) safely distributed to everyone that you intend to have a secure
conversation with. The secret key, on the other hand, should be stored in a
private secure place and not revealed to anyone.

The message in a public-key cryptosystem is encrypted with both keys. For
instance, in Elliptic Curve Cryptography algorithm that is used by TSM, a
message is encrypted with both sender's secret key and recipient's public
key. A message is then decrypted with recipient's secret key and sender's
public key.



Getting Started

System Requirements

It is highly recommended that your system meet the following system

requirements in order to get the best performance out of TSM:
Pentium 133Mhz or better
16 MB of RAM
Microsoft Windows 95/98/NT

1CQ99 Build #1700 or better

Installation

To install TSM, perform the following steps:

1. It is recommended to exit all applications (especially TSM) that you are

currently running before starting the installation.

2. Double-click on the TSM executable file to start the installation program.



3. Click on the Setup button after the first information screen comes up.

4. Follow the rest of the installation directions provided by the installation

program
5. Once the installation program finishes and quits, you should see a "Top

Secret Messenger for ICQ" icon on your desktop. Double-click on it to
start TSM.

Generating Public/Secret Key Pair

After you have installed TSM, double-click on the "Top Secret Messenger
for ICQ" icon on the desktop.

1. If thisisyour first time installing TSM, you will be prompted to generate

new public and secret keys:

TSM =l

& Unable ta find existing secret/public key files. ‘would vou like to generate new keys?

Mo |

2. To generate new keys, click the Yes button and TSM will prompt you to
enter Public Key ID.



If this is not your first time using TSM and you already have old key files,
that you want to use, saved somewhere, click the No button and select the

location of the old key files.

Export Public Key x| |

Enter Uzer D [max length = 20 characters)

User ID: |Dmitri - 795955

]S I Cancel

Your Public Key ID is an identification that can be used to differentiate your
key from others.
Registered version: If you want to take advantage of Automatic Encryption,
you need to include the UIN number in the Public Key ID. Here are some
examples of what your Public Key ID can be:

John Smith (654321)

Nick

Charles - 123456

000007 - James Bond

3. Once you type in the ID and click the OK button, you will be prompted
to save your Public Key and then your Secret Key in separate files with

extension TSM.



Encrypting Messages

To encrypt an |CQ message, do the following:
1. Type up your message as usual in ICQ's message dialog

2. Click on the Encrypt button in the Send Message dialog and select the

name of the person that you wish to send an encrypted message to:

23 Send DHline Message =] =]

To:
’]Eu# -| 795968 Mick:| Dmini  EMail | dmiti@encrsoft.com E‘
Enter Meszzage: Ehars:| a2 ﬁ _PH_PEEI Hiztom |

Hi.
Thiz megzage iz encrypted with a 464-bit ECC encryption key. Try breaking i

B Mare Cancel iy Encr'yp'r | Send | E ,f

Send Ta Ower - Owier

e —

3. You should now see a bunch of unreadable symbols appear in your

message window.



4. At this moment, you can safely click on the Send button, as usual, and

your encrypted message will be sent to its destination.



Decrypting Messages

To decrypt an |CQ message, do the following:

1. Click on the Decrypt button in the Incoming Message dialog and select
the name of the person that sent you this encrypted message:

23 Incoming Meszage [No More Events] ==
From:
Mick HName: | Dmibri EMail: | dritri@encrzoft, com @

IcCo#: FE | 795968 Date: | 4/25/99 Time:| 3:024M

tMezzage % Hiztary |

(L £'siE {2y ihil kM ImbAILF <r: 35U R drs il AT IMNE B i lIP =K " 40 e ad,
131" bTulgl " agqg M E8x3Z 1 blefE w1 0= quH ™ 3nk MR EN X SEH" ab,

Reply | Fonward | HEquESH [EHat

|' Fesponze Achion

More Functions | % Decrypt | Cloze | Fi==e =

Received From » Owarer -- Owirer

2. At this time, the message will be decrypted and you should see the
readable message once again.
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Decrypting Message History

(Registered Version)
To decrypt a message stored in |CQ's Message History, do the following:
1. Open Message History for the desired user in ICQ in the normal fashion.
2. Double-click on the encrypted message to open it.

3. Click on the Decrypt button and select the name of the person that sent

the message.
—lo
[ ate: 4417499 MickM arme: |D rritri
Time:  [5:50 PM CO# 735368
Tope: |r-.-1 BEzage E b ail: |dmitri@enn:r3n:uft.n::n:nm
First Mame: |Dmitr Last Mame:  Alperovitch
— Content

You have sent a message!

tmO'cK=-mp', »js | ‘zB#zh~9} 2k 4d " %0 #btk Hf~I Jo¥P
hel,c—jh%o Oin==3y (X' » (I'E4#"laAj@OC: :@f24C2WHWh
D8 + HY$WL{WEBIL™mI w | hUS< Xx ™~ 2n$U0z2231G=t-
R0, hit<Fk%#"1aA

: . T 1
Llose | Feply | meardl }I: Received From » Cwrer -- Owirer

s I
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Public Key Management

Importing Public Keys

To import someone else's public key into your public keyring, click on the
Import button in Public Key Manager and find the key (file with extension TSM)

that you want to import.

Exporting Public Keys

Whenever you want to send a public key to someone (whether it is yours or
not), never send your PUBLIC.TSM file, since it contains not just the key that you
want to send but all the other public keys that you might have.

Instead, select the key that you want to export in Public Key Manager and
click on the Export button. TSM will prompt you for a Public Key 1.D. that will
be associated with that key and then for afilename to save that key as.

Removing Public Keys (Registered Version)

To remove a public key from your keyring, smply select that key in Public
Key Manager and click on the Remove button.
Beware: The key will be permanently removed from your keyring. You will not be

able to restore it later, unless it is backed up somewhere.
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Changing Public Key ID (Registered Version)

Y ou can change the Public Key ID associated with any public key in your
keyring any time. Select that key in Public Key Manager, click on the Change ID

button and type in the new ID.
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Advanced Features

(Registered Version)

Automatic Encryption

Automatic Encryption feature makes encryption of 1CQ messages easier
than ever. Essentialy, it takes over the task of clicking on the Encrypt button and
selecting the recipient's public key. When Automatic Encryption is enabled, you
only haveto click on the Send button, as you would normally do, and the message
IS going to be automatically encrypted with the correct key and sent to the recipient
(Note: The message will only be encrypted if you have the receiver's public key in
your public keyring and it is named correctly -- See Generating Public/Secret Key

Pair for more information).

Automatic Decryption

Automatic Decryption feature, similarly to Automatic Encryption, performs
the tedious task of clicking on the Decrypt button and selecting the appropriate
sender's key for you. If the sender's public key isin your keyring and it is named
correctly (See Generating Public/Secret Key Pair for more information), all
incoming encrypted messages will be decrypted on-the-fly without the need for
you to perform the decryption steps.
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Technical Support

Encryption Software
P.O. Box 237
Rossville, GA 30741-0237

E-mail: support@encrsoft.com

WWW: http://www.encrsoft.com/

To report bugs, please send us a detailed message describing your problem and
your system (be sure to include the Operating System, Processor, Amount of

Memory, ICQ version, and TSM version) at bugs@encrsoft.com
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