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Overview

Thank you for selecting Steel-Belted Radius as your remote access
authentication solution.

With Steel-Belted Radius for Windows NT, you'll be able to administer a single
service that provides for centralized authentication of all the users that connect to
your LAN via remote-access servers, firewalls, or other means.

Plus, Steel-Belted Radius is completely integrated with Microsoft networking.
So all of the authentication information that you've already set up in NT
domains and on individual NT hosts can immediately be used to provide dial-in
security as well.

What is RADIUS?

RADIUS is a standardized method of information exchange between a device
that provides network access to users (such as a Remote Access Server used for
network dial-up) and a device that contains authentication and profile

information for these users (such as Steel-Belted Radius).

RADIUS stands for “Remote Authentication Dial In User Service.” The
RADIUS standard was initially developed by Livingston Enterprises and has
recently become a standard of the Internet Engineering Task Force (IETF).

The RADIUS standard is quickly becoming the preferred way to perform
authentication for dial-up users. With RADIUS, you can:

. Centralize administration of user information across all your Remote
Access Servers performing dial-in and firewall authentication.

. Utilize security information to which your Remote Access Servers
would otherwise have no access (such as the security databases of
Windows NT domains and individual NT hosts).

. Deploy Remote Access Servers from a variety of vendors while
maintaining a common security model and administrative interface.
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What is Steel-Belted Radius for Windows NT?

Steel-Belted Radius for Windows NT is a complete implementation of the
RADIUS standard that runs as a Windows NT service.

Because Steel-Belted Radius is tightly integrated with Windows NT, you can use
the passwords and groupings you've already created in Windows NT Domains or
on Hosts as the basis for authenticating remote users dialing in to any of your
Remote Access Servers.

Centralize Administration of All Your RAS'’s

Using Steel-Belted Radius, you'll be able to enter user profiles that determine
which of your users are authorized to dial in or connect via a firewall to the
network and what type of connection each user is permitted to make. With Steel-
Belted Radius, it is no longer necessary to separately set up user profiles on each
Remote Access Server; each RAS relies on Steel-Belted Radius as an
authentication server to determine the rights of each user from a single, common
database that you can administer easily.

Leverage User Information Already in Windows NT

Not only won't you have to separately administer RAS'’s, you also won't have to
separately administer each user. Because Steel-Belted Radius is tightly woven
into the Microsoft networking fabric, you'll be able to specify profiles for many
users all at once using group names you've already defined. And Steel-Belted
Radius works with the security you've already established: each user can be
authenticated against NT Domain security or any individual NT Host using his
or her current password. And you can combine Domain, Host, and the Native
authentication database to provide multiple sources of authentication
information.

Use Steel-Belted Radius to Service RAS’s from Different Vendors

Because RADIUS is a standard, Steel-Belted Radius can be used with any RAS
device that implements that standard. However, it is also possible for individual
dial-in or firewall RAS vendors to create proprietary extensions to serve the
particular needs of their servers.

Steel-Belted Radius has already incorporated proprietary extensions from a
number of vendors. Steel-Belted Radius has a powerful and flexible technique
that allows it to accommodate specific extensions from any vendor. All
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informational tokens that are passed between a RAS and Steel-Belted Radius are
described in a set of specially formatted ASCII files called dictionaries. There is
one basic dictionary that describes all standard tokens common to all
implementations, and for each RAS vendor a separate dictionary describes the
specific extensions of that vendor.

System Requirements

Steel-Belted Radius for Windows NT runs as a service on any Windows NT
workstation or server (version 4.0 or later), with TCP/IP properly configured.

Steel-Belted Radius can be administered from the local Windows NT machine
on which it is running, or it can be administered remotely from another Windows
NT machine.

Steel-Belted Radius Licensing

Steel-Belted Radius for Windows NT may be installed on a single Windows NT
workstation or server.

For more information on licensing, please refer to the enclosed license agreement
or contact Funk Software, Inc. directly.

Documentation

This manual describes how to install and administer Steel-Belted Radius for
Windows NT.

Most of the information in this manual is also contained in the on-line help
available from the Administrator program.

An additional help file, available from thé&ndor info menu item undetelp,

contains useful information about a variety of Remote Access Servers, Firewalls,
and other equipment that can operate as a RADIUS client. Be sure to consult this
help file when configuring your equipment for use with Steel-Belted Radius.

Please also review tmeadme.txt file which contains late-breaking information
not available in this manual.

8 Chapter 1



Technical Support

If you have any problems installing or using Steel-Belted Radius, there are
various resources available to help you at no charge.

. This manual and theadme.txt files on your diskettes may contain the
information you need to solve the problem you are having. Please re-
read the relevant sections. You may find a solution you overlooked.

. You can send e-mail to our Internet addgsport@funk.com.
. Contact our world wide web servertdtp://www.funk.com.
. We provide 30 days of technical support by phone at no charge, starting

from your first support call. Our technical support staff is available to
assist you a617) 491-6503on weekdays between 9:00 AM and 5:30
PM Eastern Standard Time.

For support beyond the initial 30-day period, we offer a range of support options
including support and maintenance contracts and pay-per-call. Consult the
enclosed “Technical Support and Service Offerings” brochure for the support
plan that best meets your needs.

If you are located outside North America, please refer to the enclosed list of
Authorized International Partners for the name of the support provider in your
country.

If you haven't already done so, please fill out and return the enclosed
Registration Card to ensure that you will be notified of upgrades and of new
networking products as they become available.

Introducing Steel-Belted Radius 9
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Installing Steel-Belted Radius for Windows NT

12

This chapter describes how to install the Steel-Belted Radius service onto a
Windows NT server or workstation.

You first need to pick an appropriate NT machine on which to install Steel-
Belted Radius. The NT machine’s role in your Microsoft network has
implications as to the types of authentication it will be able to perform.

Before installing, please read the “RADIUS Authentication” section of Chapter
3, “RADIUS Concepts.” Pay careful attention to the subsection entitled “Domain
vs. Host Authentication.” This subsection describes the two types of
authentication that rely on Microsoft networking. Based on the type(s) of
authentication you'll want to do, you'll be able to pick an appropriate NT
machine to install the service on.

To install Steel-Belted Radius for Windows NT:
1 Run SETUP.EXE from the Steel-Belted Radius installation disk.

Insert the disk in driva:, click Start, select Run, then enter
ANSETUP L.

2 The Software License Agreement screen appears. Before proceeding,
make sure that you read and agree with the terms of the license
agreement.

Click Yes if you agree. Otherwise, cligko.
3 The Welcome screen appears.
Click Next to continue.

4 The Select Components screen appears. For a normal installation, make
sure botrRADIUS Admin Program andRADIUS Server are checked.
You may use the default destination directory for each component you
are installing, or cliciBrowse to select a different directory.

Click Next to continue.

5 The Select Program Folder screen appears. You can accept the default
folder, “Steel-Belted Radius,” or enter a different folder name.

Click Next to continue.
6 The License Key screen appears.

Enter theLicense key printed on your Steel-Belted Radius license
agreement card, or check thetall 30-day trial box, as appropriate.

Click Next to continue.
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7 The Service Login Account screen appears. EntaysheName of the
account under which you wish to run the Steel-Belted Radius service,
and enter th@assword (twice).

NOTE: This screen will not appear if you are installing onto an NT
server which is a Domain Controller. In that case, the service will run
under the system account, rather than under a user account, and Host
authentication will not be available.

If the account already exists, then it will be used with the password you
entered. If you enter a navser Name, it will be created for you
automatically with the password you entered.

Click Next to continue.

8 The Start Copying Files screen displays the current settings for the
installation. Scroll down and make sure the settings are exactly as you
want them.

If the settings are correct, clitdext to proceed with installation.
Otherwise, cliciBack to return to previous screens.

9 Once installation is completed, the Setup Complete screen will appear.
This screen gives you the opportunity to viewrdwme.txt file and
start the Steel-Belted Radius Administrator.

Check the options you wish to select, and chicksh.

Updating a Previous Installation

NOTE: If you have previously installed a copy of Steel-Belted Radius for
Windows NT, you must be sure that it is not running on the server when
installing the new copy.

If you have previously installed a copy of Steel-Belted Radius for Windows NT,
you will receive a warning that files may be overwritten with newer versions. If
you receive this message, you should do the following:

1 Export all data from the previous installation.

NOTE: For export/import instructions, see Chapter 4, “Administering
Steel-Belted Radius.”

2 Back up the Steel-Belted Radius server directoriprt\system32 ).
Complete the installation procedure as described above.
4 Import the old data into the new Steel-Belted Radius installation.
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Starting and Stopping the RADIUS Service

Steel-Belted Radius runs as an NT service. By default, it is set to run
automatically whenever you start up Windows NT.

If you don’t want it to run automatically, chooServices from the Control
Panel, select Steel-Belted Radius from the Service list, tankup... and set
the Startup Type toManual. You can then use tig&art andStop buttons to
control when it runs.

Upgrading from a 30-Day Trial Installation

If you've downloaded Steel-Belted Radius on a 30-day trial basis and want to
continue using the product, you do not need to re-install the software. All you
need to do is add a license to your existing installation:

1 Purchase the Steel-Belted Radius software, either by contacting your
preferred reseller or by contacting Funk Software, Inc. directly.

You will be shipped a product package that will contain a license key.
This key will convert your 30-day trial software to an unlimited version.

2 Start the Steel-Belted Radius Administrator.
3 SelecfFile License .

The Add a License for Server dialog displays.
4 Enter the license key and click.

What's Next After Installation?

14

Once you've installed Steel-Belted Radius, you still need to configure it before it
becomes usable. The steps, in general, are:

1 Configure each of your RAS’s to act as a RADIUS client.

Each RAS must be configured with the IP address of the Steel-Belted
Radius server, a secret (password) that is shared with the server, and the
make/model of the Remote Access Server.

2 Make sure the machine on which you're running Steel-Belted Radius has
the IP protocol configured
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Run the Steel-Belted Radius Administrator program.

From the Servers dialog, connect to your Steel-Belted Radius server
using the default passworthdius ).

5 From the Access dialog, change the server password from the default to
a password that only you know.

6 From the RAS Clients dialog, provide information about each of the
Remote Access Servers configured to act as a RADIUS client.

Configuration information includes the IP address of the Remote Access
Server, the shared secret, and the make/model information of the Remote
Access Server. If a specific make/model is not listed Steselard

Radius .

7 From the Users dialog, identify each of the users or groups of users that
are permitted to dial in to the Remote Access Servers, and set up their
attributes.

The remainder of this manual provides detailed information about using the
Administrator program to configure Steel-Belted Radius.

You may consult our online “RAS Product Information” file for information
about using Steel-Belted Radius with many popular brands of Remote Access
Server and Firewall. You can access this file by starting the Administrator,
choosingrRAS Clients , and clicking thevendor Info button on the RAS Clients
dialog. You can also access the file by seledtialp Vendor Info from the
Administrator menu bar.

For more detailed information about configuring your RAS’s and Firewalls,
consult the manufacturer's documentation provided with each unit.
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The RADIUS-Based Remote Access Environment

The RADIUS-based remote access environment has three components: Users,
Remote Access Servers, and the RADIUS server. Each user is a client of a RAS;
each RAS is both server to the user and client of the RADIUS server.

Steel-Belted Remote Access
Radius Servers (RAS) Users
Steel-Belted ! ISDN
Radius for — ey —
Windows NT
Dial-in RAS "A" telecommuter
AUTHENTICATION EMM analog

H]Hﬂﬂﬂﬂﬂﬂﬂﬂ ' modem
ACCOUNTING Hﬂmﬂmﬂﬂ @ \,\ @

/\ Dial-in RAS "B" mobile user
internet

%
Internet Users

I Internet Firewall

Domain
Users and
Groups

Users and
Groups

(Enterprise LAN)

Figure 3-1: Steel-Belted Radius Elements

User

The user is the person trying to gain access to the network from home or from
the road.

Typically, the user has a SLIP or PPP dialer that allows him or her to dial into a
Remote Access Server at the enterprise LAN and become a remote node on the
enterprise network, with IP and/or IPX access to network resources.

Remote Access Server

The Remote Access Server (or RAS) is a device that:
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. Supports dial-in such as SLIP or PPP dial-in calls, authenticates each
user via the RADIUS Server, and then routes that user onto the network.

. Supports direct connections to the network through a firewall,
authenticates each user via the RADIUS Server, and then grants network
access with specific capabilities.

Examples of dial-in RAS’s which support the RADIUS standard include the
Ascend MAX, Bay Networks’ Annex, Shiva LAN Rover, Telebit NetBlazer, and
US Robotics’ Total Control; firewall products include Check Point’s Firewall-1
and Raptor’'s Eagle.

Most RAS devices can handle multiple dial-in users at once, and the corporate
network might include a single RAS or multiple RAS’s working in tandem.

RADIUS Server

The RADIUS Server accepts authentication requests from one or more Remote
Access Servers, performs the authentication, and responds with the result: either
an accept or a reject. The RADIUS server also provides Accounting services, if
the RAS can support this.

A typical installation will include a single RADIUS server, for example, Steel-
Belted Radius, to handle all the Remote Access Servers. Companies with
Remote Access Servers at multiple sites could elect to have a separate RADIUS
Server at each site; or, if the various sites were linked over a WAN of reasonable
speed or over the Internet, a single RADIUS server could be made to handle
multiple Remote Access Servers at multiple sites.

RADIUS Authentication

The primary function of the RADIUS server is authentication. This section
covers the following areas critical to an understanding of authentication:

. What happens during the authentication process
i Types of authentication available

. RADIUS attribute exchange

. Dictionary files
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What Happens During Authentication

It may be instructive to follow the steps involved in a typical transaction in
which a user attempts to gain access to the network via RADIUS authentication.

1 A user dials in to one of several RAS’s and PPP negotiation begins.

2 The RAS passes authentication information developed during PPP
negotiation to the RADIUS server.

3 If the RADIUS server is able to authenticate the user, it issusscapt
response to the RAS, along with profile information required by the
RAS to set up the connection (this might include IP address, maximum
connect time, and the like).

If the RADIUS server is unable to authenticate the user, it isstegach
response to the RAS, along with a text string indicating the reason.

4 Using this information, the RAS completes PPP negotiation with the
user:

If the RAS received aacceptresponse, it can now allow the user to
begin operating on the network.

If the RAS received eeject response, it terminates the user’s
connection, possibly passing on the reason for termination for display at
the user terminal.

Authentication Types

During an authentication transaction, password information is transmitted
between the RAS and the RADIUS server. The password information is
encrypted using a secret key that you enter both at the RAS and at the RADIUS
server.

The password information originally comes from the user, usually as part of PPP
negotiations. The RAS is really just an intermediary here, and it is best to think
of authentication as being a transaction between the user and the RADIUS
server.

There are three types of authentication transactions used between a remote access
user and RAS. Each represents a method of authentication used in PPP:

. PAP (Password Authentication Protocol) is very simple. The user sends
his or her password to the RADIUS server, and the RADIUS server
validates it, either against its own database or against the security
database of a Windows NT domain or an individual NT host.
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Of the two legs of the journey the password takes between user and
RADIUS server, the first leg is usually unencrypted, and the RAS gets
the password from the user in clear text. For the second leg, the RAS
encrypts the password and the RADIUS server decrypts it using a shared
secret key.

Ultimately, the RADIUS server has the password in clear text form and
is able to make use of it directly for authentication.

CHAP (Challenge Handshake Authentication Protocol) avoids sending
passwords in clear text over any communication link.

With CHAP, the RAS generates a random number (the challenge) and
sends it to the user. The usePPP client creates a “digest” (a one-way
encryption) of the password concatenated with the challenge, and sends
this digest to the RAS. Because the digest is a one-way encryption, the
RADIUS server cannot recover the password from the digest. What it
can do is perform the identical digest operation using its own copy of the
user’s password stored in its database; if the two digests match, the user
is authenticated.

MS-CHAP (Microsoft Challenge Handshake Authentication Protocol) is
a Microsoft authentication protocol which, like CHAP, avoids sending
passwords in clear text. MS-CHAP is tightly integrated into Microsoft
NT security.

Steel-Belted Radius supports the MS-CHAP protocol for the following
authentication methods onliative User, Domain User, Domain
Group, Host User, andHost Group.

Steel-Belted Radius Authentication Methods

Steel-Belted Radius has a number of methods for performing the actual
authentication. These methods are as follows:

*

*

*

*

Authentication against a local database

Pass-through authentication against Microsoft networking
Pass-through authentication against token-based systems
Authentication against a proxy database

Only Native Userauthentication against a local database permits the use of
either PAP, CHAP, or MS-CHAP protocols. Pass-through to Microsoft
Domain Useror Domain Group authentication permits the use of PAP or
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MS-CHAP protocols. The other authentication techniques require the use of PAP
exclusively.

Authentication Against a Local Database
. Native User

The Steel-Belted Radius server authenticates the user directly against its
own local database.

For each Native user you must create a separate entry using the
administration program, giving the user’s name, password and other
information.

Pass-through Authentication Against Microsoft Networking
. Domain User

Each Domain User entry specifies the name of a Domain and the name
of a User in that Domain.

In order for a dial-in user to authenticate against a Domain User entry,
the user’'s name must match that of the Domain User entry, and the
password supplied must be capable of logging the user into the specified
Domain.

. Domain Group

Each Domain Group entry specifies the name of a Domain and the name
of a Group in that Domain.

In order for a dial-in user to authenticate against a Domain Group, the
user must be a member of the specified Group, and the password must
be capable of logging the user into the specified Domain.

. Host User

Each Host User entry specifies the name of an individual Windows NT
Host, and the name of a User defined on that Host.

In order for a dial-in user to authenticate against a Host User entry, the
user’s name must match that of the Host User entry, and the password
must be capable of logging the user into the specified Host.

. Host Group

Each Host Group entry specifies the name of an individual Windows NT
Host, and the name of a Group defined on that Host.
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In order for a dial-in user to authenticate against a Host Group entry, the
user must be a member of the specified Group, and the password must
be capable of logging the user into the specified Host.

The types of authentication that rely on Microsoft networking use either of two
techniques: Domain authentication or Host authentication. It is important to
understand the implications and limitations of each of these techniques.

Most medium to large Microsoft networking installations are organized into one
or more Domains for security purposes. If your network is so organized, then
Domain authentication should be preferred over Host authentication for the
purposes of RADIUS security.

Host authentication is provided to accommodate networks that aren’t organized
into Domains, or networks that may have mixed Domain and Workgroup
security.

Note that the two techniques are not mutually exclusive.
i Domain

Domain authentication lets you specify users and groups that you've
defined within one or more Domains. Each Domain authentication entry
consists of the name of a Domain plus the name of a User or Group
defined in that Domain.

In order to use Domain authentication, the Steel-Belted Radius service
must be running on an NT machine that is part of a Domain. It doesn’t
matter whether that machine is a workstation or server, nor does it matter
whether the machine is a Domain Controller.

It is possible to authenticate against Domains other than the one in which
the Steel-Belted Radius service is running, provided that the other
Domain “trusts” the Domain of the Steel-Belted Radius service. The
inverse trust relationship is immaterial; that is, it only matters who trusts
the RADIUS Domain, not who the RADIUS Domain trusts.

Example: Suppose there are three domains: A, B, and C, and Steel-
Belted Radius is running in A. Suppose further that A trusts B and C
trusts A. You'll be able to use Domains A and C for authentication, but
not B. That is because B does not trust A.

. Host

With Host authentication, you specify users and groups that you've
defined on an individual Windows NT Host. Each Host authentication
entry consists of the name of an NT Host plus the name of a User or
Group defined on that Host. It doesn’t matter whether the NT Host is a
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workstation or a server. Steel-Belted Radius performs a peer-to-peer
login and logoff to authenticate a user on a particular Host.

There are some important restrictions and limitations to the use of Host
authentication that you must be aware of if you intend to use it.

. The NT machine on which you install Steel-Belted Radius must
not be a Domain Controller.

Due to a limitation in Microsoft networking, peer-to-peer
authentication will not work from a Domain Controller.

. The NT machine on which you install Steel-Belted Radius must
not have peer-to-peer connections (for example, via a drive
mapping) with other NT machines that might be used for Host
authentication.

The reason for this is simple: There can be only one peer-to-peer
connection between two machines at any given time.

Steel-Belted Radius performs Host authentication by attempting
to log the user into the specified Host. But if the RADIUS
machine is already logged into that Host (under that name or any
other name), the new login attempt will fail due to the one-
connection restriction.

Pass-through Authentication Against Token-based Systems
A SecurlD

Each SecurID entry specifies the name of a user to be authenticated via
SecurlD. The user must enter a PIN and token code as a password; this
information will be passed on to an ACE/Server for authentication.

NOTE: For SecurlD to work, you must place Haeonf.rec file in the
lwinntlsystem32 directory. If you place the file in this directory after
Steel-Belted Radius has been started, then you must stop and start Steel-
Belted Radius before SecurlD will work.

Authentication Against a Proxy Database
. <Proxy Server>

Proxy authentication allows the Steel-Belted Radius server to pass the
user’s login information on to a proxy server for authentication.

NOTE: For details on how this works, see “Proxy RADIUS” below.

Chapter 3



RADIUS Attribute Exchange

The authentication transaction serves an additional purpose beyond simply
authenticating the user.

Along with the authentication information that the RAS includes as part of a
RADIUS request, the RAS also passes information about the type of connection
the user is trying to establish. The RADIUS server can use this information to
further qualify the user, possibly issuing a reject based on this information.

Similarly, the RADIUS server includes additional information as part of the
accept response it issues to the RAS. The RAS uses this information to control
various aspects of the user’s connection.

This aspect of the authentication transaction is called “attribute exchange.”

Attribute exchange is controlled by the user’s profile. Each profile lists attributes
of two types: check-list attributes and return-list attributes.

Check-list Attributes

Check-list attributes define a set of requirements for the connection. During the
authentication transaction, the RAS must send attributes to the RADIUS Server
that match the check-list; if they don’t, the RADIUS server will issue a reject
even if the user can be authenticated.

For example, by including appropriate attributes in the check-list, a variety of
rules could be enforced. Only certain users might be permitted to use ISDN
connections, or dial in to a particular RAS. Or, Caller ID could be used to
validate a user against a list of legal originating phone numbers.

Return-list Attributes

Return-list attributes are the attributes that the RADIUS server sends back to the
RAS once authentication is successful. The return-list defines additional
parameters that the RAS should assign to the connection, typically as part of PPP
negotiations.

For example, specific users could be assigned particular IP addresses or IPX
network numbers, IP header compression could be turned on or off, or a time
limit could be assigned to the connection.
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Dictionary Files

The RADIUS server uses Dictionary files to establish check-list and return-list
attribute values. The Dictionary file contains the RAS-specific, proprietary items
which may be set for a uséfor more information, please see the Dictionary file
for your particular RAS in the installation directory.

RADIUS Accounting

RADIUS Accounting is an additional feature of the RADIUS standard that
permits a RADIUS server to track when users start and stop their dial-in
connections and to acquire statistics about each session.

Using RADIUS Accounting, the RADIUS server can maintain:

. A history of all user dial-in sessions, indicating start time, stop time, and
various statistics for the session.

. A real-time snapshot of all current usage, indicating which users are
currently connected to which Remote Access Servers.

Many Remote Access Servers that support RADIUS also support RADIUS
Accounting.

Steel-Belted Radius fully supports RADIUS Accounting. All Accounting
transactions are logged to a comma-delimited file that can be imported into
spreadsheets and database programs for report generation and billing.

Current Users Display

One of the most useful capabilities enabled by RADIUS Accounting support is a
real-time list of active RADIUS users. This Current Users display is available
from the Steel-Belted Radius Administration program’s Statistics diklmy.

every active dial-in session, a line is displayed identifying the user, the RAS, the
port number, the assigned IP address, and other information.

Proxy RADIUS

Proxy RADIUS refers to the forwarding of a request from one RADIUS server to
another.
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Normally, when a RADIUS server receives an authentication request from a

RAS, it processes it locally and replies directly to the RAS. However, it is also
possible for the RADIUS server to act as intermediary, or “proxy,” between the
RAS and a second RADIUS server, called the “target” server. The proxy server
receives the request, forwards it to the target server, waits for a reply, then passes
the reply back to the RAS that originated the request.

Proxy RADIUS is normally used in situations where the local RADIUS server
may have adequate information to authenticate some users, but must rely on
other RADIUS servers for the remainder.

Steel-Belted Radius is fully capable of acting as a proxy as well as acting as the
target of a proxy.

Steel-Belted Radius provides the following proxy features:
. Proxy forwarding to other RADIUS servers based on username parsing.

. “Roaming” proxy forwarding, using DNS (Domain Name System) to
locate target RADIUS servers. This powerful feature relieves the
administrator from having to pre-configure possible target servers in
complex systems.

. Proxy Accounting options for forwarding or retention of accounting
transactions, or both.

. Full capability to act as a target server for other proxy servers.

. Proxy forwarding as an “official” or default authentication method

Configuring Proxy Forwarding

To set up proxy forwarding, you must use the Proxy dialog in the Administrator
program to add a database entry for each target server, specifying its name, its IP
address, and a shared secret.

Steel-Belted Radius will then forward any request to the appropriate target server
when the username it receives from the RAS is of the following form:

user_name@target_name

where:

user_name is the name of the dial-in user
target_name is the name of the target RADIUS server

Steel-Belted Radius first looks tgrget_name in its database of target servers,
gets its IP address and shared secret, and forwards the request to that IP address
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encrypted with the shared secret. Note @&trget_name will be stripped from
the username in the forwarded request.

NOTE: The proxy server and the target server must be configured with the same
shared secret in order for forwarding to be successful. However, the secret

shared between the RAS and the proxy server need not be the same as the secret
shared between the proxy server and the target server. The proxy server decrypts
requests received from the RAS using one shared secret, then re-encrypts the
request forwarded to the target server with the other shared secret.

Roaming

If you are setting up more than a few target servers, you might want to consider
using the “roaming” feature. With roaming, you'll be able to add new target
servers easily, without having to add each new target server to each proxy’'s
database.

If you add a special entry to the proxy’s target database cale@dMING>,

then Steel-Belted Radius will consider aanget_name that is not in its

database as the name of an IP host that it should resolve to an IP address using
DNS. Provided the DNS lookup succeeds, it will forward the request to the
target server at that IP address. The request will be encrypted using the shared
secret specified in theROAMING> entry.

Note that to use the roaming feature, one single shared secret must be used to
configure all target servers.

A Proxy Example

Suppose a major multinational corporation has offices in Aspen and Bayonne.
Each office has a Steel-Belted Radius server, which is locally administered to
authenticate all locally-based users. Users from either city are welcome to access
the network in the other city as well; they will be authenticated by proxy.

To set up such a network, at each Steel-Belted Radius server simply add the
other city as a proxy target server. Now user Alice from Aspen can access the
Aspen LAN asAlice , or the Bayonne LAN aslice@Aspen ; the Bayonne

server will forward the request to Aspen.

Steel-Belted Radius as a Target Server

Steel-Belted Radius can act as a target server, receiving inbound requests from a
proxy server just as it might receive requests from a RAS.
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To allow the target server to receive requests from a proxy, you must use the
RAS Clients dialog on the target server to add an entry for the proxy server. In
other words, you must treat the proxy server as if it were just another RAS client,
specifying its IP address and a shared secret.

If you'd like to be able to accept proxy requests from any IP address, you can
add a special RAS Client entry calledNY>, and specify a shared secret. This
entry permits forwarded requests from any proxy server to be accepted, provided
the shared secret is correct.

Dictionary Handling for Inbound Proxy Requests

Dictionaries are handled somewhat differently for inbound proxy requests.
Normally, the Make/model field of the RAS client entry for the proxy server will
determine which dictionary is used. However, your target server may receive
requests via a single proxy server that originated from multiple RAS devices,
possibly of different types. The single Make/model entry for the proxy server
may not be adequate to handle the variety of RAS’s on the other side of that
server.

To handle this problem, you can add the originating RAS’s to your list of RAS
Clients on an exception basis in order to specify the appropriate dictionary.
Steel-Belted Radius will use the Make/model of the originating RAS, if it is
present, in preference to the Make/model of the proxy server.

Proxy Forwarding as an Authentication Method

You can configure proxy forwarding as an authentication method in the Steel-
Belted Radius Administrator. As explained above, when you set up proxy
forwarding, you create a proxy entry using the Proxy dialog. The

Authentication Method Status  panel on the Proxy dialog allows you to decide
whether or not your proxy entry can be included inAt@entication Methods

list on the Configuration dialog. If so, this proxy’s hame appears in the
Authentication Methods  list along with all the other methods of authentication

that are available to this Steel-Belted Radius server. The proxy can be assigned a
priority in this list just like all the other methods.

As Steel-Belted Radius attempts to authenticate a user, when it reaches a proxy
entry on itsAuthentication Methods  list, it generates a Proxy-radius request to
the destination server in an effort to validate the username and password. If an
accept is received from the proxy destination, Steel-Belted Radius will send an
access-request for the user. If a reject is received from the destination proxy
server, Steel-Belted Radius will check the next method on the authentication list.
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Setting up proxy forwarding as an authentication method is useful for a number
of reasons. For example:

. Proxy destinations can be set up without the need for the user to change
anything about login. The user does not need to log into the proxy as
user@proxy . The user can log in aser and Steel-Belted Radius can
automatically send the user’s request to the proxy server to try and
authenticate the user (to set this up, ordekHrexy Server Name> SO
that it appears above thiative User authentication method in the
Authentication Methods  list).

. Proxy authentication permits an easy migration path to Steel-Belted
Radius from other RADIUS servers. The network administrator can
install Steel-Belted Radius as the first RADIUS server, and set up proxy
authentication to the old RADIUS server. Steel-Belted Radius will now
receive all the access requests, and if the user cannot be authenticated
against a Steel-Belted Radius database, then a proxy request will
automatically be sent to the old RADIUS server.

Tunnels

30

Steel-Belted Radius supports the concept of a “tunnel,” a uniquely secure type of
remote connection. This section provides background information about tunnels
and explains how to configure the Steel-Belted Radius server to support them.

NOTE: If you don’t already use or plan to use tunnels on your network, then you
don’t need the information in this section.

A tunnel passes data between a remote site and an enterprise site, providing an
additional layer of encrypted protocol “wrapper” around the data. A tunnel offers
authentication and encryption features that help secure the connection against
network vandals and eavesdroppers. In addition, it can provide quality of service
features such as guaranteed bandwidth.

All administration and configuration of the tunnel happens at the remote site.
This is the side of the connection that will request remote access and open the
tunnel. An administrator at the remote site needs to configure the tunnel with
various attributes: its destination IP address, what security protocols it supports,
its password, and so on. These attributes are stored in a database to be retrieved
when needed to set up a connection. It is useful to centralize the information by
storing the tunnel attributes on a RADIUS server.
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At connection time, the tunnel is established by a Network Access Server (NAS)
at the remote site. The NAS retrieves the tunnel configuration attributes from its
database and uses them to open the tunnel into the enterprise. Once the tunnel is
open, the user can be authenticated at the enterprise.

Tunnels and the RADIUS Server

A RADIUS server is said to “support tunnels” if it has the ability to store and
retrieve the configuration data that a NAS needs to open a tunnel. A RADIUS
server that supports tunnels can:

. Determine whether the name string provided by the user includes a
tunnel name (for exampleser_name@tunnel_name ).

i Store lists of tunnels.

. Retrieve tunnel configuration data.

. Track the number of tunnels currently in use, compare to a maximum

number, and refuse the connection if the number is exceeded.

The exact tunnel attributes stored on the RADIUS server may be different
depending on the specific NAS hardware functionality. Steel-Belted Radius
supports any set of database entries required to support the tunnel functionality
of any of its supported RAS clients.

NOTE: Steel-Belted Radius does gt any RAS client capabilities that it
doesn't already have (tunnels, IDSN support, and so on); Steel-Belted Radius
simply offers compatible, centralized storage of the data requiradedtinese
capabilities.

Tunnel Connection Featuring RADIUS Servers

The following sequence highlights the role that RADIUS servers can play on
both sides of a tunnel connection:

1 The user requests a connection by providing a name and password. The
user may specify a name string that consists of:

user_name@realm_name

or:

realm_name@user_name
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whereuser_name is the name of the dial-in use®; is a delimiter
character; ancealm_name is the name of the target tunnel. The
required order of names, and the required delimiter character, are
configured by the RADIUS server administrator who sets up the tunnel.
(For Steel-Belted Radius, tunnel configuration will be performed using
the Administrator program Tunnels dialog.)

2 The remote site NAS passes the connection request to its RADIUS
server for authentication.

3 The RADIUS server detects the tunnel delimiter character in the name
string. It determines that this connection request involves a tunnel. Based
on its tunnel name parsing rules, it extractsréaém_name portion of
the name string input by the user.

4 If the RADIUS server recognizes tlealm_name as a registered Tunnel
name (for Steel-Belted Radius, this will be a Tunnel configured using
the Tunnels dialog), then it retrieves the configuration data associated
with this tunnel and returns it to the NAS with an Access Accept
message.

NOTE: Otherwise, theealm_name might indicate a proxy destination.
For more information, see the topic “Proxy RADIUS” above.

5 The NAS uses the tunnel configuration data to open a tunnel into the
enterprise site. Authentication of theer_name will now be attempted,
usually at the enterprise site. This authentication may employ a Steel-
Belted Radius server, some other RADIUS server, or some entirely
different authentication method.

6 If user authentication succeeds, the connection is complete. Otherwise,
the user’s connection request is denied.

Configuring Tunnel Support

Steel-Belted Radius fully supports the tunnel concept. In practice, a specific
Steel-Belted Radius server only supports the specific tunnels that have been
correctly configured on the system. This section explains how to perform the
required configuration tasks to enable a tunnel connection.

To add a tunnel, you must open the Tunnels dialog in the Steel-Belted Radius
Administrator program and add a Tunnel entry. In this entry, you will specify
attributes such as the tunnel’'s name, its password, the IP address of the NAS on
the “other side,” encryption conventions to use, the order in which user and
tunnel names are specified, the maximum number of tunnels that can be open at
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one time, and so on. You'll need to coordinate with the administrator on the
other side to get some of this information.

Tunnel Name Parsing

To complete tunnel configuration, you must open the Configuration dialog in the
Steel-Belted Radius Administrator program and choose a tunnel name parsing
conventions. You can choose the suffix convention:

user_name@realm_name

or the prefix convention:

realm_name@user_name

You can choose a delimiter character other @gthe default). Use care when
setting the delimiter. You should use a different delimiter character for Tunnels
than for Proxy entries, to avoid possible overlaps. If the delimiter character is the
same for both, the Steel-Belted Radius server will be unable to tell whether
realm_name is the name of a Tunnel or of a Proxy destination. To address this
issue, when processing a connection request the server will always check its
Tunnel entries first, then its Proxy entries.

NOTE: For more information, see the topic “Proxy RADIUS Support” above.

Tunnel Attributes

For each network vendor (Bay Networks, Shiva, etc.) there is a slightly different
set of attributes or attribute values that can be set for a tunnel. The selections
available to you in the Tunnels dialog will vary according to the dictionary of
attributes that has been established for the specific type of NAS that will be
opening this tunnel. Thidake/model field of this NAS’s RAS Client entry will
determine which dictionary is used.

How Tunnels Use Dialed Number Information Services (DNIS)

DNIS (Dialed Number Information Services) refers to the capability of many
Network Access Servers to determine and use the telephone number that was
dialed to make a connection request. This information can be useful for
authentication purposes.
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DNIS Attributes

The RADIUS standard supports DNIS with attributes such as Calling-Station-1d
(the number from which the user originated the request) and Called-Station-Id
(the telephone number that was dialed to make the network connection).

DNIS and Tunnel Administration

Knowing which number was dialed to make the connection request can help
determine whether this request requires a tunnel to be set up. Steel-Belted Radius
uses the DNIS attribute Called-Station-Id to support tunnels as follows:

. When setting up a tunnel, the Steel-Belted Radius administrator can
enter a telephone number or list of numbers in the Called-Station-Id list
box on the Tunnels dialog.

NOTE: This list box does neetvalues for the RADIUS attribute of this
name. Instead, it provides a list@tpectedeal-time values for the
attribute.

. After the Called-Station-Id list box has been set up for a tunnel, when
the current connection request contains a Called-Station-ID value that
indicates that a user has dialed into one of these listed telephone
numbers, an association can be made to help determine whether or not a
tunnel should be configured.

DNIS and Connection Requests

When a connection request is received, Steel-Belted Radius first attempts to
determine from the username format whether or not the request is for a tunnel. If
the username arrives as:

. user_name@realm_name orrealm_name@user_name , Steel-Belted
Radius will search its database for a tunnel entry that matches the
realm_name . If a match can be found, then the information in the
matching entry will be used to set up a tunnel.

NOTE: This tunnel will be set up even if the connection request does not
contain a Called-Station-Id, or if its Called-Station-Id does not match
any telephone number listed for the tunnel in the Steel-Belted Radius
database.

If the realm_name does not match a tunnel entry in the database, then
Steel-Belted Radius will check to see if the connection request contains a
Called-Station-ID.
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If so, Steel-Belted Radius will search its database for a tunnel entry that
contains this phone number in its Called-Station-ID list. If a match can
be found, then the information in the matching entry will be used to set
up a tunnel.

Otherwise, Steel-Belted Radius continues checking other authentication
types as usual.

. username only, Steel-Belted Radius will check to see if the request
contains a Called-Station-ID. If so, Steel-Belted Radius will search its
database for a tunnel entry that contains this phone number in its Called-
Station-ID list. If a match can be found, then the matching entry will be
used to set up a tunnel.

Otherwise, Steel-Belted Radius continues checking other authentication
types as usual.

Resource Management

This section explains how Steel-Belted Radius manages limited resources, such
as network addresses and user or tunnel connections.

Network Address Assignment

The Steel-Belted Radius address pooling feature allows you to set up one or
more pools out of which unique network addresses will be assigned as users
require them. Each pool consists of a list of one or more ranges of IP addresses
(an IP pool) or IPX network numbers (an IPX pool).

By using this feature, you can avoid allocating specific addresses to individual
users. You can make fewer addresses go farther, and you can consolidate address
assignment across all your RAS's.

How Address Assignment Works

Proper operation of address assignment from a pool depends crucially on both
RADIUS authentication and RADIUS accounting transactions, as follows:

1 During the RADIUS authentication transaction, if the user’s attribute
settings specify address assignment from a pool, an address is allocated
for that user from that pool.
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2 The IP address is reserved for that user until a RADIUS accounting
transaction indicates that the user has terminated the connection.

For this reason, it is essential that the RAS be configured for RADIUS
accounting and that the same Steel-Belted Radius server be specified for both
authentication and accounting.

If your RAS is not configured for accounting (or does not support accounting),
then you cannot use the address pooling feature, because addresses would be
assigned, but never released.

Setting Return-List Attributes for the User/Profile

The Framed-IP-Address (or Framed-IPX-Address) return-list attribute controls
how the user’s IP (or IPX) address will be assigned. For each user known to the
Steel-Belted Radius Administrator, the Framed-IP-Address or Framed-IPX-
Address attribute may be set in one of the following ways:

. Static assignment Each time the user connects, the same specific
address will be assigned. For example, if the user Kevin has the
Framed-IP-Address attribute setizB8.11.245.123, then each time
Kevin connects to the network, the IP addrex11.245.123 will be
assigned.

. Assignment from a specific address pooWhen the user connects, an
address will be assigned from a specific pool. For example, if user Kevin
has Framed-IP-Address set to 8&es IP address pool, then when
Kevin connects to the network, the next available IP addressJatsn
will be assigned.

. (For IP addresses onlfssignment from the RAS Client’s IP address
pool. When the user connects, an address will be assigned from the pool
associated with the RAS client that makes the connection.

Let’'s say that RAS1 uses IP address pgdRAS?2 uses IP address pool
B, and user Kevin has a Framed-IP-Addregsoof associated with

RAS Client . On connecting to the network, if user Kevin gets a port on
RAS1, an IP address from pooWwill be assigned. On the next call,
Kevin might connect to RAS2; in this case an address fromgpoaoll

be assigned.

Manually Releasing Addresses No Longer in Use

Normally, the system will take care of assigning and releasing addresses without
any need to intervene. But under some circumstances, you can get “address
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leakage”; that is, an address is still being reserved for a user even after the user
has terminated the connection.

Address leakage occurs when the address has been assigned during the
authentication transaction, but the accounting transaction that would have
released the address is never received by Steel-Belted Radius. This could occur
for a variety of reasons:

. Steel-Belted Radius may have been taken down for a period of time
during which accounting transactions occurred.

. The RAS may have been taken down or crashed before the user
terminated. (In many cases, however, Steel-Belted Radius may be able to
recover the addresses when the RAS starts up again.)

. The RAS may have sent the authentication and accounting transactions
to a different RADIUS servers.

. Despite a successful authentication, the user's PPP negotiation with the
RAS may have terminated unsuccessfully for a variety of reasons. In
such a case, some RAS’s may not initiate a subsequent accounting
transaction.

. Routing problems may have prevented the accounting transaction from
reaching Steel-Belted Radius.

An address that “leaked” will remain out of circulation until you manually
release it, using the Statistics dialog, Current Users display.

Stopping and Starting the Server

Steel-Belted Radius maintains all current address assignments in a persistent
database on disk. If you down the server and then restart it, all the information
about which address is assigned to which user will be retained.

Note that if you leave Steel-Belted Radius turned off for a substantial period of
time after addresses have already been assigned, you run the risk of address
leakage as described above. When you start the server up again, be sure you
review the Current Users dialog and delete any entries you know to be obsolete.

Overlapping Address Ranges

If you have multiple IP or IPX address pools, it is perfectly permissible to
duplicate some of the addresses among the pools. Steel-Belted Radius’s address
tracking mechanism ensures that if an IP address appears in more than one pool,
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once it is assigned out of any pool it will be unavailable through any of the pools
until it is released.

Order of Address Assignment

IP or IPX addresses are assigned on a FIFO basis; that is, the address that was
first released is the first to be reassigned. This ensures that addresses are out of
use for as long as possible prior to reuse.

Concurrent Network Connections
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The Steel-Belted Radius Administrator allows you to limit the number of active
connections per user, or per tunnel.

Concurrent User Connections

Steel-Belted Radius uses RADIUS Accounting information to determine the
number of connections currently established for each user. You can use the Steel-
Belted Radius Administration interface to set a maximum limit on the total

number of concurrent connections that each user may have.

Then, when the user requests a new connection, Steel-Belted Radius can
compare the current number of connections to the maximum limit. If a new
connection would exceed the limit, Steel-Belted Radius can either:

. Reject the additional connectiour,
. Allow the additional connection, but log the event in the Authentication
log.

NOTE: When counting connections, Steel-Belted Radius will not distinguish
between multi-link connections and new user authentication attempts.

The maximum number of concurrent connections may be set individually for any
user or group, of any typ&lative User, Domain User, Domain Group, Host

User, Host Group, SecurlD, or Proxy). For individual users, the limit will

apply to the user; for groups, the limit will apply to all members of the group.
For example, ifsroupA has a connection limit & then users

\\GroupA\userlD1 and\\GroupAluserID2 will eachbe entitled to 2 concurrent
connections.

The concurrent connection limit is set in the Users dialog by checking the
Maximum Concurrent Users box and entering a number in the accompanying
field.
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For concurrent connection limits to work, it is essential that the RAS be
configured for RADIUS accounting and that the same Steel-Belted Radius server
be specified for both authentication and accounting.

If your RAS is not configured for accounting (or does not support accounting),
then you cannot use the concurrent connections limit feature, because Steel-
Belted Radius will not be able to tell how many connections are currently
established for each user.

Concurrent Tunnel Connections

Steel-Belted Radius allows you to limit the total number of simultaneous
connections that can be open using a specific tunnel. This limit is controlled in
the Steel-Belted Radius Administration interface with the Tunnels dialog
checkboxviaximum open tunnels

The mechanism for implementing this limit depends on both RADIUS
authentication and RADIUS accounting transactions, as follows:

1 During the RADIUS authentication transaction, one tunnel is reserved
for that user out of the available number. If the maximum number is
already exceeded, authentication fails.

2 If authentication succeeds, the tunnel is reserved for that user until a
RADIUS accounting transaction indicates that the user has terminated
the connection.

For this reason, it is essential that the RAS that opens a tunnel be configured for
RADIUS accounting and that the same Steel-Belted Radius server be specified
for both authentication and accounting.

If your RAS is not configured for accounting (or does not support accounting),
then you cannot use the maximum number of open tunnels feature, because
tunnels would be opened, but never closed.
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Radius




The Steel-Belted Radius Administrator

The Steel-Belted Radius Administratesidadnt.exe ) is a Windows NT program
that lets you easily and flexibly control all aspects of Steel-Belted Radius. In
minutes you can set up new users, alter standard profiles, or configure new
Remote Access Servers from any Windows NT machine on the network.

With the RADIUS Administrator you can:

*

Select which Steel-Belted Radius Server to administer within your
network.

Configure one or more Network Access Servers (NAS’s) as clients of
Steel-Belted Radius.

Authorize users or groups of users, set their connection attributes, and
configure their access security.

Set up standard connection profiles that can be included in any user
profile.

Grant authentication rights to another RADIUS server.
Authorize tunnels and set up their connection attributes.

Set up one or more pools out of which unique IP addresses will be
assigned as users require them.

Configure various operational characteristics of Steel-Belted Radius.

View information on currently connected remote users across all NAS's.

Running the Steel-Belted Radius Administrator

To run the Steel-Belted Radius Administration program, double-click the
RADIUS Administrator icon.

The Administration window appears and displays the Servers dialog.

The radio buttons at the left let you select which dialog to display. Just click the
dialog you want and it will appear in the window. You must cliekvers first
and connect to a specific server before the other selections are enabled.

Getting Help with the Steel-Belted Radius Administrator

42

To get help with the Steel-Belted Radius Administrator, just gFeédsor select
Help Topics from theAdministrator menu.
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To identify the current version of the Steel-Belted Radius Administrator, select
Help About from theAdministrator menu.

Exiting from the Steel-Belted Radius Administrator

To close the Steel-Belted Radius Administrator, sél#eExit from the
Administrator menu.

Closing the Steel-Belted Radius Administrator has no impact on the Steel-Belted
Radius Server, which will continue to operate normally.

The Servers Dialog

The Servers dialog lets you select which Steel-Belted Radius Server to
administer within your Microsoft Windows network.

To display the Servers dialog, check 8svers button at the left of the display.

& Steel-Belted Radius Administrator [DEMBDC) H=]
File Help
— Badiuz server selection
LConnect |
© RAS Clients & Local
" Remote: Disconnect |
 Users
 Prafiles Status:
" Prowy Server started: 12/24/1397 at 10:46:40
Wersion: w01.50.03
C Tunnels Platform: "Windows NT Server w4.0
Server |P address: 198.186.160.55
P Pools License registered - 03160-BAYS1-3736941 2 [expires 6430/1398)
Frosy status: Enabled
' |PX Pools Platform authentication methods: MT D omain
Exrternal authentication methods: SecurlD
 Access
" Configuration

i Sratistics

Figure 4-1: Servers Dialog

TheRADIUS Server Selection box allows you to choose between the local
RADIUS server or any other Windows NT machine running a RADIUS server.

Administering Steel-Belted Radius 43



To administer the RADIUS server running on the local Windows NT machine:
. SelectiLocal , then clickConnect .
To administer a RADIUS server running on another Windows NT machine:

. SelectRemote, enter the name of the Windows NT machine, then click
Connect .

Once connected, tigatus box will list various features of the running server,
such as version, platform on which it is running, IP address, available
authentication methods, license information, and any initialization errors that
may have occurred.

The RAS Clients Dialog

The RAS Clients dialog lets you identify the Remote Access Servers that may be
clients of Steel-Belted Radius, and specify the IP address, shared secret, and
other necessary information about each.

IMPORTANT: Steel-Belted Radius will not be able to communicate with a
Remote Access Server that is not listed in this dialog.

To display the RAS Clients dialog, check ®&S Clients button at the left of
the display.
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Figure 4-2: RAS Clients Dialog

Adding a New RAS Client
To add a new RAS Client:
1 Click Add. The Add New RAS Client dialog appears.

Add New BAS Client (%]

Client name: IAN ME=2000_1

™ &y RAS client

oK I Cancel

Figure 4-3: Add RAS Client Dialog

2 Enter the name of the RAS Client you'd like to add, and &i€ko
return to the RAS Clients dialog.

You will now see the name you entered in the Name field, with blank
settings beneath.

NOTE: Although you can assign any name to the entry for a RAS, it is a
good practice to use the RAS’s actual name; this is normally the RAS'’s
IP host name as well.
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3 Edit the settings for the new RAS Client, as described below. Be sure
you fill in all required fields.

4 Click Save to make your changes permanent.

Editing RAS Client Settings

46

The settings for each RAS Client include the RAS’s IP address, its make and
model, and a secret key that is shared between Steel-Belted Radius and the RAS.

Once you've edited any of the RAS Client settings, cliale to make your
changes permanent. If you change your mind and want to cancel your edits, click
Reset.

IP Address
In order to communicate with the RAS, you must set its IP Address.
You can enter the IP address directly intolthaddress field.

Or, you can enter the DNS name of the RAS Client; the name you entered will
be resolved and the IP address will be entered automatically irn Alddress
field.

Make/model

TheMake/model field selects the make and model of the RAS Client you are
configuring.

Steel-Belted Radius has “personality” information for each RAS make and
model in the list. This information includes a dictionary of check-list and return-
list attributes, as well as other information that affects how the Steel-Belted
Radius server communicates with this particular model of Remote Access
Server.

To select the Make/model:

1 Click theMake/model drop-down box to bring up a list of the available
RAS makes and models.

Access Beyond Rak Rack
Agzcend MAX Family
B apM etwork, Remaote Annes

CheckPaint Firgisfall-1 bl

Figure 4-4: Make/model Selection List
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2 Scroll through the list and select the item you wish; it will be displayed
in theMake/model field. If you are not sure which Make/model you are
using, or if your RAS is not in the list, you can se@hdard Radius .

NOTE: This information is extremely important. The Steel-Belted Radius server
must know what type of RAS Client it is dealing with in order to properly
communicate with that RAS. For more information about various brands of RAS
Client supported by Steel-Belted Radius, clickWaedor Info button on the

RAS Clients dialog.

IP Address Pool

ThelP Address Pool field names the pool from which Steel-Belted Radius will
select IP addresses when authenticating an access request from this RAS Client.
This field is optional and may be left blank.

To associate the RAS with an IP address pool:

1 Click thelP Address Pool drop-down box to bring up a list of
previously configured IP address pools.

2 Scroll through the list and select the item you wish; it will be displayed
in thelP Address Pool field.

NOTE: A pool must be configured using the IP Address Pool dialog
before Steel-Belted Radius will display it in this list.

Shared Secret

The Shared Secret is a critical component of communication between Steel-
Belted Radius and the RAR is used to:

. Encrypt the password between the RAS and Steel-Belted Radius, when
the RAS uses PAP (Password Authentication Protocol) authentication.

. Digitally sign each accounting request sent by the RAS to Steel-Belted
Radius, so Steel-Belted Radius can verify its authenticity.

. Digitally sign each response sent by Steel-Belted Radius to the RAS, so
the RAS can verify its authenticity.

While it is possible to use separate shared secrets for authentication and
accounting requests between a RAS and a RADIUS server, it is more usual for
the same shared secret to serve both purposes. The RAS Clients dialog permits
you to accommodate either configuration.
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To enter the authentication shared secret, &itikauthentication shared
secret .... The Shared Secret dialog appears.

Enter zhared secret [ %]

Set Walidate | LCancel

Figure 4-5: Shared Secret Dialog

To enter a shared secret, simply type it into the dialog and%sick

For privacy, asterisks will be echoed as you type. But if no one is looking over
your shoulder, you can chethkmask shared secret to see what you’re typing
and make sure it is correct.

If you ever need to verify the shared secret, you can type it in andvelidkite .
You'll be told whether the shared secret is what you think it is.

If you need to use a separate shared secret for accountingUskeatikerent
shared secret for accounting . Then clickEdit accounting shared secret ...
and enter the accounting shared secret into the pop-up dialog.

If Use different shared secret for accounting  is not checked, the same shared
secret will be used for both authentication and accounting.

IMPORTANT: The secret key(s) you enter here must correspond exactly to the
secret key(s) that you entered into this RAS. If the keys don’'t match, Steel-Belted
Radius and the Remote Access Server will not be able to commudjnade

and lower case letters also make a difference!

Assume Down if No Keepalive Packets

If you select this checkbox, you can enter a number of seconds in the field
provided. TheAssume Down attribute specifies that this RAS client will close
any connection on which it does not receive a keepalive packet after a certain
amount of time.

NOTE: Not all RAS client devices support this RADIUS option. Please check
your device’s user manual before setting this option.
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Adding a Wildcard RAS Client

A special RAS client entry, calledANY>, allows Steel-Belted Radius to accept
requests from any RAS Client or Proxy RADIUS server, as long as the shared
secret is correct.

To add arkANY> entry:

1
2

Click Add. The Add New RAS Client dialog appears.

Checkany RAS Client , then clickOK. You will now see<ANY> in the
Name field, with blank settings beneath.

Update the make/model and shared secret(s) for this item, then click
Save to make your changes permanent.

Note that the IP Address field cannot be editgdvY> implies that the
server will accept requests from any IP address, provided that the shared
secret is correct.

Removing a RAS Client

To remove a RAS Client from the list:

1

2

Click theName drop-down list and select the RAS Client you would
like to remove.

Figure 4-6: RAS Client Selection List

In the RAS Clients dialog, clicRemove.

You are prompted to confirm the operation.

WARNING

@ Are pou sure that you want ta delete client kAR 4004

Figure 4-7: Remove RAS Client Confirmation Dialog

Click Yes.
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The Users Dialog

The Users dialog lets you control which users may dial into the network, and
specify their connection and security profiles.

To display the Users dialog, check theers button at the left of the display.

| & Steel-Belted Radius Administrator [DEMBDC) H=] E3
Fil=  Help
| " Servers Uszer name: IGEDHGE j Add
" RAS Clients User type: Mative ser Set password .. | Femove |
& Lsers
© Profiles Check list attributes Return list attributes I
© Praozy
[Pl &nnes-LocalIP-Address 233 45 o
 Turnels Pl &scendData-Sve
Pl Framed-Protocal
" IP Pools P |dle-Timeout
Pl Sezsion-Timeout 3600
€ IP Pools Wi USHobotics-Vendor-Specific ag5123
 Access
£ Configuration
~ Sratisics s | Edi | Del |
IV Maximum concurrent connections: |2 SavE |
Prafile name: ISALES j Fieset |

Figure 4-8: Users Dialog with Return-List Tab

The Users dialogyser type field identifies which of the following authentication
methodghe Steel-Belted Radius server will apply to that user:

*

A Native User is specified directly by entering the user’s name and
password for storage in the Steel-Belted Radius database.

A Domain User is specified by selecting a Domain and a User name in
that Domain.

A Domain Group is specified by selecting a Domain and a Group
within that Domain.

A Host User is specified by selecting a Windows NT Host and a User
name from that Host.

A Host Group is specified by selecting a Windows NT Host and a
Group from that Host.
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. A SecurlD User is specified by entering either the name of a specific
user, or a prefix or suffix that allows a structured user name to be parsed,
or a wildcard entry that allows any user to be authenticated via SecurlD.

For each user dialing in to the network, Steel-Belted Radius will try each
authentication method to see if the dial-in user can be authenticated

NOTE: To set up the order in which the methods are tried, use the Configuration
dialog.

If a Native User entry is being tried, the user is authenticated based on password
information stored in the Steel-Belted Radius database. If a Domain or Host
entry is being tried, the username and password are passed through to the
Microsoft Windows Network for authentication. If a SecurID entry is being tried,
the username, PIN, and token code are sent to an ACE/Server for authentication.

Once the appropriate user entry is found, Steel-Belted Radius uses the attribute
information of that user entry to complete the request. If the check-list
requirements are fulfilled, Steel-Belted Radius accepts the request and responds
with the attributes in the return-list. If the check-list requirements are not

fulfilled, or if no user entry is found against which the dial-in user can be
authenticated, Steel-Belted Radius rejects the request.

Adding a Native User

A Native User is defined directly in the Steel-Belted Radius database. You may
wish to define Native Users if you have non-Windows NT users who require
remote access. For example, you can accommodate UNIX or Macintosh based
users by adding them as Native Users.

To add a new Native User:
1 Click Add . The Add New User dialog appears.
2 Select the Native tab.
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Add Mew User (%]
M ative | Domain ] Host ] SeculD

Enter user name: IDENN|SH

Ok Cancel

Figure 4-9: Add New Users Dialog with Native Tab

3 Enter the user’'s name and cliok. The Add New Users dialog closes.

Back in the Users dialog, you will now see the name you entered in the
User name field, and the type of user in thuser type field directly
beneath the user name.

4 Click Set Password . Enter the password for the new user.

NOTE: The password is case-sensitive.

5 Edit the settings for the new user, as described below in “Editing User
Settings.”
6 Click Save to make your changes permanent.

Adding a Domain User or Domain Group

52

Add a Domain User entry to provide for the authentication of a specific user
defined within a specific Domain under Microsoft networking.

For more flexibility, you can add a Domain Group, to provide for the
authentication of all users that belong to a specific group defined within a
specific Domain.

To add a new Domain User or Domain Group:
1 Click Add . The Add New User dialog appears.

2 Select the Domain tab.
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Add Mew User (%]

w Host ] SeculD
['omains: Users and groups:

i Domain Admins -
@ Domain Guests
B Domain Users
i remote_users
i Femotellsers
§i% &.dministrator
§is alan
§3 cameron
B Guest
IUSR_NTSRY
Il LI

[ Cancel

Figure 4-10: Add New Users Dialog with Domain Tab

3 First select a Domain name from the list at the left. Now select a user or
group from the list of Domain objects at the right. Clizk.

You will now see the name you entered in tiser name field, and the
type of user in th&ser type field directly beneath the user name.

4 Edit the settings for the new user, as described below in “Editing User
Settings.”
5 Click Save to make your changes permanent.

Adding a Host User or Host Group

Add a Host User entry to provide for the authentication of a specific user defined
on a specific Windows NT machine.

For more flexibility, you can add a Host Group, to provide for the authentication
of all users that belong to a specific group defined on a specific Windows NT
machine.

To add a new Host User or Host Group:
1 Click Add . The Add New User dialog appears.
2 Select the Host tab.
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Add Mew User (%]
M ative ] Domain Host I SeculD

Hosts: Users and groups:
(B SUPPORT_NT

B Administrators -
i B ackup Operators
iR Guests

8] BREEZE
) NOTESNT

3 PO

) RADILSNT
RICH_MICRON

B Power Uszers
8 Feplicator
il Users

§is .dministrator

[ Cancel Refrezh |

Figure 4-11: Add New Users Dialog with Host Tab

3 First select the name of an NT Host from the list at the left. Now select a
Host user or group from the list on the right. Ci@k.

You will now see the name you entered in tiser name field, and the
type of user in th&ser type field directly beneath the user name.

4 Edit the settings for the new user, as described below in “Editing User
Settings.”
5 Click Save to make your changes permanent.

Adding a SecurlD User

54

If you have an ACE/Server from Security Dynamics, Inc., Steel-Belted Radius
can work with it to provide SecurlD authentication for your users.

SecurID authentication can coexist with other methods of authentication, with
certain users authenticated via SecurID, and other users authenticated using other
methods. Steel-Belted Radius will try each authentication method in the order

that it appears in the Configuration dialog.

Note that Steel-Belted Radius will only attempt SecurlD authentication on
usernames that match a SecurlD user entry. There are four types of SecurlD user
entries, each providing a different matching rule:

. You can enter the name obpecific user .

For example, you might create a SecurID user entry for the specific user
George. This tells Steel-Belted Radius that when an authentication
request is received for userna@eorge , SecurlD can be used as an
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authentication method and, if successful, the attributes of this user entry
apply.
4 You can enter grefix .

For example, you might create a SecurlD user entry for paifix$ .

This tells Steel-Belted Radius that when an authentication request is
received for a username suclsales$Harry orsales$Cynthia , SecurlD

can be used as an authentication method and, if successful, the attributes
of this user entry apply.

NOTE: Only the part of the username after the prefix (“Harry” or
“Cynthia” in the example above) is sent to the ACE/Server.

The advantage of using a prefix is that you don’t have to create a
separate user entry for each SecurlD user; instead, you can group
multiple SecurID users into a single user entry. Plus, if you want to use
different settings for different groups, you can do that as well.

NOTE: The user must be sure to type in the prefix as part of the
username he or she enters when dialing in.

. You can enter auffix .

A suffix works just like a prefix, but appears at the end of the username;
for example, if the suffix wersales , you might have usernames such
asHarry!sales or Cynthialsales .

. You can create an entry fany user .

This creates a single user entry namanNY> that matches any
username to be authenticated. SecurlD can be used as an authentication
method for any username, and, if successful, the attributes ohthe

entry apply.

The<ANY> entry makes sense if a single set of attributes apply to all
your SecurlD users, and if you'd like to make SecurID either the only
authentication method used or the authentication method of last resort if
prior authentication methods fail.

To add a new SecurlD User entry:
1 Click Add . The Add New User dialog appears.
2 Select the SecurlD tab.
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Figure 4-12: Add New Users Dialog with SecurlD Tab

Select the user type; eith®pecific user , Prefix , Suffix , or Any user .
4 Enter the specific user name, prefix, or suffix. Cligk

You will now see the name you entered in tiser name field, and the
type of user in th&ser type field directly beneath the user name.

5 Edit the settings for the new user, as described below in “Editing User
Settings.”
6 Click Save to make your changes permanent.

Each new suffix or prefix entry that you add will appear in the Users dialog with
the username represented by the sttid§ERNAME>, for example
I<USERNAME> or sales$<USERNAME> .

Editing User Settings

56

The settings for each user entry include the user’s password, check-list items,
return-list items, and the name of the profile to use as a starting point for the
check-list and return-list.

Once you've edited any of the user settings, cliake to make your changes
permanent. If you change your mind and want to cancel your editsRekek.
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Password

You can enter a password for Native users only. For all other user categories,
Steel-Belted Radius does not need to keep passwords in its own database.

To enter a password for a Native user:

1 Click Set Password . The Enter User Password dialog appears.

Enter User Pagsword [X]

Enter pazeword: I“’1

™ Unmask paszzword

& Allow PAP or CHAP
€ Allow PAP only (sncvpt passwaord in database)

| Set I | W alidate I LCancel

Figure 4-13: Enter User Password Dialog

2 Enter the password.

If you'd like the actual password to be echoed as you type rather than
asterisks, checldnmask password .

3 If you'd like to enable both PAP and CHAP authentication, cia¢ioly
PAP or CHAP .

If you want your password to be stored using “strong encryption” in the
Steel-Belted Radius database, chalidw PAP only (encrypt

password in database) . This option allows the user to authenticate

only via PAP. However, the server database will be totally secure even if
your server is compromised.

4 Click OK.

NOTE: Steel-Belted Radius always encrypts the password it saves to its
database. In order to use CHAP to authenticate the user, the Steel-Belted Radius
server uses a weaker form of encryption that enables it to recover the password
in clear text as part of the CHAP implementation. PAP, however, allows the use
of “strong encryption” (called a “one-way digest”) to store the password; this
encryption makes it virtually impossible to recover the password from the
information stored in the database.

Note that you can also use this dialog to verify a password you've already
entered. Just type in a password and olialidate . You'll be told whether the
password is what you think it is.
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Maximum Concurrent Users

The maximum number of concurrent connections may be set individually for any
user or group, of any typ&lative User, Domain User, Domain Group, Host

User, Host Group, SecurlD, or Proxy). The limit is set in the Users dialog by
checking theMaximum Concurrent Users  box and entering a number in the
accompanying field.

Profile

Steel-Belted Radius lets you define standard sets of check-list and return-list
attributes called “profiles.” Any one of these profiles can be included in the
settings for a user, rather than specifying attributes individually as described
below.

Steel-Belted Radius profiles are similar to style sheets in a word processor.
Rather than configuring different users with equivalent or similar attributes, you
can define a set of attributes once in a profile, and simply apply that profile to
each user. By using profiles, you can save typing, avoid errors, and you'll be
able to implement global changes without having to visit each user’s settings
sheet.

When you include a profile in a user’s settings, you still have complete freedom
to add attributes, or override profile attributes by modifying or removing them
for the particular user.

You can create and modify profiles using the Profiles dialog, described below.
We strongly recommend that you make use of this powerful feature, rather than
separately entering each attribute for each user.

To select a profile to incorporate into the settings of a user:

1 Click the profile drop-down list.

PROVENCE
Figure 4-14: Profile Selection List

2 Select the profile you'd like to use, or selead profile> .

Check-List and Return-List Attributes

Check-list attributes indicate additional criteria beyond username and password
for allowing a user access to the network. If you define check-list attributes for a
user, then the RAS must send attributes to Steel-Belted Radius that match the
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check-list; if they don’t, Steel-Belted Radius will issue a reject even if the user
can be authenticated.

Return-list attributes are sent back to the RAS once authentication is successful
and check-list requirements have been met. The return-list defines additional
parameters that the RAS should assign to the connection, typically as part of PPP
negotiations.

NOTE: Check-list and Return-list attributes are filtered based on the dictionary
active for the make/model of RAS.

In most cases, determining how to set up attributes for the check-list and return-
list shouldn’t pose great difficulties. However, there may be occasions when
you’'ll need to understand the full extent of the capabilities of the check-list and
return-list.

Attribute Types

Each attribute consists of a name and a value. The value of each attribute has a
well-defined type, which may be numeric, string, IP address, time, item in a list,
or hexadecimal.

For example, Callback-Number is of string type and contains a telephone
number. NAS-Port-Type is an item from a list, and magype, Async , and so
forth.

Multi-valued Attributes

Attributes may be single- or multi-valued; in other words, certain attributes may
appear at most once in the check-list or return-list, while others may appear
multiple times.

If an attribute appears more than once in the check-list, this means that any one
of the values is valid. For example, you may set up the check-list to include both
Sync andAsync values for attribute NAS-Port-Type. This means that the user
can dial into a Sync port or an Async port, but not one of the ISDN ports.

If an attribute appears more than once in the return-list, this results in each value
of the attribute being sent as part of a Steel-Belted Radius response packet. For
example, to enable both IP and IPX header compression for a user, the Framed-
Compression attribute should appear twice in the return-list; once with the value

VJ-TCP-IP-header-compression and once with the valueX-header-

compression .
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Orderable Attributes

Certain multi-valued return-list attributes are also orderable; that is, the attribute
may appear more than once in a RADIUS response, and the order in which the
attributes appear is important.

For example, the Reply-Message attribute allows text messages to be sent back
to the user for display. A multi-line message is sent by including this attribute
multiple times in the return-list, with each line of the message in its proper
sequence.

System Assigned Values

Some attributes do not allow the administrator to set a value. Steel-Belted
Radius will retrieve the appropriate value for this attribute when it is needed.

The Echo Property

Using the Echo property, you can force an attribute from the RADIUS request to
be echoed in the RADIUS response.

Suppose, for example, you add Callback-Number to the return-list and check
echo. Steel-Belted Radius will take the value of the Callback-Number it receives
in the RADIUS request and echo it back to the RAS in the RADIUS response; if
it receives no Callback-Number, it echoes nothing.

Let us further suppose that you enter Callback-Number one or more times into
the check-list. This indicates that one of the callback humbers you suppigd
be present in the RADIUS request, and that number should be echoed in the
RADIUS response.

Default Values

By checkingdefault for any check-list attribute, this indicates that if the
RADIUS request does not include this attribute, the request shotite

rejected. Instead, the value supplied as the default should be used as if it were
received as part of the request.

One possible use for default values would be to require that an attribute in a
RADIUS request must take on one of several valiesjust not be present at
all.

Another use would be to provide a default value for an attribute in conjunction
with the echo property in the return-list. If an attribute appears once in the check-
list and is marked as default, and the same attribute appears in the return-list
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marked as echo, this means the following: If the attribute appears in the
RADIUS request, echo it in the RADIUS response; however, if the attribute does
not appear in the request, echo the default value in the response.

Note that if you add multiple values of the same attribute to the check-list, only
one of them can be marked as default.

Suppose, for example, you add several Callback-Number values to the check-list
and mark one of them as default. Also, you add Callback-Number to the return-
list and mark it as echo. Here’s what happens: If a Callback-Number is present in
the RADIUS request, it must match one of the check-list values or the user will
be rejected. If it does match, the user is accepted and the value supplied is
echoed in the RADIUS response. If no Callback-Number is supplied in the
request, the user is accepted and the default value is echoed in the response.

Attributes Inherited from a Profile

As noted earlier, check-list and return-list attributes can be directly entered for
any user, or they may be inherited from the profile that has been selected as part
of the user’s settings.

Attributes that are inherited from a profile may be removed or modified locally;
that is, any changes made to profile attributes for this user will not affect other
users sharing the same profile.

Items that are inherited from the profile are marked with an icon:

Icon Meaning

B Indicates the inherited attribute is unchanged
2] Indicates the inherited attribute has been changed

=] Indicates the inherited attribute has been removed

Adding Check List Attributes

To add check-list attributes:

1 Click the Check List Attributes tab in the center of the dialog.
2 Click Add .
3 The Add New Attribute dialog appears.
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Add New Attribute [ %]

Auwailable attributes:

Callback-Hurmber ol U add
Called-Station-1d sLP —
Calling-Station-ld ARAP
Framed-Compression GG andalf-proprietary... ﬂl
Framed-IP-Address Hylogics-proprietany-IF/SLIP
Framed- P-Metmazk Azcend-MPP

Multialued [rderatie [v Default

Figure 4-15: Add New Attribute Dialog

You will be able to add as many attributes as you want before closing
this dialog. The dialog is positioned so that as you add attributes you can
see them appear in the list.

4 Select an item from the list afailable attributes .

You'll be able to tell whether you can add multiple values for this
attribute by noting the state of tMailti-valued indicator.

5 Enter a value for the attribute in the space to the right of the attribute list.

The method for entering a value varies with the type of attribute. You
may need to enter a string, a numeric value, or select from a list of items.

6 If you want to set this value as the default value for the attribute in case
the attribute is not included in the RADIUS request, checldiault
box.

Click Add to add this attribute/value pair to the check list.

To add additional attributes, repeat steps 3 through 7 above until you are
done.

9 Click Close to return to the User dialog.

Adding Return List Attributes

To add return-list attributes:

1 Click the Return List Attributes tab in the center of the dialog.
2 Click Add .
3 The Add New Attribute dialog appears.
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Add New Attribute [ %]

Auwailable attributes:

Framed- P-4 ddress - Add

Framed-IP-M etmask —
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Figure 4-16: Add New Attribute Dialog

You will be able to add as many attributes as you want before closing
this dialog. The dialog is positioned so that as you add attributes you can
see them appear in the list.

4 Select an item from the list afailable attributes .

You'll be able to tell whether you can add multiple values for this
attribute and whether you can control the order in which these values
appear by noting the state of telti-Valued andOrderable indicators.

5 Enter a value for the attribute in the space to the right of the attribute list.

The method for entering a value varies with the type of attribute. You
may need to enter a string, a numeric value, or select from a list of items.

6 If you don’t want to specify a particular value, but want to make sure
that whatever value of the attribute appears in the RADIUS request is
echoed to the RAS in the RADIUS response, chixtlo .

NOTE: Echo is only available for single-valued, Reply-List attributes.

7 Click Add to add this attribute/value pair to the check list.

8 To add additional attributes, repeat steps 3 through 7 above until you are
done.

9 Click Close to return to the User dialog.

Changing Attributes
To change the value of an attribute already in the check-list or return-list:

1 Click the Check List Attributes or Return List Attributes tab in the
center dialog.

Highlight the attribute whose value you'd like to change.

Click Edit or double-click the attribute. A Change dialog displays with
the attribute name in the title bar.
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Change Framed-IP-Address E

Enter an IP address:

| % |
: —

|mi5c0_PooL =l _I
fultielued [rderable [ Echa

Figure 4-17: Change Attribute Dialog

Depending on the attribute, you may be asked to enter a new value or to
select a value from a list. For some attributes, Steel-Belted Radius
retrieves the value from the server and you cannot enter a value in this
dialog.

4 If prompted, enter or select the new value.
Click OK.

Removing Attributes
To remove an attribute/value pair from the check-list or return-list:

1 Click the Check List Attributes or Return List Attributes tab in the
center dialog.

Highlight the attribute/value pair you'd like to remove.

Click Remove . The value is removed from the list.

Reordering Attributes

Certain attributes are multi-valued and orderable; that is, the attribute/value pair
may appear more than once in a RADIUS response, and the order in which the
attribute/value pairs appear is important.

To reorder attributes:
1 Highlight an attribute/value pair in the list.
2 Click one of the double-up and double-down arrows as follows:
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Button Action

~ Moves the selected attribute/value up in the list. If the
attribute is not orderable, or if this item is already the
first value for this attribute, then the button is grayed
out.

e Moves the selected attribute/value down in the list. If the
> attribute is not orderable, or if this item is already the
last value for this attribute, then the button is grayed out.

Changing Attributes Inherited from a Profile

To change an attribute inherited from a profile, clielit and proceed as you
would normally. The modified attribute will be marked wih

To remove an attribute inherited from a profile, clikdmove . The attribute will
not disappear from the display, but will be shown grayed and struck-through, and
will be marked witH&l,

To restore an attribute that you have changed or removed to its original value as
specified in the profile, clickemove . The attribute will be reset to its
unmodified state, and will be marked wEh

NOTE: If you accidentally delete a Profile in use as part of a User setting, you
will see an error icon displayed on all lines dependent upon this Priffitds
occurs, delete the items in error and re-create the Profile.

Removing a User
To remove a user from the list:

1 Click theName drop-down list and select the user you would like to
remove.

OEF:
ADREINNE
KEWMWWAL
KiwaL5H
AAN

Figure 4-18: User Selection List

2 In the Users dialog, clickemove. You will be prompted to confirm the
deletion.
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WARNING

Are pou sure that pou want to delete user
FindaLSH 7

] b |

Figure 4-19: Remove User Confirmation Dialog

3 Click Yes. The user is removed from the list.

The Profiles Dialog

66

The Profiles dialog lets you define standard sets of check-list and return-list
attributes. Any one of these profiles can be included in the settings for a user.

By defining commonly used sets of attributes in profiles, you can save yourself a
lot of typing and avoid mistakes when you add new users. And if you'd like to
change attributes settings across many users at once, you can do so easily just by
changing the profile; the changes are automatically reflected in each user’s
settings.

Using a profile as part of a user’s settings is in no way limiting. You can still
make local changes to the profile for that user, such as adding new attributes,
removing attributes, or changing attribute values. All the changes you make are
simply local variations to the profile that applies just to this user and do not
affect the profile definition itself.

To display the Profiles dialog, check thefiles button at the left of the
display.
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Figure 4-20: Profiles Dialog with Return-List Tab

Adding a Profile
To add a new profile:
1 Click Add . The Add New Profile dialog appears.

Add New Profile E

Profile name; Ib;ittany

ok I Cancel

Figure 4-21: Add New Profile Dialog

2 Enter a name for the new profile, and cl@K to return to the Profiles
dialog.

You will now see the name you entered in the Profiles digkoge
field, with an empty attribute list below.

3 Add check-list and return-list attributes for the new profile.
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For complete information on attributes and how to add them, please refer
to the description of “Check-List and Return-List Attributes” in the
“Users Dialog” section.

4 Click Save to make your changes permanent.

Editing Profiles

The settings for each Profile entry include check-list and return-list attributes.
You can add, modify, and remove attributes in the Profile dialog just as you
would in the Users dialog.

For complete information on attributes and how to edit them, please refer to the
description of “Check-List and Return-List Attributes” in the “Users Dialog”
section.

Removing a Profile
To remove a Profile from the list:

1 Click theName drop-down list and select the Profile you would like to
remove.

ERITTA
PROVENCE
STANDARD
VENICE

Figure 4-22: Profile Selection List

2 In the Profiles dialog, clicRemove . You will be prompted to confirm
the deletion.

WARNING

Are pou sure that pou want to delete profile
WEMICE 7

Figure 4-23: Remove Profile Confirmation Dialog

3 Click Yes. The profile is removed from the list.

WARNING: Be sure you don’t remove a Profile that is currently included in the
settings of a user. You will be warned that the profile name is in use by one or
more user entries. If you delete the profile anyway, the attributes defined in the
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Profile will disappear from that user’s settings; when you next display the user’s
settings, you will get an error message asking you to edit and resave those
settings.

The Proxy Dialog

The Proxy dialog lets you configure Steel-Belted Radius to act as a proxy server,
and forward requests to other RADIUS servers.

Steel-Belted Radius determines the target RADIUS server by parsing the
username it receives from the RAS. If the username is of the form
user_name@target_name , Steel-Belted Radius will forward the request to the
specified target servetiafget_name ).

For each target RADIUS server to which requests may be forwarded, you must
add an entry in the Proxy dialog.

You can also add a speci®OAMING> entry, to allow forwarding to any target
with matching shared secret. If you include #ROAMING> entry, if a target
name is received that does not have a corresponding entry in the database of
proxy targets, a DNS lookup is performed on that target name to determine
where to forward it.

Any target RADIUS server that you configure using the Proxy dialog may be
used for proxy authentication. You can enable a proxy as an authentication
method simply by checking a box in the Proxy dialog. You must then open the
Configuration dialog to establish a priority for this proxy server in the
Authentication Methods  list, relative to the other authentication methods such
asNative User or SecurlD.

NOTE: See Chapter 3, “RADIUS Concepts,” for details about proxy servers.
To configure a proxy server, check thexy button at the left of the display.
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Figure 4-24: Proxy Dialog

Adding a New Target Server
To add a new target proxy server:

1 Click Add. The Add New Target Server dialog appeatrs.

Add New Target Server 1]

Farward to:  [CINCINNAT]

™ Rioaming

oK I Cancel

Figure 4-25: Add New Target Server Dialog

2 Enter the name of the target server you'd like to add, and@kck

You will now see the name you entered infbevard to field, with
blank settings beneath.

IMPORTANT: Be sure the name you enter matches the target name that
appears after the in the username; if Steel-Belted Radius receives a
username with a name it does not recognize, it will reject the request.
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3 Edit the settings for the new target server entry, as described below. Be
sure you fill in all required fields.

4 Click Save to make your changes permanent.

Editing Proxy Settings

The settings for each target server include the target server’'s IP address and a
secret key that is shared between this proxy server and the target server.

Once you've edited the settings, cligkve to make your changes permanent. If
you change your mind and want to cancel your edits, Blédet.

IP Address
In order to communicate with the target server, you must set its IP Address.
You can enter the IP address directly intolthaddress field.

Or, you can enter the DNS name of the target server; the name you entered will
be resolved and the IP address will be entered automatically irnt Alddress
field.

Shared Secret

The shared secret between a proxy and target RADIUS server serves the same
purpose as the one between a RAS and a RADIUS server. The shared secret is
used to encrypt password information and to authenticate one server to the other.

As discussed previously, it is possible to use separate shared secrets for
authentication and accounting requests, but it is more usual for the same shared
secret to serve both purposes. The Proxy dialog permits you to accommodate
either configuration.

To enter the authentication shared secret, &itikauthentication shared
secret .... The Shared Secret dialog appears.

Enter zhared secret [ %]

Enter shared zecret: I"’”i

™ Urnmask shared secret

Set Walidate | LCancel

Figure 4-26: Shared Secret Dialog
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To enter a shared secret, simply type it in to the dialog andSgick

For privacy, asterisks will be echoed as you type. But if no one is looking over
your shoulder, you can chethmask shared secret to see what you’re typing
and make sure it is correct.

If you ever need to verify the shared secret, you can type it in andvelidkite .
You'll be told whether the shared secret is what you think it is.

If you need to use a separate shared secret for accountingUskeatikerent
shared secret for accounting . Then clickEdit accounting shared secret ...
and enter the accounting shared secret into the pop-up dialog.

Note that ifUse different shared secret for accounting  is not checked, the
same shared secret will be used for both authentication and accounting

IMPORTANT: The secret key(s) you enter here must correspond exactly to the
secret key(s) that you enter into the target RADIUS server’'s RAS Clients entry
for this proxy server. If the keys don’t match, this proxy server and the target
server will not be able to communicatépper and lower case letters make a
difference!

Retry Policy

When Steel-Belted Radius acts as a proxy, it needs to emulate the characteristics
of a RAS This includes the ability to retransmit a request if it doesn’t get a
response within some interval of tinhere are two values which can be set:

. Number of Retries . This sets the number of times a request will be
retransmitted in case an acknowledgment from the target is not received;
if the number of retries is exhausted, then the original request will be
rejected.

. Milliseconds Between Retries . This sets the time interval between each
retry in milliseconds (thousandths of a second). For example, a value of
2000 indicates that retries should occur every 2 seconds.

Proxy Accounting

TheProxy Accounting setting lets you control how accounting transactions are
handled for authentication requests that are forwarded. There are three options:

. Forward . Forward the accounting transaction to the same target server
that the authentication transaction was forwarded to.
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. Record locally . Do not forward the accounting transaction. Log the
accounting transaction locally even though the authentication request
was forwarded.

. Forward and record locally . Do both. Forward the accounting
transaction and log the accounting transaction locally.

Proxy Authentication

In the Proxy dialog, thauthentication Method Status  panel lets you control
whether or not the proxy server that you are defining can be selected and ordered
as one of severaluthentication Methods  on the Configuration dialog. To

enable this feature, check tinelude in authentication list  box.

NOTE: See the Chapter 3 topic “Proxy RADIUS” for background information.

&2 Steel-Belted Radius Administrator [DEMBDC) =]
File  Help
 Servers Forward ta: ) Add
C RASClients | P adgess  [1324522956 Fremoye |
 Users
) Edit authentization shared secret ... |
' Profiles
[~ Use different shared secret for accounting
' Progy
' Turnels Edit aceautting shared sesiet.. |
" IP Pools
P Pools — Fiety policy Proxy accounting

 hcocess Murber of retries: |3 & Forward
. . ' Record locally
" Configuration Millizeconds between retries: |5UUU

" Sratistics

© Fanward and record locally

—Authentication Method Status

V¥ Include in authentication list SavE |

Fieset

Figure 4-27: Proxy Dialog with Proxy Authentication Enabled

Adding Roaming Proxy Support
To add a<ROAMING> entry to the database of target servers:
1 Click Add. The Add New Target Server dialog appears.
2 CheckRoaming and clickOK.
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Add Mew Target Server (%]

Farmward ta: |<F|DAMING>

Cancel

Figure 4-28: Adding a <ROAMING> Proxy Target

You will now see<ROAMING> in theForward to field, with blank
settings beneath.

3 Update theshared Secret , Retry Policy , andProxy Accounting fields
for this item, then cliclsave to make your changes permanent.

Note that the IP Address field cannot be edit€dDAMING> implies
that the server will determine the IP address of the target server by
resolving the target name using DNS.

Removing a Target Server
To remove a target server from the list:

1 Click theForward to drop-down list and select the target server you'd
like to remove.

2 In the Proxy dialog, clickemove .

The Tunnels Dialog

NOTE: If you don't already use or plan to use tunnels on your network, then you
don’t need the information in this section.

The Tunnels dialog lets you configure Steel-Belted Radius to support a tunnel, a
uniquely secure type of remote connection. Other configuration tasks and
background information are necessary to successfully complete tunnel setup.

NOTE: See Chapter 3, “RADIUS Concepts,” for background information.

To add or remove a tunnel entry in the Steel-Belted Radius database, check the
Tunnels button at the left of the display.
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Figure 4-29: Tunnels Dialog

Adding and Editing a Tunnel

To add a tunnel entry:

1 At the Tunnels dialog, clickdd .

Tunnel name: Iquark

0k, I Cancel

Figure 4-30: Add New Tunnel Dialog

2 Enter the tunnel name and cliok.

3 Set theMaximum open tunnels number. This is the maximum number
of simultaneous open connections that your site can have using this
tunnel.

4 Enter a texDescription of the tunnel, for example the name of the

organization that will use it. This text is for administrative use only and
does not affect tunnel connections.
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5 Each Tunnel definition includes various attributes. The specific
attributes available in the Tunnels dialog depend oiviti@/model of
the RAS Client you are using. You can add, modify, and remove
attributes in the Tunnels dialog using similar techniques as in other

dialogs.
Add Mew Attribute E
Available attributes: Choose a value:

Annex-Tunnekduthen-Mode d IP
Annex-Tunkel-duthen-Type K25

Anner-User-Server-Location ATM
Frame-Relay Closs |

Tunnel-Medium-Type
e ki Elwed [irderable

Edd

Tunnel-Pazsword
Tunnel-Frivate-Group-0
Tunnel-Server-Endpaint ﬂ

Figure 4-31: Add New Attribute Dialog (for a Tunnel)

For complete information on attributes and how to edit them, please
refer to the description of “Check-List and Return-List Attributes” in the
“Users Dialog” section.

Change Tunnel-Medium-Type E

Choose a new value:

- N
i Cancel |

F it El ed [rderatle

Figure 4-32: Change Attribute Value Dialog (for a Tunnel)

6 Click Save to make your changes permandtdset to undo them.

Removing a Tunnel
To remove a Tunnel from the list:

1 Click theName drop-down list and select the Tunnel you would like to
remove.

QUARK

Figure 4-33: Tunnel Selection Dialog

2 In the Tunnels dialog, clicRemove . You will be prompted to confirm
the deletion.
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WARNING

@ Are pou sure that you want to delete tunnel QUARE

o |

Figure 4-34: Remove Tunnel Confirmation Dialog

3 Click Yes. The tunnel is removed from the list.

The IP Pools Dialog

The IP Pools Dialog allows you to set up one or more pools out of which unique
IP addresses will be assigned as users require them. Each pool consists of a list
of one or more ranges of IP addresses.

IMPORTANT: Before committing yourself to using pooled IP address
assignment, be sure to read “How Address Assignment Works” in the RADIUS
Concepts chapter. Depending on your overall configuration, certain limitations
may apply to your use of this feature.

To display the IP Pools dialog, check tRePools button at the left of the

display.
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Figure 4-35: IP Pools Dialog
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Adding an IP Address Pool

An IP address pool consists of one or more ranges of IP addresses. You can also
set an optional description for each address pool.

To add a new IP address pool:
1 Click Add. The Add New IP Address Pool dialog appears.

Add New IP Address Pool E

EBool namme: IE vembodpOuttaThe

Ok I Cancel

Figure 4-36: Add New IP Address Pool Dialog

2 Enter a name for the new address pool, and GliCko return to the IP
Pools dialog.

You will now see the name you entered inBloel name field, with a
list of address ranges below.

3 Set the description for this address pool, and add ranges of IP addresses
that make up the pool, as described below.

4 Click Save to make your changes permanent.

Editing an IP Address Pool
To add a new range of IP addresses:

1 Click Ins. The Add New IP Address Range dialog appears.

Add New IP Address Range E

Starting address: ||
MNumber of addresses: I

bad Close |

Figure 4-37: Add New IP Address Range Dialog

2 Enter the starting address and the number of addresses in the new range,
then clickAdd .
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Repeat for as many address ranges as you'd like to add.
3 When done adding ranges, clickse to return to the IP Pools dialog.

To remove a range of IP addresses from the pool, highlight the address range
you'd like to remove and clickel.

Removing an IP Address Pool
To remove an IP Pool from the list:

1 Click thePool name drop-down list and select the IP Pool you would
like to remove.

E
Figure 4-38: Select IP Address Pool Dialog

2 In the IP Pools dialog, clickemove.
3 You will be prompted to confirm the deletion.
WARNING

@ Are you sure that you want to delete pool EVERYBODYDOUTTATHE

o |

Figure 4-39: Remove IP Address Pool Confirmation Dialog

Click Yes. The IP pool is deleted.

Specifying IP Address Assignment in User/Profile Records

The Framed-IP-Address return-list attribute controls how the Steel-Belted Radius
server will assign an IP address to a user making a connection.

When you add or edit the Framed-IP-Address attribute in the Users or Profiles
dialog, the Framed-IP-Address dialog appears. This dialog allows you to select
an IP address assignment option. Either:

. Type an IP address in tlater an IP address field; or

. Check theAssign IP address from pool  box and select the name of the
pool from the list. The last selection on the ligidsl associated with
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RAS client ; if you select this option, make sure you've used the RAS
Clients dialog to associate each RAS with a specific IP Address Pool.

Add Mew Attribute
Available attributes: Enter an [P address:

Framed-4ppleT alk-Link I Add
Framed-&ppleT alk-MNetwork

Framed-4ppleT alk-Zone v ;

Framed- Comoression V¥ Azsign address from pool Claze |
Framed- P-Address
Framed-P-N etmask,
Framed-PX-Network z| [NEWENGLAND

Figure 4-40: Specifying an IP Pool for the Framed-IP-Address Attribute

The IPX Pools Dialog

The IPX Pools Dialog allows you to set up one or more pools out of which
unique IPX network numbers will be assigned as users require them. Each pool
consists of a list of one or more ranges of IPX network numbers.

IMPORTANT: Before committing yourself to using pooled IPX network number
assignment, be sure to read “How Address Assignment Works” in the RADIUS
Concepts chapter. Depending on your overall configuration, certain limitations
may apply to your use of this feature.

To display the IPX Pools dialog, check tRX Pools button at the left of the
display.
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Figure 4-41: IPX Pools Dialog

Adding an IPX Pool

An IPX pool consists of one or more ranges of IPX network numbers. You can
also set an optional description for each address pool.

To add a new pool of IPX network numbers:
1 Click Add . The Add New IPX Address Pool dialog appears.

Add New IPX Address Pool E

Pocl hame: |TYPINGI

Ok I LCancel

Figure 4-42: Add New IPX Address Pool Dialog

2 Enter a name for the new address pool, and CliCko return to the IPX
Pools dialog.

You will now see the name you entered infloel name field, with a
list of address ranges below.
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3 Set the description for this address pool, and add ranges of IPX network
numbers that make up the pool, as described below.

4 Click Save to make your changes permanent.

Editing an IPX Pool

To add a new range of IPX network numbers:

1 Click Ins. The Add New IPX Address Range dialog appeatrs.

Add New IPX Address Range E

Starting address: I
MNumber of addresses: I

bad Close |

Figure 4-43: Add New IPX Address Range Dialog
2 Enter the starting IPX network number and the number of addresses in
the new range, then cligkdd .
Repeat for as many address ranges as you'd like to add.
3 When done adding ranges, clickse to return to the IPX Pools dialog.

To remove a range of IPX network numbers from the pool, highlight the address
range you'd like to remove and cliclel.

Removing an IPX Pool
To remove an IPX Pool from the list:

1 Click thePool name drop-down list and select the IPX Pool you would
like to remove.

Figure 4-44: IPX Pool Selection Lis

2 In the IPX Pools dialog, clicRemove.
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Specifying Pooled IPX Network Numbers in User/Profile Records

The Framed-IPX-Address return-list attribute controls how the Steel-Belted
Radius server will assign an IPX address to a user making a connection.

When you add or edit the Framed-IPX-Address attribute in the Users or Profiles
dialog, the Framed-IPX-Address dialog appears. This dialog allows you to select
an IPX address assignment option. Either:

. Type an IPX address in timter an IPX address field; or

. Check theAssign IPX address from pool  box and select the name of
the pool from the list.

| Add New Attribute [X]
 Awailable attibutes: Enter an |P¥ address or gelect a pool:
Framed-AppleT alk-Link d I Add
Framed-applaT alk-Network
Framed-AppleT alk-Zone v Azsion address f |
Framed-Compression ) fesigr sl ees s Closs |
Framed- P-4 ddress = I ﬂ
Framed- P-Metmazk

Framed- F3-Hetwark

[" Echo

Figure 4-45: Specifying an IPX Pool for the Framed-IPX-Address Attribute

The Access Dialog

Anyone using the Steel-Belted Radius Administrator program must have specific
rights. The Access dialog lets you grant and revoke these rights.

Anyone that has “Administrative” rights (that is, anyone who is a member of the
Windows NT Administrators group) has implicit rights to use the Steel-Belted
Radius Administrator. If you are content to let only users with Administrative
rights use the Steel-Belted Radius Administrator program, you do not need to
use the Access dialog at all to grant rights.

To display the Access dialog, check ftegess button at the left of the display.
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Figure 4-46: Access Dialog

The RADIUS Administrators  list show the users and groups that have been
explicitly granted the right to administer the Steel-Belted Radius server.

Local users or groups will be shown with their normal naRegnote users or
groups will be shown with the name of the Domain, followed by a backslash and
then the name of the Domain user or group.

Adding a Local Administrator
To grant access to a local administrator:
1 Click Add local.

2 A list appears, allowing you to select which users or groups should have
Administrator access rights.
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Figure 4-47: Add Local Administrator Dialog
3 Select a user or group from the list. Cligkd . Continue until you are
done, and then clicklose .

To revoke rights, highlight the user or group whose administration rights you'd
like to revoke, and clicRemove in the main Access dialog.

Adding a Remote Administrator
To grant access to a remote administrator within a Domain:
1 Click Add remote .

2 A list of Domains appears. Select a Domain name within which you
would like to grant access.
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Add Remote Administrator
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Figure 4-48: Add Remote Administrator Dialog
3 Select a user or group from the list. Cligkd . Continue until you are
done, and then clicklose .

To revoke rights, highlight the user or group whose administration rights you'd
like to revoke, and clicRemove.

WARNING: Be careful not to revoke your own rights. If you do so, you will no
longer have access to RADIUS administrative functions.

The Configuration Dialog

86

Steel-Belted Radius lets you control many aspects of the behavior of the server.
Specifically, you can configure the following elements:

. The text of various reject messages that will be sent to the RAS client
(and possibly to the user) when the RADIUS request is rejected.

. The order in which different methods of authentication will be
attempted.

. The number of days that the RADIUS server should retain authentication

and accounting logs before the files are recycled.

. How the server should parse tunnel names: Should the realm name or
user name be first, and which character should separate the names?
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To display the Configuration dialog, check thenfiguration button at the left

of the display.
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Figure 4-49: Configuration Dialog

You can edit information in any of the fields that appear on the screen.

To make any changes you have entered permanentSaliek and the new
settings will take effect.

To revert to the previous settings, cliRkset.

Reject Messages

Steel-Belted Radius can provide different types of error messages to a RAS
requesting authentication. Based on the type of error, a different Reject Message
will be returned. You can configure the message text that will be returned to the
RAS when a particular type of error occurs.

Reject Message Types

The following table describes the Reject Messages and their meaning to the RAS
or dial-in user.
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Message Meaning

Unknown User The username and password authentication failed.

Check List Failure  The user was authenticated but is being rejected because the
RADIUS request did not fulfill the requirements of the check-list.

Invalid Attributes The request contained an attribute in violation of the RADIUS
specification.

Other Some other error occurred, such as a resource failure.

Changing Reject Messages
To modify Reject Message text:
1 Select a Reject Message type. The message text displays to the right.

2 In the message text display field, edit the text or type the new message.

Tunnel Name Parsing

A user who attempts a connection provides a name string and a password string.
A name string can have multiple parts: the name of the dial-in user; a delimiter
character, usuallg; and the name of a target tunnel. You configure the required
order of names, and the required delimiter character, in the Configuration screen.
Steel-Belted Radius will use this information to parse incoming user connection
requests and interpret them as tunnels, proxies, or Native users.

The name string can useuanel suffix :

user_name@tunnel_name

or atunnel prefix :

tunnel_name@user_name

If you selectNone, tunnel name parsing is disabled and the Steel-Belted Radius
server will not be able to support tunnels.

Authentication Methods Configuration

Steel-Belted Radius can authenticate a username/password using any of the
following methodsNative User, Domain User, Domain Group, Host User,
Host Group, SecurlD, or Proxy.
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Log Files

When Steel-Belted Radius receives a user name, it does not know in advance to
which authentication category this user will belong. It must try each method.

The Authentication Methods  selection allows you to fine-tune the sequence of
authentication attempts. You can:

. Specify the order in which different methods of authentication will be
performed.
. Disable one or more methods of authentication.

To change the order in which the methods are tried:
1 Highlight the method in the list box.
2 Click one of the arrow buttons as follows:

Button Action

~ Moves the selected method up one slot in the list. If the
selected method is already first in the list, then the
button is grayed out.

e Moves the selected method down one slot in the list. If
> the selected method is already last in the list, then the
button is grayed out.

To remove a method from the search list entirely:
1 Highlight the method in the list box.
2 Click theDeactivate button.

Steel-Belted Radius records all transactions to log files on the file server.

There are separate logs for authentication transactions and accounting
transactions. Each day at midnight, the previous day’s log files are completed,
and new authentication and accounting log files are created for the new day’s
transactions.

In order to prevent the log files from continuously depleting available disk space
Steel-Belted Radius will retain the log files for some period of time and then
automatically delete them.

To specify the number of days to retain log files, enter a value iDayweto
Keep field.
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The Statistics Dialog

Steel-Belted Radius provides information on the status of the server. The

Statistics dialog lets you:

*

*

To display the Statistics dialog, click tBatistics button at the left of the
display. The Statistics Dialog provides three tabs with statistics for all types of
RADIUS activity on the currently selected server: Authentication, Accounting,

View statistics related to the authentication service

View statistics related to the accounting service

View statistics related to proxy forwarding
View the amount of time Steel-Belted Radius has been running

View an on-screen report of all users currently connected to a Remote
Access Server, based on real-time RADIUS accounting information

and Proxy.

Authentication Statistics

Authentication statistics provide information such as the number of accept and

reject messages and the reasons for rejecting authentication.

&2 Steel-Belted Radius Administrator [DEMBDC) =]
File  Help
 Servers Accounting ] Proxy
© RAS Clients total Current uzers ... |
Tranzactions
" Users Accepls 906
" Profil Rejects an2
1S Tatal 1208
' Proxy Reject Details
falhs I Irwalid Request 0
HINES Irvvalid Clisrt D
= |P Poals Failed Authentication 302
Failed on Check List 1]
 IP% Pools Insufficient Resources 0
Proxy Failure 0
© Access Rejected by Proxy 0
£ Carfigurati Retriez Received
SIS Tranzactions Retried 1]
% Shatistics Tatal Retry Packets 1]

Server up time: B Days
04:24:38
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The following table describes the authentication statistics, with possible
interpretations intalics.

Authentication Meaning

Statistic

Transactions

Accepts The total number of RADIUS transactions resulting in an accept
response.

Rejects The total number of RADIUS transactions resulting in a reject

Reject Details

Invalid Request

Invalid Client

Failed
Authentication

Failed on Check
List

Insufficient
Resources
Retries Received

Transactions
Retried

Total Retry
Packets

response. These are broken out in Reject Details below.

The total number of invalid RADIUS requests made.

A RAS is sending incorrectly formed packets to Steel-Belted
Radius; either there is a configuration error or the RAS does not
conform to the RADIUS standard.

The total number of requests in which the RAS Client could not
be identified.

A RAS may have been configured to use Steel-Belted Radius
but no RAS Client entry has been created with the name and/or
IP address of the RAS; or the RAS Client entry has been
misconfigured with an incorrect name or IP address; or some
rogue device is attempting to compromise RADIUS security.

The total number of failed authentication requests, where the
failure is due to invalid username or password.

If all transactions are failing authentication, then the shared
secret entered into Steel-Belted Radius may not match the
secret entered on the RAS since it will be decrypted incorrectly.

The total number of requests that were authenticated but failed
to meet the check-list requirements.

The total number of rejects due to a server resource problem.

The number of requests for which one or more duplicates was
received.

The total number of duplicate packets received.
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Accounting Statistics

Accounting statistics provide information such as the number of transaction
starts and stops and the reasons for rejecting attempted transactions.

&2 Steel-Belted Radius Administrator [DEMBDC) =]
File  Help
 Servers Authertication Proxy
 RAS Clients total Cuirent users ... |
Tranzactions
£ Users Stats a03
" Profi Stops 0
1S Tatal 1804
' Progy Failure: Details
falhs I Irwalid Request 0
HINES Irvealid Clisrt D
= |P Poals Inwvalid Shared Secret 0
Insufficient Resources 1]
P Pools Proxy Failure 0
lalr Retries Received
FeEss Tranzactions Retried 0
© Configuration Total Retry Packets i]
&% Sratistics

Server up time: B Days
04:25:19

Figure 4-51: Statistics Dialog with Accounting Tab

The following table describes the accounting statistics and suggested actions in
italics (if appropriate).
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Accounting Meaning

Statistic

Transactions

Starts The total number of transactions in which a dial-in connection
was started following a successful authentication.

Stops The total number of transactions in which a dial-in connection

Failure Details

Invalid Request

Invalid Client

Invalid Shared
Secret

Insufficient
Resources

Retries Received

Transactions
Retried

Total Retry
Packets

was terminated.

The total number of invalid RADIUS requests made.

A RAS is sending incorrectly formed packets to Steel-Belted
Radius; either there is a configuration error or the RAS does not
conform to the RADIUS standard.

The total number of requests in which the RAS Client could not
be identified.

A RAS may have been configured to use Steel-Belted Radius
but no RAS Client entry has been created with the name and/or
IP address of the RAS; or the RAS Client entry has been
misconfigured with an incorrect name or IP address; or some
rogue device is attempting to compromise RADIUS security.

The total number of packets for which an incorrect digital
signature was received.

The shared secret does not match between Steel-Belted Radius
and the RAS; or some unauthorized rogue device is attempting
to compromise RADIUS security.

The total number of rejects due to a server resource problem.

The number of requests for which one or more duplicates was
received.

The total number of duplicate packets received.
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Proxy Statistics

Proxy statistics provide information such as the number of proxy authentication
or accounting requests and the reasons for any transaction failures that may have

occurred.
& Steel-Belted Radius Administrator [DEMBDC) H=]
File  Help
 Servers Authentication ] Accounting
 RAS Clients Current users ... |
Tranzactions
" Users Authentication 302
 Profil Accounting 0
1S Tatal 302
' Progy Failure: Details
falhs | Timed Out 302
Hness Imvalid Response 0
" |P Pools Invalid Shared Secret 0
Insufficient Resources 1]
€ IPX Paols Retries Transmitted
lalr Tranzactions Retried 302
cosss Total Retry Packets 906
= Configuration
&% Sratistics
Server up time: B Days
04:25:59

Figure 4-52: Statistics Dialog with Proxy Tab

The following table describes the proxy statistics, with possible interpretations in
italics.
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Proxy Statistic

Meaning

Transactions

Authentication

Accounting

Failure Details
Timed Out

Invalid Response

Invalid Shared
Secret

Insufficient
Resources

Retries
Transmitted

Transactions
Retried

Total Retry
Packets

The total number of authentication transactions between the
proxy and target RADIUS servers.

The total number of accounting transactions between the proxy
and target RADIUS servers.

The total number of RADIUS transactions that timed out. This
means that after all retry attempts were made, the transaction
still timed out.

The total number of invalid RADIUS responses received.

A target is sending incorrectly formed packets to Steel-Belted
Radius; either there is a configuration error or the target
RADIUS server does not conform to the RADIUS standard. Or,
Steel-Belted Radius did not receive a proxy state echo in the
received packet.

The total number of packets for which an incorrect digital
signature was received.

The shared secret does not match between Steel-Belted Radius
and the target; or some unauthorized rogue device is
attempting to compromise RADIUS security.

The total number of rejects due to a server resource problem.

The number of requests for which one or more retried
transmissions was performed.

The total number of duplicate packets received.

Current Users

Steel-Belted Radius tracks all users currently dialed in to a Remote Access

Server.
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The information about each connected user is based on accounting information
received from the RAS. The Current User list will only be available if your RAS
is configured to perform accounting.

Steel-Belted Radius maintains this information on disk. The information will not
be lost if you unload and reload the server.

To display a report showing all Current Users, while viewing the Statistics
dialog clickCurrent Users .

| User Name | R&S Client | Port | Port Tupe Time Session-ID | IP Address
WSBOSTOMYWADAM  [ACSEMD 1|Agpnc 0E/1341997 13:44:43 |00000001 -
WBOSTOMMADAM  [ANMER 22 |Agpnc 06/1341997 13:44:43 [00000013

WWBOSTOMAFRED  [ANNER 20 |Agync 06/1341997 13:44:26 (00000011

WSBOSTOMSHEMRAY |ACSEND 0]Async 0641341997 13:44:23 (00000000

DEMMISR ANNEX 21 [Aspnc 0641341997 13:44:31 (00000012 (131.700.200.93
GEORGE BMNEX, 23 |Agpnc 0E/1341997 13:44:48 (00000014

[« | _>l_I
Dlose ik e |

Figure 4-53: Current Users Dialog

For every active dial-in session, a line is displayed in the report containing the
following fields:

. User Name shows the name of the authenticated user. If the user is:
i Native, the field will show the username only, in the form
username .
. Non-native, the field will show the remote system name as well

as the username, in the foxmystemname \username .

. Associated with a specific tunnel, the field will show the tunnel
name as well as the username, in the form
\\tunnelname \username .

. RAS Client is the Remote Access Server (RAS) identification, which
will either be the name of the RAS or its IP address.
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. Port is the Remote Access Server (RAS) port number, which represents
a unique port number on the RAS. To determine the actual physical port
on the RAS, consult the RAS documentation.

. Port Type describes how the port is used or configured. Possibilities
includeAsync , Sync, ISDN, and so forth.

. Time indicates the date and time at which the connection was started.

. Session ID contains the unique key for the session generated by the
RAS.

. IP Address shows the IP address that was assigned to the user from an
IP address pool. (If an IP address was statically assigned, this field is
blank).

NOTE: For tunnel connections, if Steel-Belted Radius was used to authenticate
both the user and the tunnel, th®ro entries are displayed in the Current Users
window: one entry for the authenticated user, and one for the authenticated
tunnel.

Modifying the Column Size and Order

You can modify the order and size of the fields of the report easily with the
mouse.

. To resize any field, move the mouse to the right edge of a field heading.
When the resize cursor appears, click and drag the field width as you
please.

. To move any field, click on any field heading and drag it left or right to

the desired position.

Sorting

The report is always maintained in sorted order, based on each column of the
report starting from the first column at the left. Thus, to sort the report according
to the values in any field, simply drag that field to the leftmost position.

Getting Fresh Data

The Current Users report shows a snapshot of the current connected users taken
when you open the dialog; to update the report with fresh information, click
Refresh .
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Deleting Entries

Normally, the system will take care of maintaining the correct information in the
Current Users list based on accounting information received from the RAS.
However, it is sometimes possible that a user who has logged off will still be
indicated as active in the Current User list. This may occur as a result of
communication failures between the RAS and Steel-Belted Radius, or it could
occur if either the RAS or Steel-Belted Radius is taken down for a period of
time.

In most cases, Steel-Belted Radius can correct such anomalies itself. For
example, if a new user dials in to the same port on the same RAS, Steel-Belted
Radius infers that the prior user must have disconnected and will remove the
entry.

You can also manually correct the Current Users list by highlighting any entry
and clickingDelete. In addition to removing the user from the list, the user’s
connection count (if it is being tracked) will decrease by one, and any pooled IP
or IPX address that had been assigned to that user will be returned to the
appropriate pool.

Server Up Time

Server Up Time displays the number of days, hours, minutes and seconds that
Steel-Belted Radius has been active since it was last loaded.

Reporting

98

The Report command lets you assemble into a report any of the Steel-Belted
Radius database information that is available through the administration dialogs.
For example, you can output to a report all the information you've set up about
RAS Clients, Users, Proxies, and the like.

The Report command outputs the information in rich text format to a filename of
your choice (normalfREPORT.RTF), then opens that report using the word
processor of your choice (normalyORDPAD.EXE). From the word processor,
you can apply further formatting to the report, save it to an archive, or print it.
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Setting Report Options

Before creating your first report, make sure that the settings for the output
filename and the word processor with which you will view the report are correct:

1 Select thémile command, then selestttings . The Settings dialog
appears.
Browse |

Fieport wiewer:

Report filename: I Report.rtf

ak I Cancel |

Figure 4-54: Settings Dialog

2 Make sure th®eport viewer andReport filename settings are to your
liking. Be sure that the word processor that you speci8easrt
viewer is capable of interpreting RTF (rich text format).

3 When you are satisfied with the settings, cliok

Creating a Report
To create a report:

1 Select thérile command, then seleReport. The Report Selections
dialog appears.
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Report Selections (%]

oF

™ Selected Configuration Infarmation

— Configuration Categories
Ess elierts

v | Hraies
v [zers
v | Erofiles
W feddfess pools
W | AECess
W [Eamfiauratian

v | Sitafistics

5t It I N Y R et et e

v | [Eurrent wEers

Ok I Cancel

Figure 4-55: Report Selections Dialog

2 To generate a complete report on every aspect of the serverAtheck
configuration information

Otherwise, checKelected configuration information , and check the
categories of information you'd like to include.

3 Click OK. The report file will be created and will appear in your selected
word processor.

Import/Export
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Steel-Belted Radius’s Import/Export feature lets you export database information
from any Steel-Belted Radius server and import it into another. This gives you a
head start if you are configuring multiple servers.

Import and Export are selective; that is, you are given the opportunity to select
exactly which items you’d like to export or import.

Steel-Belted Radius uses a specially formatted text file called a RADIUS
Information File (rif) for export and import.

In addition to the nativeif format, Steel-Belted Radius permits importing of
user data from the file format used in older, freeware implementations of the
RADIUS standard, commonly deployed on UNIX systems. Different vendors’
variations of this file format are supported via dictionaries.
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Exporting

To export Steel-Belted Radius database information to a RADIUS Information

File:
1 Select theémile command, then seleEkport .
The Export dialog appears. Each tab in the dialog lists items of a
particular category that you can export.
Select items, then press OK to select export file.
AAS Tlients Users ] Profiles ] Proxies ]Address F'ools] Other Data oK I
LMY 4|§ame'
iﬁﬂg;D Select Al |
AMMEX2000.1
AMMEX4000_1
SHIVA_LANROVERT
SHIVA_LANROVER2
Al Mone
Figure 4-56: Export Dialog
2 For each category, select the appropriate tab and click each item you'd
like to export. To select all items in the category, chdk
To select all items in all categories, cligklect All .
3 Once you've selected all the items you want, abék A file browsing
dialog appears.
4 Specify an export file and clickave.
Importing
To import from a RADIUS Information File into your Steel-Belted Radius
database:
1 Select thémile command, then selekehport . A file browsing dialog
appears.
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Make sure the file type indicatB&\DIUS Information File (*.rif) . Select
an import file and cliclopen.
The Import dialog appears. It looks exactly like the Export dialog, with
each tab listing items of a particular category that are available for
import from the selected file.
Select items, then press OK ta impart into data base.
RS Clients Uszers ] Prafiles ] Proxies ]Address F'ools] Other Data oK I
LMY 4|§ancel
iﬁ?ﬁ&[} Select All |
AMMEX2000.1
AMMEX4000_1
SHIVA_LANROVERT
SHIVA_LANROVER2
Al Mone
Figure 4-57: Import Dialog
3 For each category, select the appropriate tab and highlight each item
you'd like to import. To select all items in the category, chgk
To select all items in all categories, cligklect All .
4 Once you've selected all the items you want, aiék The items you

selected will be added to the Steel-Belted Radius database.

If an import item already exists, you will be given the opportunity to
confirm that you'd like to replace the existing entry with the entry from
the import file.

Importing from Other File Formats
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There are many implementations of RADIUS currently deployed mostly on
UNIX systems that are based on source code distributed by Livingston
Enterprises and Ascend. These implementations store user data in a specially
formatted text file normally callegsers .

To import user data fromwsers file into your Steel-Belted Radius database:
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1 Select theéile command, then selekehport . A file browsing dialog
appears.

Set the file type t&xternal User Information File

Select a file to import and clickpen. The Import Options dialog
appears.

4 Modify the Import Options as desired:

. SetFile format based on the RAS that the originating RADIUS
server was meant to work with. This allows Steel-Belted Radius
to correctly interpret attribute nomenclature of a particular
vendor.

. Checkignore attributes if you'd like to import names and
passwords only.

. Select theProfile to be applied to each imported user entry, or
leave the entry set tno profile> . If you do select a profile,
you'll probably also want to chedgnore attributes .

i SelectAllow PAP or CHAP or Allow PAP only depending on
how you'd like to store passwords in the database.

5 When you are satisfied with the settings, cliok

The Import dialog appears, showing each user entry available for import
from the selected file.

6 Highlight each user you'd like to import. To select all users, @lick

7 Once you've selected all the users you want, @ikk The users you
selected will be added to the Steel-Belted Radius database as Native
users.

If a user is already present in the database, you'll be given the
opportunity to confirm that you'd like to replace the existing user with
the new user entry from the import file.
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Logging Features

Steel-Belted Radius provides logging and diagnostic features, including:

*

Performance monitoring using the Windows NT Performance Monitor
program

An authentication log file, containing information for all authentication
and administrative events

An accounting log file, containing information for all start and stop
accounting events.

Performance Monitor Graphing

The Steel-Belted Radius NT service has information which can be viewed with
the Performance Monitor on Windows NT.

To view a graph of Steel-Belted Radius performance:

1
2

StartPERFMON.EXE (Windows NT Performance Monitor).

Click Edit thenAdd to Chart. Select Steel-Belted Radius from the list
of Objects.

Select the counter you wish to graph. Select the Color, Scale, and any
other options you want for the display. Clitéd .

(For example, to see the Steel-Belted Radius transaction rate/setect
Requests per sec . )

When you are finished adding items to display, diicke. You can
now see a graph of all your selected items.

NOTE: You can view statistics for any Steel-Belted Radius server on your
network. Simply select the computer name of another server. In addition, you
can start multiple versions ®#ERFMON.EXE to view more than one Steel-
Belted Radius server at one time.

Authentication Log File

Each time a RADIUS authentication event occurs it is recorded in the
authentication log file. Some examples of events include:
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. Accepted authentications

. Rejected authentications
. Administrative actions
. Loading and unloading of RADIUS on the server

The log files are located in the RADIUS database directory area, and are named
yyyymmdd .log, whereyyyy is the 4-digit yearmm is the month, andd is the
day on which the log file was created.

All log files are in ASCII format, with each line representing a RADIUS
authentication event.

NOTE: The RADIUS log files will be kept for the number of days specified in the
Administrator. After that time, older files will be deleted from the server in order
to conserve disk space.

Authentication Log File Format

Each line of the authentication log file contains a line with the date and time,
followed by event information. The authentication log is intended for viewing by
the administrator, and can be opened while Steel-Belted Radius is running.

The following is a list of common authentication events:

. Sent accept response for UBSSIERNAME to clientRAS-Client-Name
. Unable to find usedSERNAME with matching password

. Sent reject response

. Shutting down RADIUS Authentication Server ...

. Starting RADIUS Authentication Server ...

Accounting Log File

Each time a RADIUS accounting event occurs it is recorded in the accounting
log file. Accounting events include:

. Start records, indicating the beginning of a connection.

. Stop records, indicating the ending of a connection.
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The log files are located in the RADIUS database directory area, and are named
yyyymmdd .act, whereyyyy is the 4-digit yearmm is the month, andd is the
day on which the log file was created.

All log files are in ASCII format, with each line representing a RADIUS
accounting event.

NOTE: The RADIUS log files will be kept for the number of days specified in the
Administrator. After that time, older files will be deleted from the server in order
to conserve disk space.

Accounting Log File Format
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The accounting log file uses comma-delimited format, and is intended for import
into a spreadsheet or database program.

NOTE: The accounting log file can be opened while Steel-Belted Radius is
running.

First Line Headings

The first line of the accounting log file lists the names of all the attributes that
have been enabled for logging. By default, this list consists of all the standard
RADIUS accounting attributes, plus a complete set of additional attributes
specific to each network access server product known to Steel-Belted Radius.
This first line serves as a complete set of “column headings” for the remaining
entries in the file.

The complete first line of an accounting log file might appear as follows. This
example lists Steel-Belted Radius’s full set of standard RADIUS and vendor-
specific attributes. Standard attributes are highlighted with boldface type.
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"Date","Time","RAS-Client","Record-Type","Full-Name",
"Auth-Type","User-Name","NAS-Port","Acct-Status-Type",
"Acct-Delay-Time","Acct-Input-Octets",
"Acct-Output-Octets”,"Acct-Session-Id",
"Acct-Authentic","Acct-Session-Time",
"Acct-Input-Packets","Acct-Output-Packets",
"Acct-Termination-Cause","Acct-Multi-Session-Id",
"Acct-Link-Count" ,"Acc-Err-Message”,
"Nautica-Acct-Sessionld","Nautica-Acct-Direction"”,
"Nautica-Acct-CauseProtocol”,
"Nautica-Acct-CauseSource","Telebit-Accounting-Info",
"Last-Number-Dialed-Out","Last-Number-Dialed-In-DNIS",
"Last-Callers-Number-ANI","Channel","Event-Id",
"Event-Date-Time","Call-Start-Date-Time",
"Call-End-Date-Time","Default-DTE-Data-Rate",
"Initial-Rx-Link-Data-Rate","Final-Rx-Link-Data-Rate",
"Initial-Tx-Link-Data-Rate","Final-Tx-Link-Data-Rate",
"Sync-Async-Mode","Originate-Answer-Mode",
"Modulation-Type","Equalization-Type",
"Fallback-Enabled","Characters-Sent",
"Characters-Received","Blocks-Sent","Blocks-Received",
"Blocks-Resent","Retrains-Requested"”,
"Retrains-Granted","Line-Reversals",
"Number-Of-Characters-Lost","Number-of-Blers",
"Number-of-Link-Timeouts","Number-of-Fallbacks",
"Number-of-Upshifts","Number-of-Link-NAKs",
"Back-Channel-Data-Rate","Simplified-MNP-Levels",
"Simplified-V42bis-Usage","PW_VPN_ID"

Figure 5-1: First Line of a Sample Accounting Log File

Comma Placeholders

It's possible that not all the attributes listed in the first line of the accounting log
file have had data returned for them by the currently logged event. If this is the
case, when Steel-Belted Radius writes the event to the accounting log file, it uses
a comma “placeholder” to mark the location of each empty entry, so that all

entries remain correctly aligned with their headings.
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For example, based on the “first line” of headings described above, the following
is a valid accounting log entry, in which the value of the Acct-Status-Type
attribute is7:

"12/23/1997","12:11:55","RRAS","Accounting-On",

H1!7HHHHHHHHHHHHHHHHHHHHH

Configuring the Accounting Log File

You can configure the accounting log file to enable or disable logging for
various attributes. By default, attributes are logged to the file. You can edit
theaccount.ini initialization file to eliminate, add, or change the order of any
vendor-specific attributes, as well as most of the standard RADIUS attributes.
See the next chapter, “Dictionary and Initialization Files,” for details.

NOTE: The first five attributes in each log file entry (Date, Time, RAS-Client,
Record-Type, and Full-Name) are always enabled, and cannot be re-ordered or
deleted.

Standard RADIUS Attributes

The standard RADIUS attributes that can be written to the accounting log file
provide the following information:

. Date - the date when the event occurred.

. Time - the time when the event occurred.

. RAS-Client - the name or IP address of the RAS Client sending the
accounting record

. Record-Type - START or STOP

. Full-Name - the fully distinguished name of the user, based on the
authentication from the RADIUS server

. Auth-Type - the class of authentication performed

0 - Native

6 - Domain User
7 - Domain Group
8 - Host User

9 - Host Group

10 - SecurlD User
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11 - SecurlD Prefix
12 - SecurlD Suffix

User-Name - the name of the user as received by the RAS
NAS-Port - the Remote Access Server port number
Acct-Status-Type - indicates beginning or ending of user service

1 - Start
2 - Stop
7 - Accounting-On
8 - Accounting-Off

Acct-Delay-Time - indicates how many seconds the RAS Client has

been trying to send this record; can be subtracted from the time of arrival
on the server to find the approximate time of the event generating this
request.

Acct-Input-Octets - number of bytes (characters) received by the port
over the connection; only present in STOP records

Acct-Output-Octets - number of bytes (characters) sent by the port over
the connection; only present in STOP records

Acct-Session-Id - unique Accounting identifier to make it easy to match
START and STOP records in a log file

Acct-Authentic - indicates how the user was authenticated, whether by
RADIUS, the RAS itself, or another remote authentication protocol

1 - RADIUS
2 - Local
3 - Remote

Acct-Session-Time - elapsed time of connection in seconds; only
present in STOP records

Acct-Input-Packets - number of packets received by the port over the
connection; only present in STOP records

Acct-Output-Packets - number of packets sent by the port over the
connection; only present in STOP records

Acct-Termination-Cause - indicates how the session was terminated;
only present in STOP records

1 - User Request
2 - Lost Carrier
3 - Lost Service
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4 - |dle Timeout

5 - Session Timeout
6 - Admin Reset

7 - Admin Reboot

8 - Port Error

9 - NAS Error

10 - NAS Request
11 - NAS Reboot

12 - Port Unneeded
13 - Port Preempted
14 - Port Suspended
15 - Service Unavailable
16 - Callback

17 - User Error

18 - Host Request

. Acct-Multi-Session-Id - unique accounting identifier to make it easy to
link together multiple related sessions in a log file

. Acct-Link-Count - gives the count of links which are known to have
been in a given multi-link session at the time the accounting record is
generated.
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radius.ini File

Theradius.ini initialization file contains information that controls the behavior

of Steel-Belted Radius in a variety of waklius.ini is loaded at startup and

resides in the directory devoted to Steel-Belted Radius on the Windows NT

machine (usuallfC:\RADIUS\Service ).

radius.ini is divided into sections. Section names are enclosed in square
brackets, for example tf€ONFIGURATION] section.

[CONFIGURATION] Section

114

The[CONFIGURATION] section ofradius.ini contains parameters that control
various aspects of Steel-Belted Radius’s behavior. The following fields may be

present:

Field

Meaning

Allow-Unmasked-Password

Allow-Unmasked-Secret

Apply-Login-Limits

LogLevel
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If set to Yes, it will be possible through the
Administration program to view previously entered
passwords (provided they are not strongly encrypted). If
set to NO (the default), it will be possible to unmask
passwords as you enter them, but not to view
passwords that have already been entered.

If set to Yes, it will be possible through the
Administration program to view previously entered
shared secrets. If set to NO (the default), it will be
possible to unmask shared secrets as you enter them,
but not to view shared secrets that have already been
entered.

If set to Yes (the default), then the maximum number
of concurrent connections for each user will be
enforced, and connection attempts above the limit will
be rejected. If set to NO, then connections above the
limit will be allowed, but an event will be noted in the
authentication log file.

The logging level between O and 2, where O is the
default logging level, and 2 is most verbose. The log
level specification can be used in lieu of specifying a -12
on the load line for the service/console application.



Field Meaning

PrivateDir Name of the location of the private directory; the private
directory contains the database and dictionary files (if
not specified, defaults to the directory in which the
RADIUS Server resides).

TracelLevel The RADIUS packet tracing level between 0 and 2,
where O indicates the default action of no packet
tracing, 1 indicates that the parsed contents of packets
is to be logged and 2 indicates that the raw contents of
the packet is to be logged. Packet traces are always
written to the log file and can be a useful tool for
trouble-shooting interoperability problems.

vendor.ini File

Thevendor.ini initialization file contains information that allows Steel-Belted
Radius to work with the products of other vendeesdor.ini is loaded at
startup and resides in the directory devoted to Steel-Belted Radius on the
Windows NT machine (usuallg:\RADIUS\Service ).

vendor.ini contains one section only, the
[VENDOR-PRODUCT IDENTIFICATION] section.

NOTE: In previous releases of Steel-Belted Radius, this section was provided in
theradius.ini file. There was neoendor.ini file in these releases.

[VENDOR-PRODUCT IDENTIFICATION] Section
The[VENDOR-PRODUCT IDENTIFICATION] section ofvendor.ini identifies
and provides information about the network access servers that can be used with

Steel-Belted Radius. For each make/model of vendor product, the following
fields may be present:
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Field

Meaning

vendor-product

dictionary

send-class-attribute

ignore-acct-ss

ignore-ports

discard-after

discard-before

This required field specifies the name of the product. A product
name must be unique, cannot include blanks and must consist
of 31 or fewer characters. These product names are used only
in the Make/model pull-down list in the RAS Clients dialog.
This list is used when adding a new RAS client or when
selecting a Vendor Specific attribute.

This required field specifies the dictionary file to use for this
product. The dictionary file must be located in the private
directory. You do not need to specify a extension on the
dictionary name; Steel-Belted Radius automatically attaches an
extension of .DCT to the dictionary names listed in this field.

For additional details, see “Dictionary Files” below.

If set to NO, the Class attribute will not be sent to the RAS on
Access-Accept. This is to accommodate RAS's that don't
handle this attribute properly. The default is Yes.

If set to Yes, the digital signature of accounting packets based
on the shared secret is ignored. This is to accommodate RAS’s
that don’t properly sign accounting packages. The default is
No.

This field determines whether Steel-Belted Radius may infer
that one user has logged off if the port that was in use is now
being used by another user. If set to No, then such an
inference will be made and the previous user will be removed
from the Active Users list. If set to Yes, then no such inference
will be made and both users will be deemed active. The default
is No.

Used for inbound Proxy RADIUS servers which send username
information in a parsable format. For example, if a Proxy
RADIUS server sends usernames of the form
username@company , then specifying @ will result in all text
after the @ delimiter character being discarded for
authentication purposes; the string username will be used.

Same as discard-after, except the name is on the right of the
delimiter character and discardable information is on the left.
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account.ini File

Theaccount.ini initialization file contains information that controls which
RADIUS accounting attributes will be logged by Steel-Belted Radius.
account.ini is loaded at startup and resides in the directory devoted to Steel-
Belted Radius on the Windows NT machine (usualliRADIUS\Service ).

account.ini contains one section only, t(fGONFIGURATION] section.

NOTE: In previous releases of Steel-Belted Radius, vendor-specific accounting
attributes were enabled or disabled for accounting by using theA flag in

each vendor-specific dictionary file. There wasaaoount.ini file in these

releases.

[CONFIGURATION] Section

The[CONFIGURATION] section ofaccount.ini lists all the attributes that will

be logged in the Steel-Belted Radius accounting log file. When you first install
Steel-Belted Radius, theecount.ini file is set up so that all vendors’ accouting
attributes and all standard RADIUS attributes are listed.

You can configure what is logged to the accounting log file by rearranging the
order of attributes iaccount.ini or by deleting or commenting out any

attributes that are not of interest to you; for example, any vendor-specific
attributes that do not apply to the equipment that you are using. This will allow
you to design the content and column order of any spreadsheets that you plan to
create based upon the accounting log file.

NOTE: The first five attributes in each log file entry (Date, Time, RAS-Client,
Record-Type, and Full-Name) are always enabled, and cannot be re-ordered or
deleted. Therefore, these attributes do not appear iadbeunt.ini file.

The following fields may be present in thecount.ini file:

Field Meaning

Attributes = <attribute1>\ An exclusive list of attributes to be logged in the
<attribute2>\  accounting log file. Only the attributes listed here will be
<attribute3> logged, and they will be logged in the order listed. Any

# <attributed> accounting attributes not listed will be available to the

# <attribute5> Steel-Belted Radius server, but they will not be written to

the accounting log file.
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A space, & backslash character, and a carriage retwrstappear between each
name in the list of attributes. Theharacter indicates that the list will continue
on the next line. It also shows where each comma delimiter will appear in the
accounting log file. With the last attribute, the list ends, so the last name in the
list should not have a backslash after it.

The# character comments out a line, as long a#tkdhe first non-space
character in the line and titedoes not follow & character at the end of the
previous line.

NOTE: If you want to comment out an attribute that appears in the middle of the
list, move it down past the end of the list before applying the comment character
to it.

We strongly suggest that, before you make any changesdocient.ini file,
you make a backup copy of it.

Dictionary Files

RADIUS authentication (request, accept and reject) and accounting (start and
stop) packets consist of a common packet header followed by a collection of one
or more attributes. Each attribute in a RADIUS packet is accompanied by an
attribute value. The dictionary files provided as part of Steel-Belted Radius
provide the necessary information for:

. Decoding an incoming authentication request or accounting packet
. Encoding an outgoing authentication accept or reject

Each product defined in thvendor.ini file includes a dictionary file to be used
when dealing with the RADIUS clients of that product type.

The remainder of this section describes the syntax supported in the dictionary
files and the type of dictionary files supported by Steel-Belted Radius.

NOTE: Administrators will not usually be required to modify the dictionary files
shipped with Steel-Belted Radius. The product-specific files shipped with Steel-
Belted Radius already reflect specific vendors’ implementations of RADIUS
clients. The information in this section is provided for reference purposes only.

Basic Rules for Dictionary Files

Dictionary files must be placed in the Steel-Belted Radius private directory.
During initialization, Steel-Belted Radius scans for all files with an extension of
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.dct in the private directory and attempts to process any such files as dictionary

files.

Dictionary files are processed in a record oriented manner; no mechanism is
included for continuing a statement across multiple records. Records must begin
with one of the following:

String

Meaning

ATTRIBUTE
VALUE
MACRO
OPTION

@
#

Defines a new attribute

Defines a “named integer value” for an attribute

Defines a macro used to simplify repetitive definitions
Defines options beyond the scope of attribute definitions
Include records (described below)

Comment lines (have no real effect)

Blank lines are ignored

Attribute, Value, Macro, Option and Include records are described in more detail

below.

The ATTRIBUTE Record

Attribute records define new attributes and conform to the following syntax:

ATTRIBUTE <attrib_name> <attrib_id> <syntax_type> <flags>

where the parameters have meaning as follows:

Parameter

Meaning

<attrib_name>

<attrib_id>

<syntax_type>

<flags>

Name of the attribute (up to 31 characters with no embedded blanks)
Integer in the range 0 to 255 identifying the attribute’s encoded
identifier

Syntax type of the attribute (see the “Syntax Type Identifiers” section
below)

Defines whether an attribute appears in the check list, the reply list

(or both), whether it is multi-valued and whether it is orderable (see
the “Flag Characters” section below)
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The following example illustrates a typical attribute record:
ATTRIBUTE Framed-IP-Netmask 9 ipaddr Cr

This record specifies that an attribute named Framed-IP-Netmask is supported,
that its encoded identifier is 9, that it is to adhere to the syntax of an IP address,
that it can appear multiple times in a check-list and at most one time in a reply-
list for user or profile records in the database.

Attribute Name and Identifier

No two attribute records in a dictionary file should have the same
<attrib_name> or <attrib_id> . If a duplicateattrib_name or attrib_id is
encountered, the later definition of the attribute is ignored in favor of the earlier
one (the earlier one is considered to be an override).

Syntax Type ldentifier

The supported standaxdyntax_type>identifiers are:

Syntax Type Meaning
hexadecimal hexadecimal string
hex1, hex2, hex4 1-, 2- or 4-byte hexadecimal number

intl, int2, int4, integer  1-, 2- or 4-byte decimal number (integer is equivalent to int4)

ipaddr IP address or IP netmask attribute

ipaddr-pool IP address selected from an address pool

string String attribute (includes null terminator)

stringnz String attribute (without null terminator)

time Time attribute (number of seconds since 00:00:00 GMT,
1/1/1970)

In addition to the standardsyntax_type>identifiers listed above, the dictionary
can accommodate compound syntax types for use in defining vendor-specific
attributes. In lieu of a singkesyntax_type>identifier, one or more of the
following options can be combined inside square brackets to form a compound
syntax type:
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Option Meaning

vid=nnn RAS vendor's SMI Network Management Private Enterprise
code (assigned by ISO) in decimal form

typeN=nnn Type field for vendor-specific attribute as defined in the
RADIUS specification; N specifies the length of the field (in
bytes), nnn specifies the decimal value of the field

lenN=nnn Length field for vendor-specific attribute as defined in the
RADIUS specification; N specifies the length of the field (in
bytes), nnn specifies the decimal value of the field (a plus sign
prior to the value indicates that the length of the data portion is
to be added to nnn to obtain the actual length)

data=<syntax_type> The actual data to be included in the attribute; the syntax can
be any of the standard syntax types

An example of a vendor-specific attribute definition follows:
ATTRIBUTE cisco-xxx 26 [vid=9 typel=1 len1=+2 data=string] R

Flag Characters

The<flags>field consists of the concatenation of one or more characters from
the following list:
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Flag Character = Meaning

c Attribute can appear a single time within a user or profile check-
list

C Attribute can appear multiple times within a user or profile check-
list

r Attribute can appear a single time within a user or profile reply-
list

R Attribute can appear multiple times within a user or profile reply-
list

t Attribute can appear a single time within a tunnel attribute list

T Attribute can appear multiple times within a tunnel attribute list

oorO Attribute is orderable; the Administrator controls the order in

which such attributes are stored in the database (this only makes
sense for multi-valued attributes)

The VALUE Record

Value records are used to define names for specific integer values of previously
defined integer attributes. Value records are never required, but are appropriate
where specific meaning can be attached to an integer value of an attribute. The
value record must conform to the following syntax:

VALUE <attrib_name> <value_name> <integer_value>

where the parameters have meaning as follows:

Parameter Meaning

<attrib_name> Name of the attribute (up to 31 characters with no embedded
blanks)

<value_name> Name of the attribute value (up to 31 characters with no embedded
blanks)

<integer_value> Integer value associated with the attribute value

No two value records in a dictionary file should have the seatteib _name>
and<value_name>or the sameattrib_name> and<integer_value> If a
duplicate is encountered, the later definition of the attribute value is ignored in
favor of the earlier one (the earlier one is considered to be an override).
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The following example illustrates the use of the VALUE record to define more
user-friendly attribute values for the Framed-Protocol attribute:

ATTRIBUTE Framed-Protocol 7 integer Cr
VALUE Framed-Protocol PPP 1
VALUE Framed-Protocol SLIP 2

Using these dictionary records, the administrator need not remember that the
integer value 1 mear®PP and the integer value 2 measidP when used in
conjunction with the Framed-Protocol attribute. Instead, the Administrator
program will allow you to choose from a list of attribute values incluéipg
andSLIP.

The MACRO Record

Macro records are used to streamline the creation of multiple vendor-specific
attributes that include many common parameters. A macro record can be used to
encapsulate the common parts of the record. The macro record must conform to
the following syntax:

MACRO <macro_name>(<macro_vars>) <subst_string>

where the parameters have meaning as follows:

Parameter Meaning

<macro_name> Name of the macro

<macro_vars> One or more comma-delimited macro variable names
<subst_string> String into which macro variables are to be substituted; any

sequence of characters conforming to the format %x% for which
a macro variable called x has been defined will undergo the
substitution process

The following example illustrates the use of a macro that simplifies the
specification of multiple vendor-specific attributes:

MACRO Cisco-VSA(t, s) 26 [vid=9 typel=%t% len1=+2 data=%s%)]
ATTRIBUTE Cisco-xxx Cisco-VSA(1, string) R
ATTRIBUTE Cisco-yyy Cisco-VSA(4,int4) C
ATTRIBUTE Cisco-zzz Cisco-VSA(9, ipaddr) r
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Using the macro preprocessor built into the Steel-Belted Radius dictionary
processing, the records in the example above would be translated to the
following records before being further processed.

ATTRIBUTE Cisco-xxx 26 [vid=9 typel=1 len1=+2 data=string] R
ATTRIBUTE Cisco-yyy 26 [vid=9 typel=4 len1=+2 data=int4] C
ATTRIBUTE Cisco-zzz 26 [vid=9 typel=9 len1=+2 data=ipaddr] r

The OPTION Record

The Include
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Option records are used to specify vendor-specific options that fall outside the
scope of formatting individual attributes. The option record must conform to the
following format:

OPTION <option_name>=<option_value>

where the parameters have meaning as follows:

Parameter Meaning

<option_name> Name of the option; only currently supported option is bundle-
vendor-specific-attributes

<option_value> Setting for the specified option; currently supported values (for
bundle-vendor-specific-attributes ) are yes and no

Thebundle-vendor-specific-attributes  option controls whether or not multiple
vendor-specific attributes are bundled into a single attribute prior to being
inserted into a RADIUS response.

Record

Records that begin with th@ character are treated as special include records.
The string that immediately follows the name identifies the name of a dictionary
file whose contents are to be included in place of the include record.

Include records are only honored one level deep. If, for example, file
vendora.dct specifies an inclusion of filmdbase.dct which, in turn, includes
radacct.dct , vendora.dct will be considered to include all records in
radbase.dct , but not those imadacct.dct .
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The Master Dictionary File

The master dictionary file is a special dictionary file that is only required by the
RADIUS Administrator program. In order to allow attributes from multiple
dictionaries to be combined into a single dictionary so that users can be
configured with attributes for multiple vendor’s products, Steel-Belted Radius
processes a special dictionary calidiona.dcm and makes its contents
available to the Administrator program

The master dictionary typically consists of some include records that reference
the various vendor-specific dictionaries. The order in which the vendor-specific
dictionaries are included in the master dictionary has significance only if there
are two vendor-specific dictionaries that contain conflicting definitions for the
same attribute or attribute value. As with standard dictionary file processing, the
earlier definition of the attribute or attribute value takes precedence over any
later definitions of the same attribute or attribute value.

The one limitation of standard dictionary files that is waived for the master
dictionary is that theattrib_id> of all the attribute records must be unique.
Multiple vendors may well define different attribute names for the same attribute
identifier (assuming the attribute identifier is not already used in the base
RADIUS specification). Since attributes in the Steel-Belted Radius database are
stored by name (rather than attrib_id>), the waiver of this rule introduces

no ambiguity into the database.

Import Dictionary Files

Import dictionary files are special dictionary files that are only used when
importing user data from a text file supported by Unix implementations of
RADIUS. In order to map the names of attributes commonly used in these
implementations to those that are in use in Steel-Belted Radius, import
dictionaries are provided.

The RADIUS server reads all files with an extension of DCI in the private
directory and attempts to process any such files as import dictionary files. The
expected format of records in the import dictionaries is identical to that of
records in standard dictionaries.

When the administration program is used to import user data from an external
text file, the pull-down that requests information about the type of the text file
contains the list of all import dictionary files for which a standard dictionary file

by the same name is present. Importing the user data from the text file causes the
import dictionary to be used to translate the attribute names to attribute ids and
the standard dictionary to convert the attribute ids back to attribute names.
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