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The Mail-Gear™ Design

Mail-Gear provides you, the Administrator, the tools to manage your 
technology resources to provide safe, flexible email access to all users.  
Mail-Gear allows you to filter your users’ incoming and outgoing email, 
schedule the use of the email tools, and monitor email access by your 
users to ensure full accountability for responsible email use.

Mail-Gear Objects

The Mail-Gear design philosophy is based on an object-oriented 
approach. Each network has users, client computers, and servers that are 
all part of the network. Mail-Gear classifies each of these entities as 
“objects” and defines intuitive methods for manipulating these objects. 
These objects are defined in the following table:

TABLE 1. 

Object Symbol Description

Client A client is a computer connected to the network having a 
unique IP address.

User A user is a person using your network. Users can be 
given unique permissions regardless of the computer 
system they use on the network.

Cast A cast is a grouping of users or clients that operate in a 
specific manner. Casts can be scheduled to have different 
permissions depending on the date and time of day. User 
and Client objects may belong to at most one cast. 

List A list is a collection of addresses.  Lists can be uniquely 
applied to Client, User, Cast, or System objects by 
default or by date and time of day to allow or deny email 
messages from or email messages to the addresses in the 
lists.

Dictionary A dictionary is a collection of words or phrases that are 
used to dynamically score and possibly block messages.

System The system is the actual server running Mail-Gear. This 
object defines the default properties for Mail-Gear.
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Mail-Gear Methods

The Mail-Gear objects defined in the previous section are manipulated 
using methods. Methods are used to change the permissions or function-
ality for each of the objects. There are five (5) basic methods that can be 
applied to Mail-Gear objects:

Not all methods are available for each object. The following table 
describes each of the methods available in Mail-Gear and the objects 
they can manipulate.

TABLE 2. 

Method Object Description

Add Client, User, 
Cast, List, 
Dictionary

The Add method is used to add Mail-Gear objects to the 
network.

Delete Client, User, 
Cast, List, 
Dictionary

The Delete method is used to remove Mail-Gear objects 
from the network.

Modify Client, User, 
Cast, List, 
Dictionary, 
System

The Modify method is used to change the settings of 
each of the defined objects

Schedule Client, User, 
Cast, System

The Schedule method is used to define default access 
permissions as well as to schedule access permissions 
based on date and time of day.

Report Client, User, 
Cast, List, 
Dictionary, 
System

The Report method is used to show the activity of vari-
ous objects, the content of lists, and the content of dictio-
naries. 

Add

Delete

Modify

Schedule

Report

Client Object
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Setting Up

Steps to Follow

Proper installation and setup will help you achieve trouble-free opera-
tion of your Mail-Gear enabled network. It is strongly recommended 
you follow the basic steps outlined below.

1.  Install Mail-Gear on a Windows NT or Solaris server that meets the 
minimum requirements outlined in the Mail-Gear Installation Guide.

2.  Use the Modify method for the System object to set parameters for 
your SMTP and POP servers.

3.  Use a client on your network to access the Mail-Gear administrative 
tools to select what users are to have access to Mail-Gear.  Also, modify 
the users that are to have administrative permissions.

4.  Use the Schedule method for the System object to set the default per-
missions for Mail-Gear.

5.  Populate the Mail-Gear client database by manually adding the clients 
or by using the Mail-Gear Web Client.

Optionally, you may wish to further refine your network use by doing 
the following:

6.  Create dictionaries that Mail-Gear objects may use for the filtering of 
email messages.

7.  Create lists that Mail-Gear objects may use, either for bulk emailing, 
address filtering or both.

8.  Create casts based on the groupings of clients and users on your net-
work.

9.  Set the default permissions for casts using the Schedule method 
applied to the Cast objects.

10.  Schedule access rights for various clients, users, or casts based on a 
daily event or a specific date and time.

Network Design Considerations

When configuring Mail-Gear for your network, careful and thoughtful 
planning will give you the control you desire and eliminate end user 
confusion. One of the concepts that must be thoroughly understood is 
the order in which access permissions are assigned to the Mail-Gear 
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objects. If a client computer is filtered, but a user has unfiltered and 
open access permissions, which setting takes precedence? Additionally, 
should the default settings for each Client object be defined separately 
or should the clients be placed in a Cast object and that cast’s default 
settings modified?

The order of precedence for access permissions is based on the follow-
ing:

Since you can schedule events for each of these objects, the events for 
objects with the highest priority will supersede the events and default 
permissions for the objects below them. For example, if a user’s permis-
sions are set to Allow Only and a client cast called “Room 141” is unfil-
tered, the user will have unfiltered email access in Room 141 and still 
have Allow Only permissions on other clients.

Casting of Client and User objects is a very powerful feature of Mail-
Gear. The following rules should guide you when setting up casts:

• Casts should contain like objects when possible (clients or users).

• Casts should be created when it is desirable to give a grouping of 
users or clients a default behavior (such as filtering properties) that is 
different than the system default.

• Casts should be created when a group of users or clients need differ-
ent permissions during specific times. For example, student accounts 
can be Filtered by default and scheduled to be Allow Only every day 
from 7:00 AM to 4:00 PM.

Client Permissions

Client’s Cast Permissions

User Permissions

User’s Cast Permissions

System Permissions

Highest Priority

Lowest Priority
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• Casts for clients should be based on geographic location (Room 143) 
or a logical group (Teacher computers, Class of 2004, Accountants, 
etc.). 

If an object is in a cast and you wish to change the object’s permissions, 
scheduling the object itself will override the cast’s permissions. For 
example, a special student may have his email access time extended to 
5:00 PM even though he belongs to a cast whose access stops at 4:00 
PM.
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Understanding Address Lists and 
Dictionaries

Lists

Lists contain email addresses or parts of email addresses that clients, 
users, casts, and the system can be scheduled to use.  Address lists can 
be used to deliver mail to multiple users and also to filter incoming and 
outgoing mail.  The Postmaster list is the only list that exists when Mail-
Gear is initially installed.  The Postmaster contains the Administrator’s 
address and cannot be deleted.

Adding Addresses to Lists

Mail-Gear looks for the most specific match it can find when checking 
an address against a list when filtering.  Looking for the most exact 
match permits you to block or allow email messages from entire 
domains, specific users, specific names from any domain, or all email 
messages.

The following represent addresses in lists:

Example 1:

Create a list called BadList and place “@” in the list.  Schedule a cast as 
filtered with the BadList list in the Deny category.  This cast will not be 

TABLE 3. 

Term Example Description

user@domain lamieux@brightcorp.com A specific user at a 
specific domain.

@domain @brightcorp.com All users at a specific 
domain.

user lamieux A user of a specific 
name at the local email 
domain.

user@ lamieux@ A user of a specific 
name at any domain.

@ @ Any user at any 
domain.
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able to receive or send any email messages while the scheduled event is 
in effect.

Example 2:

Create a list called Grade12 and place the email addresses of all 12th 
grade students in the list.  Schedule a cast as Allow Only with the 
Grade12 list in the “Allow (Dictionary Enabled)” category.  This cast 
can then only send email messages to and receive email messages from 
the users in the Grade12 list while the scheduled event is in effect.

Dictionaries

A powerful feature of Mail-Gear is its ability to scan email messages for 
specific words.  If words matching those from a dictionary are found in 
the email message, Mail-Gear can optionally block delivery of the mes-
sage.

Mail-Gear can block email messages to specific users, clients, or casts 
based on the Dictionary Threshold.  The Dictionary Threshold sets the 
highest score a message can receive before being blocked from the 
intended recipient.  The score is determined by the score of all the words 
in an email message found in the dictionaries scheduled to be in the On 
state.  Review the Working with the Schedule Method section of this 
manual for more information on turning dictionaries On and the Dictio-
nary Threshold.
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Mail-Gear Web Client

Overview

The Mail-Gear Web Client provides dependable email access to users 
without dedicated desktop computers and without having to install any-
thing more than a web browser.  The Mail-Gear Web Client features an 
easy-to-use interface from which users can access their mailboxes, 
address book, and compose messages.  Mail-Gear’s web-based interface 
permits the user to access email wherever that user has Internet access.  
The user can use an Apple Macintosh® then move to a Windows® 95 
based computer at another location and still access their email via the 
Mail-Gear Web Client.

Requirements

The Mail-Gear Web Client requires the use of a browser that supports 
tables.  Netscape Navigator® 2.0 or later and Microsoft® Internet 
Explorer 3.0 or later are suitable browsers. 

The Mail-Gear Web Client

Access the Mail-Gear Web Client by way of the following URL:

http://<servername>:8003/

The <servername> is the host name or IP Address of the server running 
Mail-Gear.  The <servername> for your network can be obtained from 
the network administrator.

Your network administrator may have chosen a port number other than 
8003.  Consult your network administrator for the specific URL you 
should use.
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A user that has not logged in will be required to provide a username and 
password.  After logging in, the user will be presented with a display of 
their Mailboxes.

The Mail-Gear Web Client consists of five (5) virtual file folders that 
represent the various Mail-Gear Web Client functions.  To access a dif-
ferent Mail-Gear Web Client function, click the appropriate tab at the 
top of the file folder.

For more information on each of the Mail-Gear Web Client functions, 
see the Mail-Gear Web Client Manual.

Folder

Tabs
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Accessing the Mail-Gear Administrative 
Interface

The Mail-Gear Administrative Interface must be accessed with a 
browser that supports tables.  Netscape 2.0 or later and Microsoft Inter-
net Explorer 3.0 or later are suitable browsers.  After installing 
Mail-Gear, launch a web browser on any client on your network that can 
access the server running Mail-Gear. Access the Mail-Gear administra-
tive interface by way of the following URL:

http:// <servername> :8003/admin

The <servername>  is the host name or IP address of the server run-
ning Mail-Gear. You will be prompted for your login name and pass-
word.
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Note - Initially, only the “root” user (on Solaris) or the Administra-
tor login (on Windows NT) is the only user with administrative priv-
ileges.  Use this account to grant administrative privileges to other 
users or accounts as necessary.  See the Working with the Modify 
Method section of this manual for more information on granting 
privileges.

The tool bar located at the bottom of most administrative pages can be 
used to quickly access various sections of the Mail-Gear administrative 
interface. 

Mail-Gear Administrative Interface

Logout

System Methods

Dictionary Methods

List Methods

Cast Methods

User Methods

Client Methods
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The Mail-Gear Administrative Interface consists of icons for each object 
and shortcuts to each of the methods.

Client Modify Shortcut

Client Object
Administration
Page
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Working with the Add Method

The Add Method is used to add Mail-Gear objects to the network.

Client

Mail-Gear Client objects are added in two (2) ways:

1.  A client is added automatically when it POPs email from Mail-Gear or 
the client accesses the Mail-Gear Web Client interface.

2.  A client is added directly via the Mail-Gear Administrative Interface.

To add a client via the Mail-Gear Administrative Interface, select the 
Add link from the Client object administration page or the Client Add 
shortcut on the main Mail-Gear administration page.

This window displays the clients that are currently in the Mail-Gear 
database. Enter the IP address or host name of the client to be added 
then click the Add button. The list of existing clients will be updated.
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User

To add a user to Mail-Gear, select the Add link on the User object 
administration page or the User Add shortcut on the main Mail-Gear 
administration page.

Mail-Gear allows you to add multiple users simultaneously or one user 
at a time.

Add Multiple Users Simultaneously

To add multiple users simultaneously, select the Multiple users at once 
option and click the Next button.  Select the System Users who should 
also be Mail-Gear Users and click the Add button.  The list of Mail-
Gear users on the right will be updated with the names of the new Mail-
Gear users.  The information at the top of the screen regarding the num-
ber of Mail-Gear accounts available will also be updated to reflect your 
changes.

The number of
current Mail-Gear
users is updated
whenever new
Mail-Gear Users
are added. 
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Add One User at a Time

To add one user at a time, select the One at a time option and click the 
Next button.  Then, select a System User from the select list on the left 
and click the Add button or enter the name of an existing System 
Account in the space provided and click the Add button.  The list of 
Mail-Gear users on the right will be updated with the names of the new 
Mail-Gear users.  The information at the top of the screen regarding the 
number of Mail-Gear accounts will also be updated to reflect your 
changes.

Any system account added to Mail-Gear can have its own name, distinct 
from the system account name.  Select the system account to be added 
to Mail-Gear and enter a new name for this account in the Mail-Gear 
Account Name (optional) field.  Then, click the Add button to make this 
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system account a Mail-Gear account also.  The list of Mail-Gear users 
will be updated.

Cast

To add an empty cast (a group of users and clients) to Mail-Gear, select 
the Add link on the Cast object administration page or the Cast Add 
shortcut on the main Mail-Gear administration page.

Enter the name of the cast to be added then click the Add button.

Note - To populate a cast, review the Working with the Modify Method 
section of this manual.
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List

To add an empty list to Mail-Gear, select the Add link on the List object 
administration page or the List Add shortcut on the main Mail-Gear 
administration page.

Enter the name of the list to be added then click the Add button.

Note - To populate a list with addresses, see the Working with the 
Modify Method section of this manual as applied to List objects.

Dictionary

To add an empty dictionary, select the Add link on the Dictionary 
administration page or the Dictionary shortcut on the main Mail-Gear 
administration page.
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Enter the name of the dictionary to be added then click the Add button.

Note - To populate a dictionary with words and phrases, see the 
Working with the Modify Method section of this manual as applied to 
Dictionary objects.
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Working with the Delete Method

The Delete method is used to remove Mail-Gear objects from the net-
work.

Client

To delete a Client object from Mail-Gear, select the Delete link from the 
Client administration page or the Client Delete shortcut on the main 
Mail-Gear administration page.

Select one or more clients to delete then click the Finish button.

Note - A client will be automatically added to the Mail-Gear data-
base if a user uses the client to POP email or a user uses the Mail-
Gear Web Client on that client.

Cast

To delete a cast, select the Delete link from the Cast administration page 
or the Cast Delete shortcut on the main Mail-Gear administration page.

Select one or more cast objects to delete then click the Finish button.
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Note - Deleting a cast will place all the members of that cast (users 
and clients) into a state of not belonging to any cast.

List

To delete a list, select the Delete link from the List administration page 
or the List Delete shortcut on the main Mail-Gear administration page. 

Select one or more lists to delete and click the Finish button.

Warning:  Deleting a list completely removes the list and all of its con-
tents.

Dictionary

To delete a dictionary, select the Delete link from the Dictionary admin-
istration page or the Dictionary Delete shortcut on the main Mail-Gear 
administration page.

Select one or more dictionaries to delete then click the Finish button.

Warning :  Deleting a dictionary will completely remove the dictionary 
and all of its words from Mail-Gear.
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Working with the Modify Method

The Modify method is used to change the settings of each of the defined 
Mail-Gear objects.

Client

The Modify method for a Client object allows you to specify a cast for 
the client. 

To modify a client, select the Modify link from the Client object admin-
istration page or the Client Modify shortcut on the main Mail-Gear 
administration page.

 Select the client to be modified then click the Next button.

Select the cast for the client and click the Finish button. Selecting the 
blank field will remove the client from its current cast.  A client may 
belong to only one cast at a time.

User

The Modify method for a User object allows you to place a user into a 
cast as well as specify the user’s Mail-Gear administrative permissions. 
Your account must have the “Can Grant Permissions” permission in 
order to view and set the permissions of other users.
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Note - The permissions of the initial Administrator user (root on 
Solaris) cannot be changed.  You cannot modify your own permis-
sions.

To modify a user, select the Modify link from the User object adminis-
tration page or the User Modify shortcut on the main Mail-Gear admin-
istration page.

 Select the user to modify then click the Next button.

Select the user’s cast.  Selecting the blank space will remove the user 
from his/her current Cast.  Next, set the disk Quota, that is, the total size 
of disk space that the user can have for all of his/her mailboxes.  Finally, 
select the permissions this user should have and the objects to which the 
user can apply those permissions and click the Finish button.

Note - If an object has reached the Default Quota, any messages sent 
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to that object will be bounced back to the sender of the message. 

Note - You cannot change the permissions of your own account, but 
must use the Administrator account or another account with the 
Can Grant Permissions permission.

Note - A user who is given the ability to Grant Permissions must also 
be granted the ability to Modify Objects and the object that is mod-
ifiable by that user must also be checked.

Cast

The Modify method for a Cast object allows you to place User and Cli-
ent objects into a cast and change the attributes of a cast. 

To modify a cast, select the Modify link from the Cast object adminis-
tration page or the Cast Modify shortcut on the main Mail-Gear admin-
istration page.

TABLE 4. 

Permission Description

Can Grant Permissions User can grant or change permissions of other users

Add Objects User can use the Add method on objects

Delete Objects User can use the Delete method on objects

Report User can use the Report method on objects

Modify Objects User can use the Modify method on objects

Schedule Objects User can use the Schedule method on objects
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Modify Membership

To assign users and clients to a cast, select the cast, select the Modify 
Membership option, and click the Next button.  Users and clients can at 
most belong to one cast.

Highlight Unassigned Users and Unassigned Clients to add to the cast 
and click the Add button.

To remove users and clients from the cast, highlight the users and clients 
from the list to the right-hand-side of the window and click the Remove 
button.  Objects removed from a cast become Unassigned.

Once the cast is modified, click the Back to Top button.
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Modify Attributes

To modify the attributes of a cast, select the cast to be modified, select 
the Modify Attributes function, and click the Next button.

Set the size of the disk space available to the users in the cast for their 
email.  Click the Finish button to save the settings.

List

The Modify method for a list allows you to add and remove addresses 
from a list. 

To modify a list, select the Modify link from the List object administra-
tion page or the List Modify shortcut on the main Mail-Gear administra-
tion page.



26

Adding and Removing Addresses From a List

Select the list to modify and click the Next button. 

Populate the list with List Members and select the Owners of the list.  A 
copy of email sent to a list is received by all List Members who have 
valid email addresses.  Owners of a list are notified if something is 
wrong with the list, such as an incorrect address in the list.

Highlight the Mail-Gear users and lists that should also be List Mem-
bers and click the List Members button.  Highlight the Mail-Gear users 
and lists that should also be Owners and click the Owners button. The 
List Members and Owners lists will be updated.
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If an address is not listed as a Mail-Gear user or as a list, type the 
address in the Address field and click either the List Members button or 
the Owners button.  The List Members list or Owners list will be 
updated.

The acceptable values for the Address field are listed below:

To remove an address from a list, select the address from the List Mem-
bers or the Owners lists and click the Remove button.  The List Mem-
bers list or the Owners list will be updated.

Note - An address may be categorized as both a List Member and as 
an Owner.

Dictionary

Add, delete, and edit words in a dictionary with the Modify method for 
dictionaries.

To modify the dictionary settings, select the Modify link from the Dic-
tionary administration page or the Dictionary Modify shortcut on the 
main Mail-Gear administration page. 

TABLE 5. 

Term Example Description

user@domain lamieux@brightcorp.com A specific user at a specific 
domain.

@domain @brightcorp.com All users at a specific 
domain.

user lamieux A user of a specific name at 
the local email domain.

user@ lamieux@ A user of a specific name at 
any domain.

@ @ Any user at any domain.
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Select the dictionary to modify and click the Next button. 

 Adding Words to the Dictionary

Enter the new word in the Word field and select the score for the word.  
The higher the score, the more likely an email message will be blocked 
if it contains that word.  Click the Add button to update the dictionary.

Deleting Words from the Dictionary

Select the word or phrases to delete from the dictionary and click the 
Delete button to update the dictionary.
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Editing Words in the Dictionary

To change the score of a word already in the dictionary, either delete the 
word and add the word again or enter the word and choose the correct 
score, then click the Add button.  The word will be updated in the dic-
tionary.

System

The Modify method for the system is used to establish the system set-
tings. 

To modify the System object, select the Modify link from the System 
object administration page or the System Modify shortcut on the main 
Mail-Gear administration page.

The Modify method for the System object consists of five (5) different 
categories:  SMTP Server Options, POP Server Options, Built-in HTTP 
Server, Licensing, and Other Settings.  Highlight a category to modify 
and click the Next button.

Note - Some of the categories have settings for simultaneous connec-
tions.  A larger number of connections requires more system 
resources (such as memory), so setting the number of connections 
too high can actually slow processing.  Connections are queued 
when the system is already processing the maximum number 
allowed.
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SMTP Server Options

Specify the SMTP Server Options based on the following explanations:

TABLE 6. 

Setting Description

Maximum Number of Outgoing Connec-
tions

Mail-Gear will confine itself to the speci-
fied number of simultaneous outgoing 
email messages.  A lower number is rec-
ommended for slower networks.

Maximum Number of Incoming Connec-
tions

Mail-Gear will confine itself to the speci-
fied number of simultaneous incoming 
email messages.  A lower number is rec-
ommended for slower networks.
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Once the SMTP Server Options have been set, click the Finish button.

Local Email Domain The Local Email Domain is the domain 
automatically included as part of the 
email address if the user is the only part 
of the email address specified in the To 
field of a composed messages.  (ex.  if the 
Local Email Domain is set to:  bright-
corp.com, then a message with lamieux in 
the To field would be equivalent to 
lamieux@brightcorp.com in the To field.)  
Additionally, messages addressed to 
user@localdomain are delivered to the 
user’s Inbox.

Other Local Domains These domains are also considered local. 
Email to these domains will be delivered 
to local users and lists. Enter only one 
domain per line.

Relay Host The name of the Host that accepts all out-
going SMTP traffic.  That is, email is 
relayed through an email host rather than 
delivered directly.  This setting is 
optional, but may be required if Mail-
Gear is installed behind a firewall.  Con-
sult your network administrator.

TABLE 6. 

Setting Description
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POP Server Options

Specify the POP Server Options based on the following explanations:

Once the POP Server Options have been set, click the Finish button.

Note - In each of these cases, higher numbers are recommended for 
larger servers servicing a large number of users.

TABLE 7. 

Setting Description

Maximum Number of Simultaneous Con-
nections

Mail-Gear will confine itself to the speci-
fied number of simultaneous incoming 
POP sessions.  A lower number is recom-
mended for slower networks.
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Built-In HTTP Server

Specify the Built-In HTTP Server Options based on the following expla-
nations:

Once the Built-In HTTP Server Options have been set, click the Finish 
button.

TABLE 8. 

Setting Description

Maximum Number of Simultaneous Con-
nections

Mail-Gear will confine itself to the speci-
fied number of simultaneous HTTP 
requests.  A lower number is recom-
mended for slower networks.

HTTP Port Number Enter the port number on which the 
HTTP server will listen.  This number 
should be distinct from all other HTTP 
servers on a given machine.  The HTTP 
port number will revert to the previously 
assigned port number if the port number 
entered is not unique.

Use Keep Alives? If Yes is selected, the server will attempt 
to reuse a single connection for multiple 
requests.  Large sites should probably set 
this option to No to prevent all of the con-
nections from being used.
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Licensing

The license form must be completed and submitted to obtain a license 
key.  You must obtain a license key in order to use all of the Mail-Gear 
functions.  The license is obtained via an HTTP request.  If your server 
needs to use a proxy server to make the request, then specify that server 
in the proxy server field.  The server should be specified as proxyser-
ver:port (ie. proxy.brightcorp.com:80).

To complete the form, you will need the serial number which you 
received with your Mail-Gear package.

Completely fill out the license form and click the Submit button to 
obtain your license key.
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Other Settings

Specify the Other Settings based on the following explanations:

Once the Other Settings are set, click the Finish button.

Note - If an object has reached the Default Quota, any messages sent 
to that object will be bounced back to the sender of the message.

TABLE 9. 

Setting Description

Activity Logging Disable or Enable activity logs.  If logs 
are enabled, select the amount of time to 
retain activity logs.  If the activity logging 
is disabled, all of the reporting functions 
will not work properly.

Default Quota Specify the total size of disk space for 
each user’s mailboxes.  This value may be 
overridden by modifying individual 
users’ quotas.
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Working with the Schedule Method

The Schedule method is used to define default permissions in addition 
to scheduling access permissions based on date and time of day.

Client, User, Cast, System

The Schedule method is basically the same for the Client, User, Cast, 
and System objects. However, it is important to understand the prece-
dence of object permissions as discussed in the Setting Up section of 
this manual. In addition to the precedence of objects, the individual 
events also have a specific precedence as shown below:

Specific events are scheduled for a specific date and time, such as        
10/28/1999 from 2:00 PM to 3:00 PM. Daily events reoccur each speci-
fied day, such as every Monday and Wednesday from 11:00 AM to    
1:00 PM. Default settings apply when no other event is in effect.

Only the System object is required to have default settings. Other 
objects can be scheduled for specific or daily events then return to the 
system default when no other event is in effect.

To schedule a Client, User, Cast, or System object, select the appropriate 
Schedule link on the object administration page or the object’s Schedule 
shortcut on the main Mail-Gear administration page.

Specific Event

Daily Event

Defaults

Higher Priority

Lower Priority
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Set Defaults

To change the default access permissions of an object, select the object, 
select the Set Defaults function, and click the Next button.

The Inactivity Timeout setting is used to specify the amount of idle time 
a user has prior to being logged out of Mail-Gear.  The amount of time 
available ranges from one (1) minute to thirty (30) minutes.

The Filtering State refers to the level of filtering for this object.  Filtered 
indicates that lists and dictionaries are applied.  Unfiltered indicates that 
no filtering is applied.  Allow Only indicates that the object will be per-
mitted to only send and receive email messages from addresses listed as 

(List)
(List)

(List)
(List)

(List)
(List)

(List)
(List)

(List)
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Allow (Dictionary Disabled) or Allow (Dictionary Enabled).  Allow 
(Dictionary Disabled), Allow (Dictionary Enabled), and Deny are 
defined in TABLE 10 in this section.

The Permitted Server Access Methods include SMTP, POP, and the 
Mail-Gear Web Client.

The purpose of SMTP (Simple Mail Transfer Protocol) is to send and 
receive email messages.  Check the SMTP checkbox to allow email to 
be sent via any tool loaded on a client that supports SMTP.  Deselect the 
SMTP checkbox to require users to use the Mail-Gear Web Client to 
compose messages.  Use of the Mail-Gear Web Client guarantees that 
users cannot forge email messages.  The Mail-Gear Web Client requires 
users to log in.  As a result, Mail-Gear is able to identify a user and pre-
fill the From field for the user whenever that user attempts to compose a 
message.

The purpose of POP (Post Office Protocol) is to retrieve email from 
mailboxes.  Checking the POP checkbox allows users to check their 
email messages via any tool loaded on a client that supports POP.  Dese-
lect the POP checkbox to require users to use the Mail-Gear Web Client 
to check for messages in their mailboxes.

The Mail-Gear Web Client is the email tool that allows users to access 
their email, compose messages, and view their address book and prefer-
ences from anywhere on the network.  Check the Mail-Gear Web Cli-
ent checkbox to give users access to the Mail-Gear Web Client.  
Deselect the Mail-Gear Web Client checkbox to deny users access to 
the Mail-Gear Web Client.

Note - It is recommended that the SMTP, POP, and Mail-Gear Web 
Client checkboxes all remain checked at the system level.

Next, choose the disposition of messages that are denied due to the fil-
tering settings.  Denied messages may be bounced, dropped, or deliv-
ered.  Bounced messages are automatically sent back to the sender with 
a message informing the user that their message was bounced.  Dropped 
messages are not delivered and are removed from the system.  Delivered 
messages are sent to the intended recipient despite the filtered settings 
and the violation is recorded in the logs.

Notification messages can be sent for email messages sent.  You can be 
notified on all messages involving an object or just blocked messages.  
If a message is blocked and a notification is sent, then the users notified 
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have the opportunity to approve the message and forwarded it to the 
intended recipient.

Once the settings are set, click the Next button. 
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If the Filtered or Allow Only permissions were selected, you must next 
select the lists that will be applied to email messages that are being sent.

If a list is left under the Use Defaults heading, the setting for that list 
may be determined by another object.  If a user is scheduled and all of 

Postmaster

Filtering state
is set to
filtered.

(List)
(List)

(List)
(List)

(List)
(List)

(List)
(List)

(List)
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the user’s lists are set as Use Defaults, Mail-Gear will look under the 
user’s permissions to determine how those lists are set and apply those 
rules.  See the Network Design Considerations section of this manual 
for more information on the order of precedence for the Mail-Gear 
objects. 

Select the lists from Use Defaults to set as Allow (Dictionary Disabled), 
Allow (Dictionary Enabled), or Deny.  Click the appropriate, button, 
either Allow (Dictionary Disabled), Allow (Dictionary Enabled), or 
Deny to move the selected lists to the appropriate field.

TABLE 10. 

Term Definition

Allow (Dictionary Disabled) Allow the user only to send email mes-
sages to and only to receive email mes-
sages from the addresses found in these 
lists and do not apply filtering through 
dictionaries.

Allow (Dictionary Enabled) Allow the user only to send email mes-
sages to and only to receive email mes-
sages from the addresses found in these 
lists, and apply the dictionary filtering to 
these messages and block messages if 
necessary.

Deny Do not allow the user to send any email 
messages to or receive any email mes-
sages from the addresses in these lists.
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 Once the lists for sending email are set, click the Next button.

The next window is similar to the previous window except the lists are 
being specified for receiving email.  That is, the organization of the lists 
into the different categories, Allow (Dictionary Disabled), Allow (Dic-
tionary Enabled), and Deny, determines whether or not the user can 
receive email messages from the addresses in the lists.

Postmaster

Postmaster



43

To apply the same organization of the lists for the email messages that 
are received and the email messages that are sent, click the Copy from 
Sending button in the lists for Receiving Email window.

Once the lists for receiving email are set, click the Next button.
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The last window allows you to set the filtering options for this object.

Filtering Options

Postmaster
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Specify the filtering options for the object based on the following expla-
nations:

Once you have set the default settings, click the Finish button.

Since the scheduled default access permissions can be set for different 
Users, Clients, Casts, and the System object you have the flexibility to 
make filtering options less strict for adults than for young children. You 
also have the flexibility to design your network in such a way that indi-
viduals must be using certain clients to download certain file types.

Schedule a Daily Event

A daily event can be scheduled to override the default access permis-
sions of an object. Daily events reoccur as specified until the event is 
deleted. For example, you can set a cast containing all the clients of a 
classroom to be Filtered by default and schedule a daily event to permit 
Allow Only access of email messages. To schedule a daily event, select 

TABLE 11. 

Option Description

Dictionary Options Select the dictionaries to be used for filtering incoming 
and outgoing email messages.  If lists from the previous 
window were placed under Allow (Dictionary 
Enabled), some number of dictionaries must be placed 
under On for filtering to occur.

Dictionary Threshold Select the score which must be reached for an email 
message to be blocked.  The score is determined by the 
words in the dictionaries that are On and the total score 
of those words in the email message.

Block MIME Types Select the different types of media which will not be per-
mitted in email messages.

AutoLock If set to yes and the user attempts to send X blocked 
email messages within Y minutes, deny the user access 
to Mail-Gear.  An AutoLocked user is unable to access 
email because the Permitted Server Access Methods for 
that user (SMTP, POP, Mail-Gear Web Client) are 
unchecked.  Unlock the user by either deleting the user’s 
existing default event or changing the user’s defaults in 
the Schedule method.
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the object, select the Schedule a Daily Event function, and click the 
Next button 

Select the days of the week on which the event is to occur, the time of 
day for the event, and click the Next button. 

The rest of the windows contain the same settings as described in the Set 
Defaults section above.  Follow the directions specified for Set Defaults 
to schedule a daily event.
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Schedule an Event for a Specific Date

To schedule a specific event, select the object, select the Schedule An 
Event for a Specific Date function, and click the Next button. 

Select the date and time of day for the event, the number of days for the 
event, then click the Next button. You may choose to have the event 
repeat for up to 14 days. Specific events are automatically deleted when 
they have concluded.

The rest of the windows contain the same settings as described in the Set 
Defaults section above.  Follow the directions specified for Set Defaults 
to schedule an event for a specific date.
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Edit/View an Existing Event

To modify an existing event, select the object, select the Edit/View an 
Existing Event function, and click the Next button. 

You will be shown a list of all the events specified for the object. Note 
that the lowest priority event, the default settings for the object, is listed 
at the top and the highest priority events, the specific events, are listed at 
the bottom.

If you wish to edit an event, select the specific event and click the Next 
button. You will be given the appropriate display for editing the event’s 
values. Make the changes you desire as described earlier in this manual. 

Note: You cannot change an event from one type to another, such as 
from daily to specific.
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Delete an Existing Event

To delete a scheduled event, select the object, select the Delete an 
Existing Event function, and click the Next button.

You will be shown a list of all the events specified for the object. Select 
the event(s) to delete and click the Finish button.

Note: You cannot delete the System object’s default settings.
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Working with the Report Method

The Report method is used to show the email activity for various 
objects, the content of lists, and the content of dictionaries.

Note - Faster systems will generate reports more quickly.

Note - Reports can quickly generate large amounts of information 
that may crash some Web browsers.  If this happens, try limiting 
your report as described in this section. 

Client, User, Cast, System

The Report method is basically the same for the Client, User, Cast and 
System objects. The Report method allows you to generate reports on all 
of an object’s email activity.  Email activity includes:  receiving and 
sending email messages and any actions on an email message.  

To report on a Client, User, Cast or System object, select the appropriate 
Report link from the object’s administration page or the object’s Report 
shortcut on the main Mail-Gear administration page. 

Select the specific object to generate a report on then click the View 
Usage button. If no objects are selected, then all objects will be included 
in the report.
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While the client object reports on clients, the user object reports on 
users, and the cast object reports on casts, the system object is able to 
report on multiple client, user, and cast objects simultaneously.

Select the date and time range which the report should cover.  Then, 
select the information to be included in the report and click the Gener-
ate Report button.  If none of the checkboxes are selected, then all 
email activity will be included in the report.  Selecting specific realms or 
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actions limits the report to contain only those records with those realms 
or actions.

TABLE 12 describes the information that can be returned by a report.

TABLE 12. 

Action Realm Description

Login Web Client 
POP

An attempt was made to login

Logoff Web Client 
POP

A user was logged off

Connected To SMTP Mail-Gear made a connection to a remote 
server

Connection From SMTP An SMTP connection was received
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Disconnected POP   
SMTP

Mail-Gear was disconnected from a remote 
system

Message Accepted SMTP A message was received for processing

Message Rejected SMTP A message was not accepted by Mail-Gear 
(due to server failure [disk full, write error, 
etc.], detection of a message loop, oversub-
scribed license, locked user or client)

Processing Completed SMTP The processing of a message was completed

Delivery Failed SMTP An attempt to deliver a message failed

Message Delivered SMTP A message has been delivered (either to a 
local user’s Inbox or to a remote server for 
further processing)

Message Bounced SMTP A message was returned to sender

Message Dropped SMTP A message was dropped

Message Read Web Client 
POP

A message was read (the state of the message 
changed from unread to read) or retrieved 
(via POP)

Message Deleted Web Client 
POP

A message was removed from the user’s 
Trash [Web Client], or was deleted from the 
Inbox via POP [POP]

Message Moved Web Client A message was moved from one mailbox to 
another (including moving email to the Trash 
Mailbox)

Message Edited Web Client A message was edited

Protocol Violation POP            
SMTP

The remote end of a service connection 
(SMTP, POP) issued a request that violates 
the protocol for that service (i.e., issuing 
commands out of sequence, missing or 
invalid parameters, etc.), or issued an unrec-
ognized request [POP, SMTP]

Content Violation SMTP A message with inappropriate content was 
detected

Access Violation Admin   
Web Client 
POP             
SMTP

Attempts to perform actions for which the 
user does not have permission

Object Added Admin   
Web Client

A user, client, list, cast, dictionary, or mail-
box was added

TABLE 12. 

Action Realm Description
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Object Deleted Admin     
Web Client

A user, client, list, cast, dictionary, or mail-
box object was deleted

Object Modified Admin An object was modified (attributes, content, 
or memberships changed, etc.)

Object Scheduled Admin An event was scheduled or deleted

Object Renamed Web Client A mailbox was renamed

Message Approval Web Client 
SMTP

A user approved or bounced a notification 
message

AutoLocked Admin A user was autolocked

TABLE 12. 

Action Realm Description
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 Dictionary

The Dictionary Report method allows you to review a dictionary’s 
words and phrases and their associated scoring properties. 

To access the dictionary Report method, select the Report link from the 
Dictionary administration page or the Dictionary Report shortcut on the 
main Mail-Gear administration page. 

Select a dictionary and click the View Dictionaries button. 
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List

The List object Report method allows you to generate reports on all of 
the email activity by the addresses in the list and also lets you review the 
addresses in the list.

To access the List object Report method, select the Report link from the 
List administration page or the List Report shortcut on the main Mail-
Gear administration page.

List Contents

Select the List Contents option and click the Next button to view the 
contents of any list.
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Select one or more lists and click the View Lists button to view the con-
tents of those lists.

Access Report

Generate an access report on one or several lists by selecting the Access 
Reports option and clicking the Next button and then selecting the lists 
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for which reports will be generated and clicking the View Usage button.  
If no lists are selected, all accesses will be included in the report.

The options for this report are the same as the options for generating a 
report for a User, Cast, Client, or System object.  Review the Working 
with the Report Method section of this manual as applied to the Client, 
User, Cast or System objects for a complete description of this reporting 
tool. 

Allow
Business Partners
Local ISPs
Marketing
Pornography
Postmaster
Sister School
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Using Mail-Gear: Some Examples

This section takes you through some sample scenarios at a fictitious 
school to help you better understand how to make use of the Mail-Gear 
tools at your command.

Our sample school is very small with only 6 students and 2 teachers:

Students: Ivonne, Rene, Mark, Michelle, Yolanda, and       Michael                                                                                              
Teachers: Bill and Amy

The school has a generous technology budget and has client computers 
in a computer lab, library, and in 2 classrooms. The IP addresses for 
each of these client computers are:

Lab: 192.168.1.3, 192.168.1.4, 192.168.1.7, and 192.168.1.8
Library: 192.168.1.5, 192.168.1.6, and 192.168.1.9
Room 1: 192.168.1.10
Room 2: 192.168.1.11

Example 1: Initial Setup

Amy is the school’s computer expert. She has loaded Mail-Gear onto the 
school’s server.

Amy’s next task is to configure Mail-Gear specifically for the school. 
She accesses the Mail-Gear Administrative Interface by visiting:

http:// <servername> :8003/admin
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and logs in as the Administrator. 

Amy wants to first create a cast of clients.  She must first add the clients 
that are on the network to Mail-Gear.  She clicks the Add shortcut for 
the Client object and adds the clients that are found in the Lab, the 
Library, Room1, and Room2.
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To create the casts, she clicks the Add shortcut for the Cast object and 
adds the Lab, Library, Room1, and Room2 casts.

To populate the casts with the appropriate clients, Amy clicks the Mod-
ify  shortcut for the Cast object. To populate the Lab cast, Amy selects 
the Lab cast, selects the Modify Membership option, and clicks the Next 
button.
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Amy selects the clients which are in the Lab and clicks the Add button 
to add the clients to the Lab cast.  Amy sets up the Library, Room1, and 
Room2 casts in the same way that she has set up the Lab cast.

Amy’s next step is to set up lists of email addresses.  She wants to ini-
tially set up three (3) different lists:  Faculty, Students, and BadList.  
Amy clicks the Add shortcut under the List object.  She then enters the 
name of the new list and clicks the Add button.  Amy adds all three lists 
in this manner.

Amy would like some of the lists populated with people associated with 
the school, so she decides to add users to Mail-Gear.
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Amy’s school has purchased enough licenses so that all students and 
faculty can have Mail-Gear accounts, so Amy makes all users Mail-
Gear users.

Amy clicks the Modify shortcut under the List object to populate the 
lists with Mail-Gear users.  She then selects the Faculty list and clicks 
the Next button.  Since Amy is modifying the Faculty list, she would 
like to add all of the Mail-Gear users that are faculty members to the list.  
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Amy highlights her own name and Bill’s name and clicks the List 
Members button.

Amy wants to be notified if there are any problems with the list, so she 
also adds herself to the Owners section by highlighting her name and 
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clicking the Owners button.  Once she has done this, she clicks the OK  
button to save her changes.

Amy then modifies the Students list and adds all of the other Mail-Gear 
users to this list.  She adds herself as an owner and clicks the OK  button 
to save her changes.

Amy created the BadList list because she knows of an address which the 
school has deemed inappropriate for students and faculty.  She needs to 
add the address to the BadList list, so Amy clicks on the Modify short-
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cut under the List object, highlights the BadList list and clicks the Next 
button.

The school has determined that neither students nor faculty should send 
or receive email messages from any users at badmail.com , so Amy 
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types:  @badmail.com  in the Address box and clicks the List Mem-
bers button.

Amy then clicks the OK  button to save her changes.

@badmail.com
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Next, Amy decides to modify the system.  Amy clicks the Modify short-
cut under the System object.  She then highlights SMTP Server Options 
and clicks the Next button.

Amy’s school has a fast connection to the Internet, so she sets the num-
ber of maximum number of outgoing and incoming connections to fifty 
(50).  Amy enters the local domain, brightschool.k12.va.us , in 
the Local Email Domain field. To save her changes, Amy clicks the Fin-
ish button.

Amy clicks the Modify shortcut under system, the POP Server Options, 
and the Next button to modify the POP options.  Amy sets the maximum 



69

number of simultaneous connections to fifteen (15) and clicks the Fin-
ish button to save her changes.

Amy next modifies the Built-In HTTP Server options.  She clicks the 
Modify shortcut for the System object and clicks the Next button.  Amy 
sets the maximum number of simultaneous connections to thirty (30) 
and enters the HTTP port number.  She clicks the Finish button to save 
her changes.

Amy’s last modification is to the Other Settings.  She modifies the Other 
Settings by clicking the Modify shortcut for the System object and then 
clicking the Next button.
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The server has plenty of disk space so Amy enables activity logging and 
sets the system so the log files are removed after three (3) months --  log 
files are needed for reporting functions to work correctly.  Amy specifies 
the amount of space each user is permitted for email messages as 10 
MB.  She then clicks the Finish button to save her changes.

Amy returns to the Mail-Gear administration screen and selects the 
Schedule shortcut under the system section. She wants to set the default 
filtering properties for her system so she selects Set Defaults then 
selects the Next button.

Amy wants to protect students who forget to logout, so she sets the Inac-
tivity Timeout to five (5) minutes.  The school requires that students be 



71

filtered by default, so Amy selects Filtered as the Filtering State.  Amy 
then selects SMTP so that students are able to receive email messages 
from the outside world.  Finally, to help keep the Mail-Gear users safe 
from receiving inappropriate email messages, Amy decides to bounce 
messages that are blocked back to the sender and to also have herself 
notified whenever a message is blocked, then she clicks the Next button.

The next screen determines to which lists of email addresses the users 
are able or not able to send email messages. 
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Amy highlights the BadList list and clicks the Deny button.  Mail-Gear 
users are able to send email messages to any email addresses except 
those listed in the BadList list.  Amy then clicks the Next button.

The next screen determines from which email addresses the users are 
able to receive email messages.  Amy wants the lists organized the same 
way as listed for the lists for Sending window so she clicks the Copy 
From Sending button.

Amy clicks the Next button.
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The next screen covers the filtering options.  Amy does not want to keep 
students from receiving attachments, so she does not block any MIME 
types. She then enables the AutoLock and clicks the Finish button.

Amy is finished configuring Mail-Gear for her school.



74

Example 2: Michael has been a bad boy

Amy generates a report on any messages that have been blocked on the 
system.  She clicks on the Report shortcut for the User object.  She 
wants a report on all users so she clicks the View Usage button since a 
report on all users is the default.  She enters a range of dates that covers 
the previous week, selects the Content Violation checkbox, and clicks 
the Generate Report button.
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Amy notices several bounced email messages from Michael, so she 
decides to monitor Michael’s email activity.
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Amy clicks on the Schedule shortcut for the User object.  She then high-
lights Michael’s name, highlights Set Defaults, and clicks the Next but-
ton.

Amy leaves everything as it was set except that Blocked Messages are 
now dropped and Amy is notified on all the messages which Michael 
sends.  So, if an email message is blocked, the message is not sent to 
anyone except to Amy until she either approves the message, bounces 
the message back to Michael, or deletes the message. Amy then clicks 
the Next button through the next several windows without changing any 
options until she is able to click the Finish button and save all of her 
changes.
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Over several days, Amy receives email messages from Michael to other 
students with inappropriate language.  Amy decides to deny Michael 
access to any email until she is able to speak to him.  Amy clicks the 
Schedule shortcut for the User object.

Amy deselects all of the permitted server access methods so that 
Michael is unable to access email.  She clicks the Next button on the 
next few pages without making any changes until she is able to click the 
Finish button and save all of her changes.  Now, when Michael comes to 
Amy complaining that he is unable to access his email, Amy is able to 
explain and show Michael why his email privileges have been revoked.
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