The Mail-Gear™ Design

Mail-Gear provides you, the Administrator, the tools to manage your
technology resources to provide safe, flexible email access to all users.
Mail-Gear allows you to filter your users’ incoming and outgoing email,
schedule the use of the email tools, and monitor email access by your
users to ensure full accountability for responsible email use.

Mail-Gear Objects

The Mail-Gear design philosophy is based on an object-oriented
approach. Each network has users, client computers, and servers that are
all part of the network. Mail-Gear classifies each of these entities as
“objects” and defines intuitive methods for manipulating these objects.
These objects are defined in the following table:

TABLE 1.

Object Symbol Description

Client A client is a computer connected to the network having a
’il unique IP address.
=

User A user is a person using your network. Users can be

@ given unique permissions regardless of the computer
system they use on the network.

Cast | A cast is a grouping of users or clients that operate in a
@! specific manner. Casts can be scheduled to have different
| ] permissions depending on the date and time of day. User

and Client objects may belong to at most one cast.

List =1 A list is a collection of addresses. Lists can be uniquely

E applied to Client, User, Cast, or System objects by
default or by date and time of day to allow or deny email
messages from or email messages to the addresses in the
lists.

Dictionary A dictionary is a collection of words or phrases that are
rﬁa used to dynamically score and possibly block messages.

System The system is the actual server running Mail-Gear. This

object defines the default properties for Mail-Gear.
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Ma

il-Gear Methods

The Mail-Gear objects defined in the previous section are manipulated
using methods. Methods are used to change the permissions or function-
ality for each of the objects. There are five (5) basic methods that can be
applied to Mail-Gear objects:

Modify
Delete Schedule

IR

Add w—p

Client Object

Not all methods are available for each object. The following table
describes each of the methods available in Mail-Gear and the objects
they can manipulate.

TABLE 2.

Method  Object Description

Add Client, User, The Add method is used to add Mail-Gear objects to the
Cast, List, network.
Dictionary

Delete Client, User, The Delete method is used to remove Mail-Gear objects
Cast, List, from the network.
Dictionary

Modify Client, User,  The Modify method is used to change the settings of
Cast, List, each of the defined objects
Dictionary,
System

Schedu

Report

le Client, User, The Schedule method is used to define default access
Cast, System permissions as well as to schedule access permissions
based on date and time of day.

Client, User, The Report method is used to show the activity of vari-
Cast, List, ous objects, the content of lists, and the content of dictio-
Dictionary, naries.

System




Setting Up

Steps to Follow

Proper installation and setup will help you achieve trouble-free opera-
tion of your Mail-Gear enabled network. It is strongly recommended
you follow the basic steps outlined below.

1. Install Mail-Gear on a Windows NT or Solaris server that meets the
minimum requirements outlined in the Mail-Gear Installation Guide.

2. Use the Modify method for the System object to set parameters for
your SMTP and POP servers.

3. Use a client on your network to access the Mail-Gear administrative
tools to select what users are to have access to Mail-Gear. Also, modify
the users that are to have administrative permissions.

4. Use the Schedule method for the System object to set the default per-
missions for Mail-Gear.

5. Populate the Mail-Gear client database by manually adding the clients
or by using the Mail-Gear Web Client.

Optionally, you may wish to further refine your network use by doing
the following:

6. Create dictionaries that Mail-Gear objects may use for the filtering of
email messages.

7. Create lists that Mail-Gear objects may use, either for bulk emailing,
address filtering or both.

8. Create casts based on the groupings of clients and users on your net-
work.

9. Set the default permissions for casts using the Schedule method
applied to the Cast objects.

10. Schedule access rights for various clients, users, or casts based on a
daily event or a specific date and time.

Network Design Considerations

When configuring Mail-Gear for your network, careful and thoughtful
planning will give you the control you desire and eliminate end user
confusion. One of the concepts that must be thoroughly understood is
the order in which access permissions are assigned to the Mail-Gear




objects. If a client computer is filtered, but a user has unfiltered and
open access permissions, which setting takes precedence? Additionally,
should the default settings for each Client object be defined separately
or should the clients be placed in a Cast object and that cast’s default
settings modified?

The order of precedence for access permissions is based on the follow-
ing:

Highest Priority Client Permissions

A

Client’s Cast Permissions

User Permissions

User's Cast Permissions

\/

Lowest Priority System Permissions

R o

Since you can schedule events for each of these objects, the events for
objects with the highest priority will supersede the events and default
permissions for the objects below them. For example, if a user’s permis-
sions are set to Allow Only and a client cast called “Room 141" is unfil-
tered, the user will have unfiltered email access in Room 141 and still
have Allow Only permissions on other clients.

Casting of Client and User objects is a very powerful feature of Mail-
Gear. The following rules should guide you when setting up casts:

» Casts should contain like objects when possible (clients or users).

» Casts should be created when it is desirable to give a grouping of
users or clients a default behavior (such as filtering properties) that is
different than the system default.

» Casts should be created when a group of users or clients need differ-
ent permissions during specific times. For example, student accounts
can be Filtered by default and scheduled to be Allow Only every day
from 7:00 AM to 4:00 PM.




Casts for clients should be based on geographic location (Room 143)
or a logical group (Teacher computers, Class of 2004, Accountants,
etc.).

If an object is in a cast and you wish to change the object’s permissions,
scheduling the object itself will override the cast’'s permissions. For
example, a special student may have his email access time extended to
5:00 PM even though he belongs to a cast whose access stops at 4:00
PM.




Understanding Address Lists and
Dictionaries

Lists

Lists contain email addresses or parts of email addresses that clients,
users, casts, and the system can be scheduled to use. Address lists can
be used to deliver mail to multiple users and also to filter incoming and
outgoing mail. The Postmaster list is the only list that exists when Mail-
Gear is initially installed. The Postmaster contains the Administrator’'s
address and cannot be deleted.

Adding Addresses to Lists

Mail-Gear looks for the most specific match it can find when checking
an address against a list when filtering. Looking for the most exact
match permits you to block or allow email messages from entire
domains, specific users, specific names from any domain, or all email
messages.

The following represent addresses in lists:

TABLE 3.

Term Example Description

user@domain  lamieux@brightcorp.com A specific user at a
specific domain.

@domain @brightcorp.com All users at a specific
domain.

user lamieux A user of a specific
name at the local email
domain.

user@ lamieux@ A user of a specific
name at any domain.

@ @ Any user at any
domain.

Example 1:

Create a list called BadList and place “@” in the list. Schedule a cast as
filtered with the BadList list in the Deny category. This cast will not be




able to receive or send any email messages while the scheduled event is
in effect.

Example 2:

Create a list called Grade12 and place the email addresses of all 12th
grade students in the list. Schedule a cast as Allow Only with the
Gradel2 list in the “Allow (Dictionary Enabled)” category. This cast

can then only send email messages to and receive email messages from
the users in the Grade12 list while the scheduled event is in effect.

Dictionaries

A powerful feature of Mail-Gear is its ability to scan email messages for
specific words. If words matching those from a dictionary are found in
the email message, Mail-Gear can optionally block delivery of the mes-
sage.

Mail-Gear can block email messages to specific users, clients, or casts
based on the Dictionary Threshold. The Dictionary Threshold sets the
highest score a message can receive before being blocked from the
intended recipient. The score is determined by the score of all the words
in an email message found in the dictionaries scheduled to be@mthe
state. Review th@/orking with the ScheduMethod section of this

manual for more information on turning dictionar{@s and the Dictio-

nary Threshold.




Mail-Gear Web Client

Overview

The Mail-Gear Web Client provides dependable email access to users
without dedicated desktop computers and without having to install any-
thing more than a web browser. The Mail-Gear Web Client features an
easy-to-use interface from which users can access their mailboxes,
address book, and compose messages. Mail-Gear's web-based interface
permits the user to access email wherever that user has Internet access.
The user can use an Apple Macintosh® then move to a Windows® 95
based computer at another location and still access their email via the
Mail-Gear Web Client.

Requirements
The Mail-Gear Web Client requires the use of a browser that supports
tables. Netscape Navigator® 2.0 or later and Microsoft® Internet
Explorer 3.0 or later are suitable browsers.

The Mail-Gear Web Client
Access the Mail-Gear Web Client by way of the following URL:
http://<servername>:8003/
The <servername> is the host name or IP Address of the server running
Mail-Gear. The <servername> for your network can be obtained from
the network administrator.
Your network administrator may have chosen a port number other than

8003. Consult your network administrator for the specific URL you
should use.




A user that has not logged in will be required to provide a username and
password. After logging in, the user will be presented with a display of
their Mailboxes.

hrightcorp.com

The Mail-Gear Web Client consists of five (5) virtual file folders that
represent the various Mail-Gear Web Client functions. To access a dif-
ferent Mail-Gear Web Client function, click the appropriate tab at the
top of the file folder.

Folder

For more information on each of the Mail-Gear Web Client functions,
see theMail-Gear Web Client Manual




Accessing the Mail-Gear Administrative
Interface

The Mail-Gear Administrative Interface must be accessed with a
browser that supports tables. Netscape 2.0 or later and Microsoft Inter-
net Explorer 3.0 or later are suitable browsers. After installing
Mail-Gear, launch a web browser on any client on your network that can
access the server running Mail-Gear. Access the Mail-Gear administra-
tive interface by way of the following URL:

http://  <servername> :8003/admin

The <servername> is the host name or IP address of the server run-
ning Mail-Gear. You will be prompted for your login name and pass-

word.
‘ 2 =
Login Name: Iadmin
Password: Ix"-""
==
] *{c]\/lail +Gear.
T Client List
Add Delete Mo dify Add Delete Modify
Schedule Beport ggort
User Dictionary
Add Delete Mo dify Add Delete Modify
> Schedule Beport ggort
A [ Cast System
_ Add Delete Modify Modify Schedule Report
E _ Schedule Beport

1996 - 199§ Unified Research Lahoratories, T,
All Rights Reserved. Legal Hotice
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Note - Initially, only the “root” user (on Solaris) or the Administra-
tor login (on Windows NT) is the only user with administrative priv-
ileges. Use this account to grant administrative privileges to other
users or accounts as necessary. See the Working with the Modify
Method section of this manual for more information on granting
privileges.

The tool bar located at the bottom of most administrative pages can be
used to quickly access various sections of the Mail-Gear administrative

interface.
CNiEd sl S
u Mail-Gear Administrative Interface

Logout

System Methods
Dictionary Methods
List Methods

Cast Methods

User Methods
Client Methods
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The Mail-Gear Administrative Interface consists of icons for each object
and shortcuts to each of the methods.

Client Client Modify Shortcut

Add Delete Mo ﬁg

Schedule Report
==l

Client

Add

Add clients to Mal-Gear.

A clent cannot be part of a cast unless it 1z added to hlal-Gear.
Delete

_— Delete inactive clients from Mail-Gear.

Client Object —

Administration Modify
Page Update various settings for a client.

ZSchedule
ﬁ| Zchedule an event for a client.

Ifno event is scheduled the default event 1z used.

wo| Beport v
View the usage of Iail-Gear by a specific clent.

85
166.55.568.18
192168164 =]

Clear | Next)l
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Working with the Add Method

The Add Method is used to add Mail-Gear objects to the network.

Client

Mail-Gear Client objects are added in two (2) ways:

1. Aclient is added automatically when it POPs email from Mail-Gear or
the client accesses the Mail-Gear Web Client interface.

2. A client is added directly via the Mail-Gear Administrative Interface.

To add a client via the Mail-Gear Administrative Interface, select the
Add link from the Client object administration page or the Client Add
shortcut on the main Mail-Gear administration page.

=5
b4 Adding a Client

Enter a client name or an IP address and click the Add buiion.

IP address or client name. Existing Clienis

192.168.1.74 166.55.51.241 =
166.55.52.43
166.55.53.85
Add> | 166.55.58.18
192.168.1.64
192.168.1.65

Back to Tap | 192168168 x|

This window displays the clients that are currently in the Mail-Gear
database. Enter the IP address or host name of the client to be added
then click theAdd button. The list of existing clients will be updated.

13




User

To add a user to Mail-Gear, select the Aid# on the User object
administration page or the User Agldortcut on the main Mail-Gear
administration page.

Mail-Gear allows you to add multiple users simultaneously or one user
at a time.

Add Multiple Users Simultaneously

=
3 Adding User(s) to MailGear

Select how you wish io add users and then click the Mex# hutton.

Clearl R[=Fed | v
B
¥ Add Users The number of

You have used 22 users out of 100 licensed users. — current Mail-Gear
Select one or more new Mail Gear users and click the add hutton. The default users is updated
Mail Gear account name for each user will maich the system user name. whenever new

Mail-Gear Users
are added.

System Users

Add> |

yolanda x|

Backto Top |

To add multiple users simultaneously, selectuétiple users at once
option and click thélext button. Select the System Users who should
also be Mail-Gear Users and click thdd button. The list of Mail-

Gear users on the right will be updated with the names of the new Mail-
Gear users. The information at the top of the screen regarding the num-
ber of Mail-Gear accounts available will also be updated to reflect your
changes.




Add One User at a Time

=
3 Adding User(s) to MailGear

Select how you wish io add users and then click the Mex# hutton.

Method

Multiple users at once =
‘One gt atime

Clearl MNext> | v
- @ @000 =
¥ Add Users

You have used 22 users out of 100 licensed users.

Select one system user or type in the system account you wish to add. The default
Mail- Gear account name will match the sysiem user name. If you desire a
different Mail- Gear account name then enter it in the Mail-Gear account text box.
When all information is entered click the Add bution.

System Users Mail- Gear Users
hill
bruce
ivonne
jil

kirm
lamiew
mark
michael

yolanda x|

Add> |

System Account

Mail Gear Account Name (optional)

Backto Top |

To add one user at a time, select@ee at a timeoption and click the

Next button. Then, select a System User from the select list on the left
and click theAdd button or enter the name of an existing System
Account in the space provided and click #ad button. The list of
Mail-Gear users on the right will be updated with the names of the new
Mail-Gear users. The information at the top of the screen regarding the
number of Mail-Gear accounts will also be updated to reflect your
changes.

Any system account added to Mail-Gear can have its own name, distinct
from the system account name. Select the system account to be added
to Mail-Gear and enter a new name for this account in the Mail-Gear
Account Name (optional) field. Then, click thdd button to make this

15




system account a Mail-Gear account also. The list of Mail-Gear users
will be updated.

Cast

To add an empty cast (a group of users and clients) to Mail-Gear, select
the Addlink on the Cast object administration page or the Cast Add
shortcut on the main Mail-Gear administration page.

=5
g4 Adding a Cast

Enter the name for the new Cast and then click the Add bution.

New Cast name Existing Casts
Accounting
Admin Office
Administrators
Biology 402
Class of 2000
Library
Marketing hd|

Add» |
Backto Top |

Enter the name of the cast to be added then clickdlebutton.

Note - To populate a cast, review th&Vorking with the Modify Method
section of this manual.

16




List

To add an empty list to Mail-Gear, select the Aid# on the List object
administration page or the List Adhortcut on the main Mail-Gear
administration page.

=5
3 Adding a List

Enter the name for the new List and click the Add button.

New List Name Existing Lists
Allow -
Business Partners

Local ISPs
Addl> | W arketing
Fornagraphy
Fostmaster
Backto Top | Sister School
State School Districts
Support

Enter the name of the list to be added then clickAdhe button.

Note - To populate a list with addresses, see th®orking with the
Modify Methodsection of this manual as applied to List objects.

Dictionary

To add an empty dictionary, select the Atk on the Dictionary
administration page or the Dictionary shortcut on the main Mail-Gear
administration page.

=5
fA Adding a Dictiona

Enter the name for the new Dictionary and click the Add button.

New Dictionary Name Existing Dictionaries
Sexuality = l

Militancy

Securities
ﬂl Spam
Backto Top |
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Enter the name of the dictionary to be added then clichddebutton.

Note - To populate a dictionary with words and phrases, see the
Working with the Modify Methodsection of this manual as applied to
Dictionary objects.

18




Working with the Delete Method

The Delete method is used to remove Mail-Gear objects from the net-

work.

Client

To delete a Client object from Mail-Geatr, select the Dédiekefrom the
Client administration page or the Client Delstertcut on the main

Mail-Gear administration page.

=
Select the clieni(s) to delete.
166.56.51.241 &

166.55.62.43
166665385 =

Clearl Finish |

Select one or more clients to delete then clickRinégsh button.

Note - A client will be automatically added to the Mail-Gear data-
base if a user uses the client to POP email or a user uses the Mail-

Gear Web Client on that client.

Cast

To delete a cast, select the Del@tk from the Cast administration page
or the Cast Deletshortcut on the main Mail-Gear administration page.

Choose the casi(s) io delete.

Accounting -
Admin Office
Adrinistrators x|

Clear | Finishl

Select one or more cast objects to delete then clickithigh button.
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Note - Deleting a cast will place all the members of that cast (users
and clients) into a state of not belonging to any cast.

List

To delete a list, select the Delditgk from the List administration page
or the List Deleteshortcut on the main Mail-Gear administration page.

Choose the lisi(s) io delete.

Allowy ﬁ’

Business Parners
Local ISPs x|

Warning: Deleting a list will complete by remove that
liet 2nd all of its content from Mail Gear.

Clearl Finish |

Select one or more lists to delete and clickRhmesh button.

Warning: Deleting a list completely removes the list and all of its con-
tents.

Dictionary

To delete a dictionary, select the Delité from the Dictionary admin-
istration page or the Dictionary Deletbortcut on the main Mail-Gear
administration page.

Select the Dictionary or Dictionaries to delete.

Sexuality <
Militancy
Securiies x|

Warning: Deleting a dictionany will comp lete by remove the dictionan: and
all wiards contained in the dictionany from Mail @ear.

Clearl Finish |

Select one or more dictionaries to delete then cliclEthish button.

Warning: Deleting a dictionary will completely remove the dictionary
and all of its words from Mail-Gear.

20




Working with the Modify Method

The Modify method is used to change the settings of each of the defined
Mail-Gear objects.

Client

The Modify method for a Client object allows you to specify a cast for
the client.

To modify a client, select the Modifink from the Client object admin-
istration page or the Client Modifghortcut on the main Mail-Gear
administration page.

Select the client to be modified then click text button.

166,55 55,10
192168164 =]

jv

Clear R[=Fed =
[cesr | e |
Clearl Finish |

Select a cast for the client.

Select the cast for the client and click firish button. Selecting the
blank field will remove the client from its current cast. A client may
belong to only one cast at a time.

User

The Modify method for a User object allows you to place a user into a
cast as well as specify the user's Mail-Gear administrative permissions.
Your account must have the “Can Grant Permissions” permission in
order to view and set the permissions of other users.
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Note - The permissions of the initial Administrator user (root on
Solaris) cannot be changed. You cannot modify your own permis-
sions.

To modify a user, select the Modiliyk from the User object adminis-
tration page or the User Modighortcut on the main Mail-Gear admin-
istration page.

Select the user to modify then click tRext button.

=
X Modify User - Choosing a User

Select the User to modify.

=]
X Modify A User — lamieux
Select a cast for the user: I 'l

Quota:
& Tge Default Cuota

" Specify Quota I MEB
 Na Cuota

Set the Admin Permissions for the User:
Can Grant Permissions

Add Objects

Dielete Ohjects

Repott

Modify Objects

Schedule Objects

J i i i S

Apply the Ahove Permissions to the Following Ohjecis:
™ Client [T User ™ Cast
[" List I Dictionary [ System

Clearl Finish |

Select the user’s cast. Selecting the blank space will remove the user
from his/her current Cast. Next, set the disk Quota, that is, the total size
of disk space that the user can have for all of his/her mailboxes. Finally,
select the permissions this user should have and the objects to which the
user can apply those permissions and click-ihesh button.

Note - If an object has reached the Default Quota, any messages sent
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to that object will be bounced back to the sender of the message.
TABLE 4.

Permission Description

Can Grant Permissions  User can grant or change permissions of other users

Add Objects User can use the Add method on objects
Delete Objects User can use the Delete method on objects
Report User can use the Report method on objects
Modify Objects User can use the Modify method on objects
Schedule Objects User can use the Schedule method on objects

Note - You cannot change the permissions of your own account, but
must use the Administrator account or another account with the
Can Grant Permissions permission.

Note - A user who is given the ability to Grant Permissions must also
be granted the ability to Modify Objects and the object that is mod-
ifiable by that user must also be checked.

Cast

The Modify method for a Cast object allows you to place User and Cli-
ent objects into a cast and change the attributes of a cast.

To modify a cast, select the Modilipk from the Cast object adminis-
tration page or the Cast Modi§hortcut on the main Mail-Gear admin-
istration page.
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Modify Membership

To assign users and clients to a cast, select the cast, seladdifye
Membership option, and click thé&lext button. Users and clients can at

most belong to one cast.

Ewoary

To which cast will clients and users be added or deleied?

Accounting B
Admin Office
Administrators
Biology 402

Class of 2000 x|

Wodity Attibutes

Cancel | Next)l

\

=
¥ Modify Cast Membership — Accounting

Unassigned Users

hill -
bruce
ivonne

jil
kirm
mark
michael
yalanda

Unassigned Clients

192168165 =
192.168.1.74
192.168.1.76
192.168.1.77
192.168.1.80
192.168.1.84
192.168.1.88
192168189 =]

Add> |
<Remove |

Backto Top |

Cast Accounting

lamieux (User) =

Highlight Unassigned Users and Unassigned Clients to add to the cast

and click theAdd button.

To remove users and clients from the cast, highlight the users and clients
from the list to the right-hand-side of the window and clickRkeenove
button. Objects removed from a cast become Unassigned.

Once the cast is modified, click tBack to Top button.
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Modify Attributes

To modify the attributes of a cast, select the cast to be modified, select
the Modify Attributes function, and click théext button.

Ewoary

To which cast will clients and users he added or deleied?

Accounting
Admin Office
Administrators
Biology 402
Class of 2000 x|

Cancel | Next)l v

=
X Modify A Cast — Accounting

Quota:
& Tge Default Cuota

" Specify Quota I MEB
 Na Cuota

Clearl Finish |

Set the size of the disk space available to the users in the cast for their
email. Click therinish button to save the settings.

List

The Modify method for a list allows you to add and remove addresses
from a list.

To modify a list, select the Modifynk from the List object administra-
tion page or the List Modifghortcut on the main Mail-Gear administra-

tion page.
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Adding and Removing Addresses From a List

Select the list to modify and click tiNext button.

Select the List to modify.

Allow f’

Local ISPs

M arketing

Fornagraphy

Fostmaster

Sister School

State School Districts =l

Clear | Nexd> | v

=
Modify List - Business Partners
Mail-Gear Users List Members
bill michagl AI
bruce
ivonne
jill
kirm
lamiew
mark
michael
yolanda = List bdembers>» |
Lists Cwners> |
Allow i| L
Business Partners Pastmaster (Lisfi =
Local ISPs <Remove | (List
M arketing
Fornagraphy
Fostmaster
Sister School
State School Districts
Support
Address:
(Ex: user@brightcorp. com, (@htightcorp.com, user, usend, (@)
Backto Top |

Populate the list with List Members and select the Owners of the list. A
copy of email sent to a list is received by all List Members who have
valid email addresses. Owners of a list are notified if something is
wrong with the list, such as an incorrect address in the list.

Highlight the Mail-Gear users and lists that should also be List Mem-
bers and click theist Members button. Highlight the Mail-Gear users
and lists that should also be Owners and clickataers button. The
List Members and Owners lists will be updated.
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If an address is not listed as a Mail-Gear user or as a list, type the
address in the Address field and click eitheritise Members button or
theOwners button. The List Members list or Owners list will be
updated.

The acceptable values for tAddressfield are listed below:

TABLE 5.

Term Example Description

user@domain lamieux@brightcorp.com A specific user at a specific
domain.

@domain @brightcorp.com All users at a specific
domain.

user lamieux A user of a specific name at
the local email domain.

user@ lamieux@ A user of a specific name at
any domain.

@ @ Any user at any domain.

To remove an address from a list, select the address from the List Mem-
bers or the Owners lists and click fRemovebutton. The List Mem-
bers list or the Owners list will be updated.

Note - An address may be categorized as both a List Member and as
an Owner.

Dictionary

Add, delete, and edit words in a dictionary with the Modify method for
dictionaries.

To modify the dictionary settings, select the Modifik from the Dic-
tionary administration page or the Dictionary Modstyortcut on the
main Mail-Gear administration page.
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Select the dictionary to modify and click tNext button.

Ewoary

Select a dictionary to modify.

Militancy
Securities
Sparm

Clear | Ment» | v
o
To add or modify a word enter the word (or phrase) and score the word. Then click the add
hutton.
To delete a word select it from the box on the right and then click the delete bution.
Words in Dictionary (Score)
Word
I Add
Score
I 0 - l Delete |
Backto Top |

Adding Words to the Dictionary

Enter the new word in the Word field and select the score for the word.
The higher the score, the more likely an email message will be blocked
if it contains that word. Click thadd button to update the dictionary.
Deleting Words from the Dictionary

Select the word or phrases to delete from the dictionary and click the
Deletebutton to update the dictionary.
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Editing Words in the Dictionary

To change the score of a word already in the dictionary, either delete the
word and add the word again or enter the word and choose the correct
score, then click thadd button. The word will be updated in the dic-
tionary.

System

The Modify method for the system is used to establish the system set-
tings.

To modify the System object, select the Maodifik from the System
object administration page or the System Modifprtcut on the main
Mail-Gear administration page.

The Modify method for the System object consists of five (5) different
categories: SMTP Server Options, POP Server Options, Built-in HTTP
Server, Licensing, and Other Settings. Highlight a category to modify
and click theNext button.

Note - Some of the categories have settings for simultaneous connec-
tions. A larger number of connections requires more system
resources (such as memory), so setting the number of connections
too high can actually slow processing. Connections are queued
when the system is already processing the maximum number
allowed.
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SMTP Server Options

¥z .
Modify System

Built-ln HTTP Server
Licensing
COther Settings x|

Clearl Next> | v
=
3 Modify System — SMTP Options

Maximum Number of Ouigoing Connections

|15 connections 'l

Maximum Number of Incoming Connections

|15 connections 'l

Local Email Domain:

|brightcorp.com

Other Local Domains: (one per lne)

mwailgear.com ;I

Relay Host:

hrightcorp.mail.com

Clear | Finishl

Specify the SMTP Server Options based on the following explanations:

TABLE 6.

Setting Description

Maximum Number of Outgoing Connec- Mail-Gear will confine itself to the speci-
tions fied number of simultaneous outgoing
email messages. A lower number is rec-

ommended for slower networks.

Maximum Number of Incoming Connec- Mail-Gear will confine itself to the speci-
tions fied number of simultaneous incoming
email messages. A lower number is rec-

ommended for slower networks.
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TABLE 6.

Setting

Description

Local Email Domain

Other Local Domains

Relay Host

The Local Email Domain is the domain
automatically included as part of the
email address if the user is the only part
of the email address specified in ffee
field of a composed messages. (ex. if the
Local Email Domain is set tabright-
corp.com then a message wiimieuxin
the To field would be equivalent to
lamieux@brightcorp.corim theTo field.)
Additionally, messages addressed to
user@localdomain are delivered to the
user’s Inbox.

These domains are also considered local.
Email to these domains will be delivered
to local users and lists. Enter only one
domain per line.

The name of the Host that accepts all out-
going SMTP traffic. That is, email is
relayed through an email host rather than
delivered directly. This setting is
optional, but may be required if Mail-

Gear is installed behind a firewall. Con-
sult your network administrator.

Once the SMTP Server Options have been set, clickittigh button.
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POP Server Options

¥z .
Modify System

i

Licensing
COther Settings x|

Clearl R[=Fed | v
k=
£ Modify System — POP

Maximum Number of Simulianeous Connections

|15 connections 'l

Clear | Finishl

Specify the POP Server Options based on the following explanations:
TABLE 7.

Setting Description

Maximum Number of Simultaneous Con-Mail-Gear will confine itself to the speci-

nections fied number of simultaneous incoming
POP sessions. A lower number is recom-
mended for slower networks.

Once the POP Server Options have been set, clidkitligh button.

Note - In each of these cases, higher numbers are recommended for
larger servers servicing a large number of users.
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Built-In HTTP Server

¥z .
Modify System

Built-ln HT TP Server
Licensing
COther Settings

E=0= \

=]
3 Modify System
Maximum Number of Simulianeous Connections

|1DD connections 'l

HTTP Port Number:

IBDDS

Use Keep Alives?
Mo =

SMTP Server Options <
FOP Serser Options

L«

Clear | Finishl

Specify the Built-In HTTP Server Options based on the following expla-

nations:
TABLE 8.
Setting Description
Maximum Number of Simultaneous Con-Mail-Gear will confine itself to the speci-
nections fied number of simultaneous HTTP

requests. A lower number is recom-
mended for slower networks.

HTTP Port Number Enter the port number on which the
HTTP server will listen. This number
should be distinct from all other HTTP
servers on a given machine. The HTTP
port number will revert to the previously
assigned port number if the port number
entered is not unique.

Use Keep Alives? I¥esis selected, the server will attempt
to reuse a single connection for multiple
requests. Large sites should probably set
this option toNoto prevent all of the con-
nections from being used.

Once the Built-In HTTP Server Options have been set, clickitlish
button.
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Licensing

¥z .
Modify System

SMTP Server Options <
FOP Server Options
Built-ln HTTP Server

||

Clearl MNext> | v
=
X Software License

Enter the information helow to obtain your license key. Obtain the serial number from the
cover of your CD. If you are not currenily connected to the internet, ohtain your license key
from Unified Research Laboraiories, Inc. by calling +1 757 865-0810 or +1 800 421-9735
and requesting " Support Services".

COther Settings

The license is retrieved via an HTTP request. If you need to use a proxy server to make an
HTTP request then fill in the Proxy Server field. Specifiy the proxy server using the
following form: proxy.yourdomian:port. The proxy sexrver must allow this request through
without requiring user authentication.

Current Senial Mumber: 9543165735
License Status: valid
Mumber of Licensed Tzers: 100

License expiration: Newer

First Mame: |

Last Mame: |
Thone: |

Fax (aptional) |
E-mail: (optional) |

Proxy Server: (if applicabis) I
(example: proxybrightcorp .com:80)

Mew Senal Mumber: I
Clearl Submit |

Backto Top |

The license form must be completed and submitted to obtain a license
key. You must obtain a license key in order to use all of the Mail-Gear
functions. The license is obtained via an HTTP request. If your server
needs to use a proxy server to make the request, then specify that server
in the proxy server field. The server should be specified as proxyser-
ver:port (ie. proxy.brightcorp.com:80).

To complete the form, you will need the serial number which you
received with your Mail-Gear package.

Completely fill out the license form and click tBabmit button to
obtain your license key.
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Other Settings

¥z .
Modify System

FOP Server Options
Builtln HT TP Server
Licensing
‘Dther Setings

Clearl Next> | *
=
3 Modify System Settings

Activity logging
IEnabIed —0ld logs removed after 6 months j

SMTP Server Options j

Default Quota:

" Specify Quota I MEB
& Na Cuota

Clear | Finishl

Specify the Other Settings based on the following explanations:

TABLE 9.

Setting Description

Activity Logging Disable or Enable activity logs. If logs
are enabled, select the amount of time to
retain activity logs. If the activity logging
is disabled, all of the reporting functions
will not work properly.

Default Quota Specify the total size of disk space for

each user’s mailboxes. This value may be
overridden by modifying individual
users’ quotas.

Once the Other Settings are set, clickFrash button.

Note - If an object has reached the Default Quota, any messages sent
to that object will be bounced back to the sender of the message.
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Working with the Schedule Method

The Schedule method is used to define default permissions in addition
to scheduling access permissions based on date and time of day.

Client, User, Cast, System

The Schedule method is basically the same for the Client, User, Cast,
and System objects. However, it is important to understand the prece-
dence of object permissions as discussed is#teng Upsection of

this manual. In addition to the precedence of objects, the individual
events also have a specific precedence as shown below:

Higher Priority Specific Event
¢ Daily Event
Lower Priority Defaults

Specific events are scheduled for a specific date and time, such as
10/28/1999 from 2:00 PM to 3:00 PM. Daily events reoccur each speci-
fied day, such as every Monday and Wednesday from 11:00 AM to
1:00 PM. Default settings apply when no other event is in effect.

Only the System object is required to have default settings. Other
objects can be scheduled for specific or daily events then return to the
system default when no other event is in effect.

To schedule a Client, User, Cast, or System object, select the appropriate
Scheduldink on the object administration page or the object’s Schedule
shortcut on the main Mail-Gear administration page.
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Set Defaults

To change the default access permissions of an object, select the object,
select theSet Defaultsfunction, and click th&lext button.
Escheqwie

Select a client and a function o perform
on the client, then click the Mexi hution.

Clients Function

Daily Event
Schedule An Eventfor a Specific Date

EditMiew An Existing Event

192.168.1.64 Delete An Existing Event hd|

192.168.1.65

192.168.1.68

192.168.1.73 _Gteer | New | Y

192.168.1.74

Inactivity Timeout

ISD minute timeout 'l

Filtering State:
& Filtered " Unfiltered { Aflow Only

Permitied Server Access Methods:
¥ SMTP W POP W Iail Gear Web Client

Blocked Messages:

" Bounce to Sender

& Drop

" Deliver

Notifications: Whom to Notify:

" Natify on All Allow (List) f’
IMessages Business Partners (List)

& Notify on Blocked ;”acrig'nsnzs(l(_'i-é%‘)

Messages Parnagraphy (LISt)

" Hone Postmaster(LiSt)

Sigter School(List)
State School Districts (List)
Support (List) LI

Clearl et |

The Inactivity Timeout setting is used to specify the amount of idle time
a user has prior to being logged out of Mail-Gear. The amount of time
available ranges from one (1) minute to thirty (30) minutes.

The Filtering State refers to the level of filtering for this object. Filtered
indicates that lists and dictionaries are applied. Unfiltered indicates that
no filtering is applied. Allow Only indicates that the object will be per-
mitted to only send and receive email messages from addresses listed as
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Allow (Dictionary Disabled) or Allow (Dictionary Enabled). Allow
(Dictionary Disabled), Allow (Dictionary Enabled), and Deny are
defined in TABLE 10 in this section.

The Permitted Server Access Methods include SMTP, POP, and the
Mail-Gear Web Client.

The purpose of SMTP (Simple Mail Transfer Protocol) is to send and
receive email messages. Check3MTP checkbox to allow email to

be sent via any tool loaded on a client that supports SMTP. Deselect the
SMTP checkbox to require users to use the Mail-Gear Web Client to
compose messages. Use of the Mail-Gear Web Client guarantees that
users cannot forge email messages. The Mail-Gear Web Client requires
users to log in. As a result, Mail-Gear is able to identify a user and pre-
fill the From field for the user whenever that user attempts to compose a
message.

The purpose of POP (Post Office Protocol) is to retrieve email from
mailboxes. Checking theOP checkbox allows users to check their

email messages via any tool loaded on a client that supports POP. Dese-
lect thePOP checkbox to require users to use the Mail-Gear Web Client

to check for messages in their mailboxes.

The Mail-Gear Web Client is the email tool that allows users to access
their email, compose messages, and view their address book and prefer-
ences from anywhere on the network. CheckMiad-Gear Web Cli-

ent checkbox to give users access to the Mail-Gear Web Client.

Deselect théViail-Gear Web Client checkbox to deny users access to

the Mail-Gear Web Client.

Note - It is recommended that the SMTP, POP, and Mail-Gear Web
Client checkboxes all remain checked at the system level.

Next, choose the disposition of messages that are denied due to the fil-
tering settings. Denied messages may be bounced, dropped, or deliv-
ered. Bounced messages are automatically sent back to the sender with
a message informing the user that their message was bounced. Dropped
messages are not delivered and are removed from the system. Delivered
messages are sent to the intended recipient despite the filtered settings
and the violation is recorded in the logs.

Notification messages can be sent for email messages sent. You can be
notified on all messages involving an object or just blocked messages.
If a message is blocked and a natification is sent, then the users naotified
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have the opportunity to approve the message and forwarded it to the
intended recipient.

Once the settings are set, click text button.
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If the Filtered or Allow Only permissions were selected, you must next
select the lists that will be applied to email messages that are being sent.

Inactivity Timeout

ISD minute timeout 'l

Filtering State:

& Filtered (" Unfiltered © Allow Only Filtering state
is set to
filtered.

Permitied Server Access Methods:
¥ SMTP W POP W Iail Gear Web Client

Blocked Messages:

" Bounce to Sender

& Drop

" Detiver

Notifications: Whom to Notify:

" Notify on All Al (List) f’

Iessages Business Partners (List)

& Noti Blocked Local 13Ps (List)

- SIS Rl Marketing (LiSt)
GE5AZEE Pornography (List)

" None Paostrraster (List)

Sigter School(List)
State School Districts (List)
Support (List) LI

Clearl et |

v

=]
*‘ Lists for Sending Email

Use Defaults Allow
m (Dictionary Disahled)

Business Parners Local I5Ps =
Postmaster tarketing

State School Districts
Sister School

=
Allaw (Dictionary Disabled)> |
(Dictionary Enahled)

Allow (Dictionary Enabled)> | [5i00or o]

Deny> | =

Deny

<0 | Formography AI
[ | |

Clear | Next)l

If a list is left under thé&Jse Defaulteading, the setting for that list
may be determined by another object. If a user is scheduled and all of

40




the user’s lists are set Hse DefaultsMail-Gear will look under the

user’s permissions to determine how those lists are set and apply those

rules. See thBletwork Design Consideratiosgction of this manual
for more information on the order of precedence for the Mail-Gear

objects.

Select the lists frortyse Defaultdo set as Allow (Dictionary Disabled),
Allow (Dictionary Enabled), or Deny. Click the appropriate, button,
eitherAllow (Dictionary Disabled), Allow (Dictionary Enabled), or
Deny to move the selected lists to the appropriate field.

TABLE 10.

Term

Definition

Allow (Dictionary Disabled)

Allow (Dictionary Enabled)

Deny

Allow the user only to send email mes-
sages to and only to receive email mes-
sages from the addresses found in these
lists and do not apply filtering through
dictionaries.

Allow the user only to send email mes-
sages to and only to receive email mes-
sages from the addresses found in these
lists, and apply the dictionary filtering to
these messages and block messages if
necessary.

Do not allow the user to send any email
messages to or receive any email mes-
sages from the addresses in these lists.
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Once the lists for sending email are set, clickNb&t button.

=]
*‘ Lists for Sending Email

Use Defaults

Allow AI

Business Parners
Postmaster

Allow (Dictionary Disabled)>

Allow

(Dictionary Disabled)
Local ISPs

Marketing

State School Districts
Sister School

[—|

|

| Allow

Allow (Dictionary Enabled)>

Deny> |

<Ciff |

Clear | Next)l

=]
*‘ Lists for Receiving Email

(Dictionary Enahled)
Support AI

H

Deny

Formography AI
H

Use Defaulis
Allow AI
Business Parners
Postmaster
Copy fram Sending

Allow

(Dictionary Disabled)

Local ISPs

Marketing

| State School Districts
Sister School

[—|

Allow (Dictionary Disabled)>

|

| Allow

Allaw (Dictianary Enabled)> |

(Dictionary Enabled)

Support AI

Deny>

| H

<Ciff

Deny

| Formography AI

Clear | Next)l

The next window is similar to the previous window except the lists are
being specified for receiving email. That is, the organization of the lists
into the different categories, Allow (Dictionary Disabled), Allow (Dic-
tionary Enabled), and Deny, determines whether or not the user can

|

receive email messages from the addresses in the lists.
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To apply the same organization of the lists for the email messages that
are received and the email messages that are sent, clickplyedrom
Sendingbutton in the lists for Receiving Email window.

Once the lists for receiving email are set, clickNext button.
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The last window allows you to set the filtering options for this object.

sl Lists for Receiving Email

Allow
Business Parners Local ISPs

Postmaster tarketing
State School Districts
Sister School

Militancy
Securities
Sexuality

Filtering Options —|
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Specify the filtering options for the object based on the following expla-

nations:

TABLE 11.

Option

Description

Dictionary Options

Select the dictionaries to be used for filtering incoming

and outgoing email messages. |If lists from the previous
window were placed under Allow (Dictionary

Enabled), some number of dictionaries must be placed
underOn for filtering to occur.

Dictionary Threshold Select the score which must be reached for an email

message to be blocked. The score is determined by the
words in the dictionaries that aBm and the total score
of those words in the email message.

Block MIME Types Select the different types of media which will not be per-

mitted in email messages.

AutoLock If set to yes and the user attempts to send X blocked

email messages within Y minutes, deny the user access
to Mail-Gear. An AutoLocked user is unable to access
email because the Permitted Server Access Methods for
that user (SMTP, POP, Mail-Gear Web Client) are
unchecked. Unlock the user by either deleting the user’s
existing default event or changing the user’s defaults in
the Schedule method.

Once you have set the default settings, clickFinesh button.

Since the scheduled default access permissions can be set for different
Users, Clients, Casts, and the System object you have the flexibility to
make filtering options less strict for adults than for young children. You
also have the flexibility to design your network in such a way that indi-
viduals must be using certain clients to download certain file types.

Schedule a Daily Event

A daily event can be scheduled to override the default access permis-
sions of an object. Daily events reoccur as specified until the event is
deleted. For example, you can set a cast containing all the clients of a
classroom to be Filtered by default and schedule a daily event to permit
Allow Only access of email messages. To schedule a daily event, select
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the object, select thechedule a Daily Evenfunction, and click the
Next button

Escvotwo |

Select a client and a function o perform
on the client, then click the Mexi hution.

Clients

166.EE 51241 =]

166.56.52.4

166.56.58.18
192.168.1.64
192.168.1.65
192.168.1.68
192.168.1.73
192.168.1.74

Select the days of the week on which the event is to occur, the time of

EditMiew An Existing Event
Delete An Existing Event hd|
Clearl Next> | v
LI Schedule A Daily Event — Client 166.55.53.85

When will this event occur?
T Sun | Mon |~ Tue |~ Wed | Thu | Fri I Sat ‘

Time
From TTntil
iz =l foo =lfw = [re =] foo =] feor o]
Clearl R[=Fed |

day for the event, and click tiext button.

The rest of the windows contain the same settings as describe®et the
Defaultssection above. Follow the directions specifiedSet Defaults

to schedule a daily event.
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Schedule an Event for a Specific Date

To schedule a specific event, select the object, seleSctiedule An
Event for a Specific Datefunction, and click thé&lext button.
Escheqwie

Select a client and a function o perform
on the client, then click the Mexi hution.

Clienis Function
166.EE 51241 =] Set Defaults -
166.55. Schedule A Daily Event
Schedule An Eventfor a Specific Date
166555818 EditMiew An Existing Event
192.168.1.64 Delete An Existing Event hd|
192.168.1.65

192 1681 68 cloar | Nexts
192166173 _Cleat | Nex> | Y
192 168174 .

IS4l £ S chedule An Event for a Specific Date — 166.55.53.85

When will this event occur?
Date Time
From: ntil:

[02723/1998 [12 =] oo =l am = | iz =:foo =] [am F

Repeat this event for |1 7| days(s)

Clearl R[=Fed |

Select the date and time of day for the event, the number of days for the
event, then click thdlext button. You may choose to have the event
repeat for up to 14 days. Specific events are automatically deleted when
they have concluded.

The rest of the windows contain the same settings as describe®et the
Defaultssection above. Follow the directions specifiedSet Defaults
to schedule an event for a specific date.
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Edit/View an Existing Event

To modify an existing event, select the object, selecEthi#View an
Existing Event function, and click th&lext button.
Escheqwie

Select a client and a function o perform
on the client, then click the Mexi hution.

Clients Function
166.5551.241 =] Set Defaults
43 Schedule A Daily Event
Schedule An Event for a Specific Date
‘E dit/iew An Existing Event 3
Delete An Existing Event d|

192.168.1.64
192.168.1.65

192.168.1.68 Cl | Mext> |
192.168.1.73 = = V

192.168.1.74

N 5
Edit/¥iew An Existing Event

Select the event to edit and click the Nex# bution.

Default Settings
o |Defau1t Settings - Login, Filtered
Daily Events

Na seitings af this bype found

Specfic Events

Na seitings af this bype found

Cancel | Next)l

You will be shown a list of all the events specified for the object. Note
that the lowest priority event, the default settings for the object, is listed
at the top and the highest priority events, the specific events, are listed at
the bottom.

If you wish to edit an event, select the specific event and clicki¢ke
button. You will be given the appropriate display for editing the event's
values. Make the changes you desire as described earlier in this manual.

Note: You cannot change an event from one type to another, such as
from daily to specific.
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Delete an Existing Event

To delete a scheduled event, select the object, seldaetb an
Existing Event function, and click th&lext button.

Esonoquirr |
Select a client and a function o perform
on the client, then click the Mexi hution.

Clients Function

Set Defaults -
Schedule A Daily Event

166.EE 51241 =]
166,55 52.43

Schedule An Eventfor a Specific Date
|Editiew An Existing Event
Deleta An Existing Event

192.168.1.64
192.168.1.65

192.168.1.68 cl MNe>
192168173 [ e v
192.168.1.74

= =]

—I *‘ Delete An Existing Event

Select the eveni(s) to delete and click the Fixnisk hution.

Default Seitings

v Diefault Settings - Login, Filtered
Daily Events

Na seitings af this bype found
Specfic Evenis

Na seitings af this bype found

Finishl Cancel |

You will be shown a list of all the events specified for the object. Select
the event(s) to delete and click tRimish button.

Note: You cannot delete the System object’s default settings.
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Working with the Report Method

The Report method is used to show the email activity for various
objects, the content of lists, and the content of dictionaries.

Note - Faster systems will generate reports more quickly.
Note - Reports can quickly generate large amounts of information

that may crash some Web browsers. If this happens, try limiting
your report as described in this section.

Client, User, Cast, System

The Report method is basically the same for the Client, User, Cast and
System objects. The Report method allows you to generate reports on all
of an object’s email activity. Email activity includes: receiving and
sending email messages and any actions on an email message.

To report on a Client, User, Cast or System object, select the appropriate
Reportlink from the object’s administration page or the object’'s Report
shortcut on the main Mail-Gear administration page.

Select the specific object to generate a report on then clickehe
Usagebutton. If no objects are selected, tladirobjects will be included
in the report.
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While the client object reports on clients, the user object reports on
users, and the cast object reports on casts, the system object is able to
report on multiple client, user, and cast objects simultaneously.

=
3 Access Report

Generate an access report on Clienis by selecting them from the hox helow and clicking on the Fiew Lsage
button. If you do not select any items then all accesses will be included in the report.

Clients

166.55.51.241 ~
166.55.52.43

166.55.58.18
192.168.1.64
192.168.1.65
192.168.1.68
192.168.1.73
192.168.1.74

Clear | Yiew Usage | *
=
3 Access Report

The report will cover the date and time which you enter helow. If none of the checkb helow are selected
then the repori will contain entries for all types of information. If some of the checkhoxes are selected then

the report will only contain enirvies of types matching the selections.

From Until
Diate Time Diate Time
[E/21998 [12 =]:Joo =|]am = |er2rrass [11 =]:s5 =P =
Search: I
Realms
I Administration ||~ POP |I” SMTP I~ Web Clisnt
Actions
™ Login ™ Logoff ™ Connected To ™ Connection From
™ Disconnected ™ Message Accepted | IMessage Rejected || Processing Completed

™ Delivery Failed ™ Message Delivered | IMessage Bounced | Message Dropped
™ Message Read ™ Message Deleted [ Message Moved || Message Edited
™ Protocol Violation | Content Violation || Access Violation || Object Added

™ Object Deleted ™ Object Modified [ Object Scheduled ||~ Object Renamed
™ Message Approval | AutoLocked

Clear | Generate Report |

Select the date and time range which the report should cover. Then,
select the information to be included in the report and clicksteer-

ate Reportbutton. If none of the checkboxes are selected, then all
email activity will be included in the report. Selecting specific realms or
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actions limits the report to contain only those records with those realms

or actions.

—
of =
e

‘L ~ Mail+«bear.,

Access Report

02-Jun-1998 00:03:16 Realm: SMTP Action: Connection From Client:166.55.53.85

02-Jun-1998 00:03:16 Realm: ZMTFP Action: Message Accepted Client: 166.55.53.85
Fromjillighrightéaorp.com To: lamiewx@briohtcorp.com Subject: Output from "cron" command
Size: 659 SMTP ID: L1992060200031624982

02-Jun-1998 00:03:16 Realm: ZMTFP Action: Disconnected Client:166.55.53.85
02-Jun-1998 00:03:16 Realm: ZMTFP Action: Message Delivered To: lamieux
SMTE ID: M19PE0A0200031 624952 M ailbox: Inbiox

Mailbox ID: 190848600 524EF 783 dymarml s doutmes acufse 747

02-Jun-1998 00:03:17 Realm: ZMTF Action: Message Processing Completed Client:166.95.53.85
SMTE ID: M10RE0A0200031 624952

02-Jun-1998 00:16:45 Realm: ZMTFP Action: Connection From Client: 166.55.53.85
02-Jun-199% 00:16:45 Realm: ZMTFP Action: Message Accepted Client: 166.55.53.85
From:vonne@hbrightcorp.com To: kimghrightcorp.com Subject: Mo Subject

Size: 3301 SMTP ID: M199E060200164507241

02-Jun-199% 00:16:46 Realm: ZMTFP Action: Message Delivered To: lvonne

SMTE ID: L1992060200164507534] Iailbox: Inbox
Mailbox ID: PiphWZT 30798466821 20458970515 5670 hoeyrhneflgjtzipp dphut3454

B (|8 el

© 1996 - 1998 Unified Research Laboratories, B
ATl Rights Reserved. Legal Notice

TABLE 12 describes the information that can be returned by a report.

TABLE 12.
Action Realm Description
Login Web Client  An attempt was made to login
POP
Logoff Web Client A user was logged off
POP
Connected To SMTP Mail-Gear made a connection to a remote
server
Connection From SMTP An SMTP connection was received
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TABLE 12.

Action Realm Description

Disconnected POP Mail-Gear was disconnected from a remote
SMTP system

Message Accepted SMTP A message was received for processing

Message Rejected SMTP A message was not accepted by Mail-Gear

Processing Completed
Delivery Failed
Message Delivered

Message Bounced
Message Dropped
Message Read

Message Deleted

Message Moved

Message Edited
Protocol Violation

Content Violation

Access Violation

Object Added

SMTP
SMTP
SMTP

SMTP
SMTP

Web Client
POP

Web Client
POP

Web Client

Web Client

POP
SMTP

SMTP

Admin
Web Client
POP
SMTP

Admin
Web Client

(due to server failure [disk full, write error,
etc.], detection of a message loop, oversub-
scribed license, locked user or client)

The processing of a message was completed
An attempt to deliver a message failed

A message has been delivered (either to a
local user’s Inbox or to a remote server for
further processing)

A message was returned to sender
A message was dropped

A message was read (the state of the message
changed from unread to read) or retrieved
(via POP)

A message was removed from the user’s
Trash [Web Client], or was deleted from the
Inbox via POP [POP]

A message was moved from one mailbox to
another (including moving email to the Trash
Mailbox)

A message was edited

The remote end of a service connection
(SMTP, POP) issued a request that violates
the protocol for that service (i.e., issuing
commands out of sequence, missing or
invalid parameters, etc.), or issued an unrec-
ognized request [POP, SMTP]

A message with inappropriate content was
detected

Attempts to perform actions for which the
user does not have permission

A user, client, list, cast, dictionary, or mail-
box was added
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TABLE 12.

Action

Realm Description

Object Deleted

Object Modified

Object Scheduled
Object Renamed
Message Approval

AutoLocked

Admin A user, client, list, cast, dictionary, or mail-
Web Client  box object was deleted

Admin An object was modified (attributes, content,
or memberships changed, etc.)

Admin An event was scheduled or deleted
Web Client A mailbox was renamed

Web Client A user approved or bounced a natification
SMTP message

Admin A user was autolocked
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Dictionary

The Dictionary Report method allows you to review a dictionary’s

words and phrases and their associated scoring properties.

To access the dictionary Report method, select the Riéggoftom the
Dictionary administration page or the Dictionary Reptrbrtcut on the

main Mail-Gear administration page.

Select a dictionary and click théew Dictionaries button.

=
3 Dictionary Report

Generate a report on the of Dicti ¥ by selecting them from
the box below and clicking on the Fiew Diciionary{s)hution.

Dictionaries
Militancy AI
Securities
Sexuality
Sparm
H
Clear | Yiew Dictionaries *
P~
h, .
A& MailsGear.
Dictionary Report
Dictionary Militancy:
Word |Score
agoressive |3
fightmg |5
warting |2

B O % Eein = e

© 1996 - 1998 Unified Research Laboratories, B
ATl Rights Reserved. Legal Notice
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List

The List object Report method allows you to generate reports on all of
the email activity by the addresses in the list and also lets you review the
addresses in the list.

To access the List object Report method, select the Ragoftom the
List administration page or the List Repshortcut on the main Mail-
Gear administration page.

List Contents

Select theList Contents option and click théext button to view the
contents of any list.

=

Select the type of report then click Mext.

List Contents

Cancel | Next)l

56




Select one or more lists and click ew Lists button to view the con-
tents of those lists.

=
3 List Report

Generate a report on the of Lists by selecting them from the hox
helow and clicking on the Fiew List(s)bution.

Lists

Local ISPs
M arketing
Fornagraphy

Fostmaster
Sister School
State School Districts -

Clearl Wiew Lists | v

==
*{C Mail+Gear.
List Report
List Allow:

» (@brightcorp.com

owner-alfow

» Postmaster

List Business Partners:

= partners@hrightcorp.com

awner-boand.

= Postmaster

Access Report

Generate an access report on one or several lists by selectkordss
Reports option and clicking th&lext button and then selecting the lists
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for which reports will be generated and clicking thew Usagebutton.
If no lists are selected, all accesses will be included in the report.

=

Select the type of report then click Mext.

|List Cantents -~

eport

|

Cancel | Next)l

v

=
3 Access Report

Generate an access report on Lisis by selecting them from the hox helow and clicking on the Fiew Lsage
button. If you do not select any items then all accesses will be included in the report.
Lisis

Allow

Business Partners

Local ISPs

Marketing

Pornography

Postmaster

Sister School

Clear | Yiew Usage |

The options for this report are the same as the options for generating a
report for a User, Cast, Client, or System object. ReviewMbr&ing

with the Report Methosgection of this manual as applied to the Client,
User, Cast or System objects for a complete description of this reporting

tool.
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Using Mail-Gear: Some Examples

This section takes you through some sample scenarios at a fictitious
school to help you better understand how to make use of the Mail-Gear
tools at your command.

Our sample school is very small with only 6 students and 2 teachers:

Students:lvonne,Rene,Mark,Michelle, Yolanda,and Michael
Teachers: Bill and Amy

The school has a generous technology budget and has client computers
in a computer lab, library, and in 2 classrooms. The IP addresses for
each of these client computers are:

Lab: 192.168.1.3, 192.168.1.4, 192.168.1.7, and 192.168.1.8
Library: 192.168.1.5, 192.168.1.6, and 192.168.1.9

Room 1: 192.168.1.10
Room 2: 192.168.1.11

Example 1: Initial Setup

Amy is the school’s computer expert. She has loaded Mail-Gear onto the
school’s server.

Amy'’s next task is to configure Mail-Gear specifically for the school.
She accesses the Mail-Gear Administrative Interface by visiting:

http://  <servername> :8003/admin
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and logs in as the Administrator.

>

Lt = | PV}

Login Name: |Administrat0r

Password: |"°“°“°“°“°“°“°‘1

Loginl Cancel |

==
*{c Mail+Gear.
Client = List [
Add Delete Modify =N | Add Delete Modify
Schedule Eeport E ngrt
User _ // _ Dictionary
Add Delete Modify | Add Delete Modify
Zchedule Eeport | Eeport
mmj| Cast System
E Zchedule Eeport D__
| =
1996 - 199% Unified Research Laboratories, Fne.
All Rights Reserved. Legal Notice

Amy wants to first create a cast of clients. She must first add the clients
that are on the network to Mail-Gear. She clicks_the gtauttcut for

the Client object and adds the clients that are found in the Lab, the
Library, Room1, and Room2.

=]
£ Adding a Client
Enter a client name or an IP address and click the Add buiion.

IP address or client name.

Existing Clienis

192.168.1.11

Add» |
Backto Top |

19216813 =
192.168.1.4
192.168.1.7
192.168.1.8
192.168.1.5
192.168.1.6
19216818 x|
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To create the casts, she clicks the Atdrtcut for the Cast object and
adds the Lab, Library, Room1, and Room2 casts.

=5
g4 Adding a Cast

Enter the name for the new Cast and then click the Add bution.

New Cast name Existing Casts

Foom2

Add» |
Backto Top |

To populate the casts with the appropriate clients, Amy clicks the Mod-
ify shortcut for the Cast object. To populate the Lab cast, Amy selects
the Lab cast, selects the Modify Membership option, and clickseke
button.

Ewoary

To which cast will clients and users be added or deleied?

Wodify Atributes

Foom?2

H H

Cancel | Next)l v
S oty |

Unassigned Users Lah
Al 192.168.1.3 Al
192.168.1.4
192.168.1.7

= Add> |

1 igned Clients

MR " <Remove |
[ -]

192.168.1.8

192.168.1 5
192.168.1 6
192.168.19
192.168.1.10
192.168.1.11 =

|

Cancel | Finishl
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Amy selects the clients which are in the Lab and click#\tta: button
to add the clients to the Lab cast. Amy sets up the Library, Room1, and
Room2 casts in the same way that she has set up the Lab cast.

Amy’s next step is to set up lists of email addresses. She wants to ini-
tially set up three (3) different lists: Faculty, Students, and BadList.
Amy clicks the_Addshortcut under the List object. She then enters the
name of the new list and clicks tAed button. Amy adds all three lists

in this manner.

=
£ Adding a List
Enter the name for the new List and click the Add button.
New List Name Existing Lists
[Facult Badlist =]
Students
Add> |

Backto Top |

H

Amy would like some of the lists populated with people associated with
the school, so she decides to add users to Mail-Gear.
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Amy’s school has purchased enough licenses so that all students and
faculty can have Mail-Gear accounts, so Amy makes all users Mail-
Gear users.

=]
*‘ Add Users

Currently, 0 users out of 8 have heen selected.
Select a new Mail- Gear user and click the add button.

Mail- Gear Users

Add> | |
H

Backto Top | V
=

Currently, 8 users out of 8 have heen selected.
Select a new Mail- Gear user and click the add button.

User Name Mail-Gear Users
Add> |
Mark
Michael
= Michelle x|

Backto Top |

Amy clicks the_Modifyshortcut under the List object to populate the
lists with Mail-Gear users. She then selects the Faculty list and clicks
theNext button. Since Amy is modifying the Faculty list, she would
like to add all of the Mail-Gear users that are faculty members to the list.
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Amy highlights her own name and Bill's name and clicksltisé
Members button.

o

Select a list to modify then click the Mex# bution.

Function
BadList =

Students |

[ W= | \

hﬁ
Mail-Gear Users List Members
Ivonne
Eene
Mark
Michael
tichelle List bdembers>» |

Yolanda

H
(0] > v
R hers | _|
BadList :IA <Remove | 0__IWHBTS

H H
Address:

(Ex: user@brightcotp.com, (@htightcorp.com, user, usend, (@)

Backto Top |

Amy wants to be notified if there are any problems with the list, so she
also adds herself to the Owners section by highlighting her name and
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clicking theOwners button. Once she has done this, she click©te
button to save her changes.

Mail-Gear Users List Members
Ay AI
Bill

Mark

Michael

tichelle List bdembers>» |

Yolanda

LI Cwners>
Lists _ Owes | | |
BadList AI Owners
<Remove |
Ay AI

H
Address:
| |

(Ex: user@brightcotp.com, (@htightcorp.com, user, usend, (@)

oK |

Amy then modifies the Students list and adds all of the other Mail-Gear
users to this list. She adds herself as an owner and clic&s<theitton
to save her changes.

Amy created the BadList list because she knows of an address which the
school has deemed inappropriate for students and faculty. She needs to
add the address to the BadList list, so Amy clicks on the Mathidyt-
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o

cut under the List object, highlights the BadList list and clicks\inet
button.

Select a list to modify then click the Mex# bution.

Faculty
Students |

Clearl R[=Fed | *

Mail-Gear Users List Members
Ay AI AI

Bill
kvanne
Mark
Michael
Michelle

Rene List Members> |

Yolanda

) Cwners> |
Lists
m @ Owners
Sudents | <Pemave |

AT

H H
Address:

(Ex: user@brightcotp.com, (@htightcorp.com, user, usend, (@)

Backto Top |

The school has determined that neither students nor faculty should send
or receive email messages from any usebadimail.com , so Amy
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types: @badmail.com in the Address box and clicks thiest Mem-

bers button.

@badmail.com

@hadlistcom &

Amy then clicks théOK button to save her changes.
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Next, Amy decides to modify the system. Amy clicks_the Mosdifgrt-
cut under the System object. She then highlights SMTP Server Options
and clicks theNext button.

E .
Modify System

FOP Server Options
Built-ln HTTP Server
Licensing

COther Settings x|

[t b= | v

B
£ Modify System — SMTP Options

Nunther of O ing Ci i

|15 connections 'l

Maximum Number of Incoming Connections

|15 connections 'l

Local Email Domain:

|brightcorp.com

Other Local Domains: (one per lne)

L]

mailogear . com

Relay Host:

hrightcorp.mail.com

Clear | Finishl

Amy’s school has a fast connection to the Internet, so she sets the num-
ber of maximum number of outgoing and incoming connections to fifty
(50). Amy enters the local domabmjghtschool.k12.va.us ,in

the Local Email Domain field. To save her changes, Amy clickEitie

ish button.

Amy clicks the_Modifyshortcut under system, the POP Server Options,
and the Nexbutton to modify the POP options. Amy sets the maximum
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number of simultaneous connections to fifteen (15) and clickBithe
ish button to save her changes.

=
Licensing b
COther Settings x|

Clearl Next> | v
B
£3 Modify System — POP

Maximum Number of Simulianeous Connections

|15 connections 'l

Clear | Finishl

Amy next modifies the Built-In HTTP Server options. She clicks the
Modify shortcut for the System object and clicks et button. Amy
sets the maximum number of simultaneous connections to thirty (30)
and enters the HTTP port number. She clickdiheh button to save
her changes.

Amy’s last modification is to the Other Settings. She modifies the Other
Settings by clicking the Modifghortcut for the System object and then
clicking theNext button.

¥z .
Modify System

SMTP Server Options <
FOP Server Options
Built-ln HTTP Server

|Licensing
Other Settings

Clearl Next> | ¢
=
3 Modify System Settings

Activity logging
IEnabIed —0ld logs removed after 6 months j

Default Quota:

" Specify Quota I MEB
& Na Cuota

Clear | Finishl
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=
3 Schedule the System

The server has plenty of disk space so Amy enables activity logging and
sets the system so the log files are removed after three (3) months -- log
files are needed for reporting functions to work correctly. Amy specifies
the amount of space each user is permitted for email messages as 10
MB. She then clicks thEinish button to save her changes.

Amy returns to the Mail-Gear administration screen and selects the
Scheduleshortcut under the system section. She wants to set the default
filtering properties for her system so she sel8etisDefaultsthen

selects théext button.

Select a function to pexform on the system,
and then click on the MNex# bution.

Function

Schedule A Daily Event
Schedule An Eventfor a Specific Date
EditMiew An Existing Event

Delete An Existing Event =l

Clearl R[=Fed |

Inactivity Timeout

|5 minute timeout 'l

Filtering State:

Permitied Sexrver Access Methods:
IV SMTP

I~ POP3

™ Mail-Gear Web Client

Blocked Messages:
' Bounce to Sender
" Drop

" Detiver

Notifications:

" Notify on All Messages

' Notify on Blocked Messages
" Hone

Amy wants to protect students who forget to logout, so she sets the Inac-
tivity Timeout to five (5) minutes. The school requires that students be

=
X Set Default Settings — System

& Filtered " Unfiltered " Aflow Only

Clearl R[=Fed |

Y

‘olanda |

70




filtered by default, so Amy selects Filtered as the Filtering State. Amy
then selects SMTP so that students are able to receive email messages
from the outside world. Finally, to help keep the Mail-Gear users safe
from receiving inappropriate email messages, Amy decides to bounce
messages that are blocked back to the sender and to also have herself
notified whenever a message is blocked, then she clicRéetkiebutton.

The next screen determines to which lists of email addresses the users
are able or not able to send email messages.

=
Allow
(Dictionary Disabled)
Students
— |
Allow (Dictionary Disabled)> |
(Dictionary Enahled)
Allaw (Dictianary Enabled)> | 5
Deny> |
H
<O | Deny
=
Off Allow
Faculty = l (Dictionary Disahled)
Students =
— |
Allow (Dictionary Disabled)> |
(Dictionary Enahled)
Allaw (Dictianary Enabled)> | 5
Deny> |
H
<Of | Deny
Badlist =]

-
H

Clear | Next)l
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Amy highlights the BadList list and clicks tieny button. Mail-Gear
users are able to send email messages to any email addresses except
those listed in the BadList list. Amy then clicks Next button.

The next screen determines from which email addresses the users are
able to receive email messages. Amy wants the lists organized the same
way as listed for the lists for Sending window so she click€ty
From Sendingbutton.

=
Off Allow
7 (Dictionary Disabled)
ty Al
Students
Copy fram Sending | =l
Allow
Allow (Dictionary Disahled)> | (Dictionary Enabtedy
Allow (Dictionary Enabled)> |
Deny> | =l
Fiat.l I De]l}' v
=
Off Allow
2 [Facuty =] (Dictionary Disabled)
Students AI
Copy fram Sending | =l
Allow
Allow (Dictionary Disahled)> | ictionary Enableay
Allow (Dictionary Enabled)> |
Deny> | =l
Den;
<Off | Y
BiadList AI

|

Clear | Next)l

Amy clicks theNext button.
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The next screen covers the filtering options. Amy does not want to keep
students from receiving attachments, so she does not block any MIME
types. She then enables the AutoLock and click§ithish button.

|— Edit Settings

Sexuality
Language
MNews

Sports
Fecreation
Entertainment

Amy is finished configuring Mail-Gear for her school.
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Example 2: Michael has been a bad boy

Amy generates a report on any messages that have been blocked on the
system. She clicks on the Repsinbrtcut for the User object. She

wants a report on all users so she clicksviesv Usagebutton since a

report on all users is the default. She enters a range of dates that covers
the previous week, selects tentent Violation checkbox, and clicks

the Generate Reportbutton.

=
3 Access Report

Generate an access report on Users hy selecting them from the hox helow and clicking on the Fiew Lsage
button. If you do not select any items then all accesses will be included in the report.

Users
Bruce
CaphMan
chuck
vy
digger
edawvis
gconstan
gpwarren
humes
kvanne

||

Clearl Yiew Usage |

=
3 Access Report

The report will cover the date and time which you enter helow. If none of the checkb helow are selected
then the repori will contain entries for all types of information. If some of the checkhoxes are selected then
the report will only contain enirvies of types matching the selections.

From Until
Diate Time Date Time
[5/5/1998 [12 =]:Joo =|]am = |er12nass [11 =]:s5 =P =
Search: I

Realms

I Administration ||~ POP |I” SMTP I~ Web Clisnt
Actions

™ Login ™ Logoff ™ Connected To ™ Connection From

™ Disconnected

™ Message Accepted

™ Message Rejected

™ Processing Completed

™ Delivery Failed

™ Message Delivered

™ Message Bounced

™ Message Dropped

™ Message Read

™ Message Deleted

™ Message Moved

™ Message Edited

I Protocol Vinlation

¥ Content Violation

™ Access Violation

[~ Object Added

™ Object Deleted

™ Object Modified

™ Object Scheduled

™ Object Renamed

™ Message Approval

™ AutoLocked

Clear

Generate Report
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Amy notices several bounced email messages from Michael, so she
decides to monitor Michael’'s email activity.

e ViaileGear.

Access Report

12-Tun-1998 02:1320 Realm: SLITP Action: Content Violation From: michael
SMTP ID: M1992061 208132911190 Info: Mot allowed to send this content to lamiews Found: snorteskle

12-Tun-1998 02:13:49 Realm: SLITP Action: Content Violation From: michael
SMTP ID: M1992061 2081 34809765 Info: Mot allowed to send this content to ivonne Found: snorteskle

12-Tun-1998 02:1405 Realm: SLITP Action: Content Violation From: michael
SMTP ID: M1992061 202140413826 Info: Mot allowed to send this content to jill Found: snorteskle

12-Tun-1998 02:14:18 Realm: SLITP Action: Content Violation From: michael
SMTP ID: M1992061 2021412807562 Info: Mot allowed to send this content to bruce Found: snoreskle

LR ETS-1 [

© 1996 - 1998 Unified Research Laboratories, B
ATl Rights Reserved. Legal Notice
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Amy clicks on the Schedukhortcut for the User object. She then high-

lights Michael's name, highlights Set Defaults, and clicks\tagt but-
ton.

Esorequire |
Select a Mail- Gear user and a function to pexrform
on the user, then click the Nexi# button.

Users

Ay -~ l
Bill

kvanne

ark

Schedule A Daily Event
Schedule An Eventfor a Specific Date
EditMiew An Existing Event

Delete An Existing Event

H
Cl Next>
Yolanda ﬂle—l *
LI o Set Default Settings

Inactivity Timeout

|5 minute timeout 'l

Filtering State:
& Filtered " Unfiltered " Aflow Only

Permitied Sexrver Access Methods:
¥ SMTP

¥ POFP3

¥ Iail-Gear Web Client

Blocked Messages:
" Bounce to Sender
& Drop

" Detiver

Notifications:

' Notify on All Messages

" Notify on Blocked Messages
" Hone

‘olanda |

Clearl R[=Fed |

Amy leaves everything as it was set except that Blocked Messages are
now dropped and Amy is notified on all the messages which Michael
sends. So, if an email message is blocked, the message is not sent to
anyone except to Amy until she either approves the message, bounces
the message back to Michael, or deletes the message. Amy then clicks
theNext button through the next several windows without changing any

options until she is able to click tinish button and save all of her
changes.




Over several days, Amy receives email messages from Michael to other
students with inappropriate language. Amy decides to deny Michael

access to any email until she is able to speak to him. Amy clicks the
Scheduleshortcut for the User object.

Esorequire |
Select a Mail- Gear user and a function to pexrform
on the user, then click the Nexi# button.

Users
m e B
Bill Schedule A Daily Event

kvanne Schedule An Eventfor a Specific Date

EditMiew An Existing Event
Delete An Existing Event

ark

Michael

5 [~
Michelle
\F:elned Claar | Tt | v
olanda
hﬁ .
=l Set Default Settings

Inactivity Timeout

|5 minute timeout 'l

Filtering State:
& Filtered " Unfiltered " Aflow Only

Permitied Sexrver Access Methods:
[~ SMTP

I~ POP3

™ Mail-Gear Web Client

Blocked Messages:
" Bounce to Sender
& Drop

" Detiver

Notifications:

' Notify on All Messages

" Notify on Blocked Messages
" Hone

‘olanda |

Clearl R[=Fed |

Amy deselects all of the permitted server access methods so that
Michael is unable to access email. She clickd\i&et button on the

next few pages without making any changes until she is able to click the
Finish button and save all of her changes. Now, when Michael comes to
Amy complaining that he is unable to access his email, Amy is able to
explain and show Michael why his email privileges have been revoked.
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URLabs Software License Agreement
and Limited Warranty

READ THIS DOCUMENT CAREFULLY. THIS IS A LEGAL AGREEMENT
BETWEEN YOU AND UNIFIED RESEARCH LABORATORIES, INC.
(“URLabs”). BY USING THE SOFTWARE AND ITS DOCUMENTATION,
YOU ARE AGREEING TO BE BOUND BY THE TERMS AND CONDI-
TIONS OF THIS AGREEMENT, INCLUDING THE SOFTWARE LICENSE
AND DISCLAIMER OF SOFTWARE WARRANTY CONTAINED HEREIN.
IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS
AGREEMENT, PROMPTLY RETURN THIS CD TO THE PLACE WHERE
OR TO THE PERSON FROM WHOM YOU PURCHASED IT. The enclosed
SOFTWARE is licensed, not sold, to you by URLabs.

1. GRANT OF LICENSE; USE RESTRICTIONS. URLabs grants you a per-
sonal, nontransferable, and nonexclusive right to use SOFTWARE. You agree
that you shall not disassemble, reverse compile, reverse engineer, reproduce,
adapt, modify, translate, distribute, loan, lease, resell for profit or create deriva-
tive works based upon SOFTWARE or any portion thereof, except pursuant to a
license from the appropriate contributing SOFTWARE owner. Prior to disposing
of any media or apparatus containing SOFTWARE, you will ensure that any
SOFTWARE contained on such media or stored in such apparatus has been com:
pletely erased or otherwise destroyed.

2. COPY RESTRICTIONS/OWNERSHIP. You agree that no title to SOFT-
WARE, or the intellectual property in any SOFTWARE or in any copy is trans-
ferred to you, and that all rights not expressly granted to you hereunder are
reserved by URLabs or others contributing to the SOFTWARE.

3. DISCLAIMER OF WARRANTIES. THE SOFTWARE AND MEDIA ARE
PROVIDED “AS IS” AND WITHOUT WARRANTY OF ANY KIND,
EXPRESS, IMPLIED OR OTHERWISE, INCLUDING WITHOUT LIMITA-
TION ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF SOFTWARE IS WITH YOU.

4. LIMITATION OF LIABILITY. IN NO EVENT SHALL URLABS OR THE
CONTRIBUTING SOFTWARE OWNERS BE LIABLE TO YOU FOR ANY
DAMAGES (INCLUDING WITHOUT LIMITATION LOSS OF DATA, USE,
PROFITS OR GOODWILL, OR INCIDENTAL OR CONSEQUENTIAL DAM-
AGES), WHETHER OR NOT URLABS OR THE CONTRIBUTING SOFT-
WARE OWNER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
LOSS, HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
THESE LIMITATIONS SHALL APPLY NOTWITHSTANDING THE FAIL-
URE OF THE ESSENTIAL PURPOSE OF ANY LIMITED REMEDY.




5. EXPORT RESTRICTIONS. You agree that you shall not directly or indirectly
export the SOFTWARE in contravention of any export law.

6. TERMINATION. This license is terminated if you fail to perform or observe

any covenant, condition, or agreement to be performed or observed by this
agreement. URLabs, at its sole option, may provide written notification of the ter-
mination of the License for any reason, and in addition to any other rights or rem-
edies available to URLabs, you shall promptly return to URLabs the original and
all copies in your possession, whole or in part, in any form, including partial cop-
ies of modifications, of the Licensed Programs, and within two weeks after any
such termination you shall certify in writing to URLabs that you have done so
through your best efforts and to the best of your knowledge.

7. GOVERNING LAW; DISPUTES. This Agreement shall be governed by and
interpreted in accordance with the laws of the State of Virginia.

8. U.S. GOVERNMENT USERS. If SOFTWARE is acquired by or on behalf of

an entity of the United States government, the following provision applies: U.S.
GOVERNMENT RESTRICTED RIGHTS LEGEND Use, duplication or disclo-
sure of SOFTWARE by the Government is subject to restrictions as set forth in
FAR 52.227-19(c)(2) or subparagraph (c)(1) of the Rights in Technical Data and
Computer Software clause at DFARS 252.227-7013 and/or in similar or succes-
sor clauses in the FAR, or the DOD or NASA FAR Supplement. Unpublished-
rights reserved under the Copyright Laws of the United States. Contractor/manu-
facturer is Unified Research Laboratories, Inc. 303 Butler Farm Road, Suite 106,
Hampton, VA 23666.

9. LAWS GOVERNING WARRANTIES AND LIABILITY. The laws of juris-

diction may define the scope of a warranty or the manner in which liability of a
supplier of software is limited, and such law(s) shall govern this Agreement to
the extent a party is protected by such law(s) cannot waive the protection thereof
by contract. Some U.S. states do not allow the limitation of exclusion of liability
for incidental or consequential damages, or allow the exclusion of implied war-
ranties, so the limitation and exclusion above may not apply to you, and you may
have other rights which vary from state to state.




