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Before You Begin

The User’s Guide and Technical Reference provides all of the information
necessary to effectively use and implement all of TapeWare' s advanced features.

Before You Install TapeWare

Ingtalling TapeWare is simple and easy to do. Prior to installing TapeWare,
however, you must make some important decisions about implementing
TapeWare. Before you install TapeWare, be certain you know the following:

= the name of database zone you wish to create.

= the machine on which you will locate the database.

= which workstations or file servers will belong to the database zone.

= the Key Code for the product and configuration you have purchased.
= whether you will install TapeWare as aservice.

Detailed instructions on how to install TapeWare can be found in “Installing
TapeWare,” Chapter 2, including adiscussion of installing TapeWare as a service.
If you are uncertain about creating a database zone or assigning machinesto a
database zone, read Chapter 1. Two sections in Chapter 10, “Managing the
Database” and “ Strategies for Faster Jobs’ provide additional information about
locating the database and assigning machines to database zones that you will want
to consider before installing TapeWare.

TapeWare Documentation

On the Instalation CD-ROM, you will find the file Twusersguide.pdf along with
the Adobe Acrobat Reader 3.0. Thisfile contains the exactly the same contents as
this manual, the User’s Guide and Technical Reference.

If you require extra copies of this manual, you can print the PDF file. It was
designed to be printed one-sided, with amargin for placing it in abinder. For
consistency with this manual, the page numbers, page layout, table of contents,
and index are the same (except that the PDF file does not have facing pages or
even/odd headers).
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button

To print the documentation, open the Twusersguide.pdf file with the Adobe
Acrobat Reader. Choose Page Setup... from the File menu and set the proper
options for your printer. Be certain to select the Larger Print Area option if your
printer supports this option. Then choose Print... from the File menu and print
the document.

The contents of this manual are aso available in the on-line help file.

(You can aso purchase additional printed and bound copies of this manual.
Contact us at the numbers listed below for additional information.)

Additionally, you will find a PDF file named ErrorCodes.pdf. This document,
approximately 42 pages long, contains a complete listing of all the TapeWare error
codes. Y ou can use the Adobe Acrobat Reader to print thisfile.

On-line Help

To get on-line help while using TapeWare, select Help Topics from the Help
menu.

For context-sensitive help while using TapeWare, either

= click onthe Help button and then click on the part of the object you want help
with, or

= click on an object with the right mouse button and select What’sthis?, or
= usethe Tab key to “target” an areain the TapeWare window and press F1.

Customer Support
Y ou can get customer support for TapeWare in one of four ways:

= Visit our web-site at www.tapeware.com. (For aquick connection, select Web
Page from the Help menu.)

= Emall usat support@tapeware.com.
= Fax usat 209.292.8908

= Phone us at 209.292.8888. Our customer support hours are 8 am. to 5 p.m.,
Pacific time, Monday through Friday.



CHAPTER 1

Overview of TapeWare Concepts

TapeWare provides a powerful, yet cost effective and easy to use, management
tool for protecting data on network file servers and workstations. TapeWare
provides users with the capacity to back up and restore data across a network and
the ability to administer a comprehensive backup plan.

A complete network backup system consists of three parts. the physical
peripherals, the database, and the backup management program.

Physical Peripherals

For further
information about
backup device LAN
location, see
“Strategies for Faster
Jobs,” Chapter 10.

TapeWare works with your existing computer network. A network connects
workstations and file servers together in order to allow various users to work
together on projects and with common files. Networks also allow usersto share
peripherals, such as disk drives, printers, fax machines, and modems. Sharing
peripherals across a network makes economic sense, since multiple workstations
can use asingle peripheral. Backup devices, such as tape drives, which backup or
copy files onto tapes or other media, may a so be shared.

Sharing a backup device or tape drive makes operational aswell as economic
sense. Rather than back up each workstation individually, a shared backup device
on a network can back up every workstation and file server on the network. This
lowers costs and makes it possible to centralize backup operations for the network.
Further, a single user, such as the network administrator, can have primary
responsibility for backing up all the file servers and workstations on a network.
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Backup Devices can be
shared on a network.
TapeWare allows you to
locate backup devices on
any workstation or fileserver.

Although sharing a backup device or tape drive on a network makes economic and
practical sense, it also poses several problems.

= Firdt, security isan issue. Most networks have elaborate security systems that
prevent sensitive or confidential datafrom being accessed by unauthorized
users. However, unless protective measures are taken, once these files are
backed up onto atape or other media, any user in physical possession of the
media can gain access to those files. Although it is possible to physically store
the mediain a secure location, a complete network backup system will prevent
unauthorized viewers from accessing confidential or classified information.

= Second, tracking the location of backed up filesis afurther issue. Whilea
single user may be ableto find afile backed up onto afloppy disk by
manually searching through a stack of disks, this approach is unworkable for
large networks. Without the appropriate software, locating a given occurrence
of afile may be impossible, since there may be hundreds of thousands of files
backed up on hundreds of tapes created over weeks or months.

The Database

For further
information on
working with the
database, see
“Managing the
Database,”
Chapter 10.

To solve the problems of security and tracking files, TapeWare creates and
manages a database. The TapeWare database keeps track of each tape or other
media and each file that is on that tape. For each tape, the database contains detailed
information about the tape, such as when it was created and who created it, and
about the files on the tapes, such as when they were backed up and on which tape
thefileis stored. Thisistrue aswell for other media.

The database a so addresses the security complication. Included in the databaseis
information about which users can use or view which files. The database prevents
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unauthorized users from accessing files for which they have no security clearance.
The database tracks each user and ensures that only approved users have accessto
files stored on the backup media.
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The Backup Management Program

Writing files to the backup media and managing the database requires an
application program, such as TapeWare. Two of the most important functions of
TapeWare are managing the database and creating and running jobs. TapeWare
manages the database to keep track of files and to ensure security. TapeWare also
creates and runs jobs, such as backup and restore jobs which transfer files back
and forth between backup devices (such as tape drives) and file servers and
workstations.

Managing the Database

Much of the power and usefulness of TapeWare comes from its extensive
capabilities to manage the database. There are three important concepts associated
with the database: objects, properties, and zones.
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Container objects
contain other
objectsinside

them...

...including other
objects (like jobs
and media) and
other containers
(such asjob
folders).

For further
information on
property sheets, see
Chapter 12, “Objects
and Properties
Reference.”

Objects

The database collects and organizes information about objects. An object isany
file, machine, tape, or user about which TapeWare needs to store data. Examples
of objectswhich TapeWare tracksin its database include tapes, tape drives,
network servers, occurrences of files, backup jobs, users, and so forth.

Objects that contain other objects within them are referred to as containers. A
simple example of a container isafolder. It contains other objects within it,
including objects that are not containers, such asjobs and files, and objects that are
containers, such as other folders.
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Properties

The information about each object that TapeWare storesin its database are called
properties. The properties of each object include important information about that
object, such aswhat kind of object it is, who has security clearance to useit, and its

relationship to other objects.

For example, an individual backup tapeis an object in the TapeWare database.
Some of the properties of that tape stored in the database include the name of the
tape, when it was created, who has clearance to use the tape, and whether or not the

tape can be erased.
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You use property sheets,
such as this property
sheetofa backup job, to
set, modify, and view the
properties of an object.
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Working with TapeWare objects and propertiesis easy. Even though when you
work with TapeWare you work primarily with objects and properties, extensive
knowledge about objects and properties is not necessary. If you know how to use
the Windowse Explorer™, you already know most of what you need to use
TapeWare. Part | of this manual will provide al the information you need to work
with TapeWare effectively.

Zones

TapeWareis not limited to just one database. On alarge network, it may be useful
to have multiple databases, each addressing different storage needs. For example,
there may be a separate database for each work group or department, even though
they are al on the same network.

If your network has multiple TapeWare databases, then you choose which
database you wish to use by selecting a database zone when you log on to
TapeWare. Choosing a database zone is smply away to select which database you
wish to use.

Each TapeWare database zone is overseen by aTapeWare administrator . It is
the TapeWare administrator’ s job to manage the security and integrity of thefiles
in hisor her database zone.
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For further Database Zones and Security Database zones also help insure network security.
information, see TapeWare uses database zones to promote security in two ways: first, by
Chapter 11, preventing users from working with more than one database zone at atime and,

“Permissions and
Security Reference”.

second, by allowing file servers and workstations to be the member of only one
database zone.

Note the following about machines, users, and database zones:

= Workstations or file servers (called a machine container) can only bethe
member of one—and only one—database zone. Because these machines
belong to only one database, their peripherals, such as disk drives and backup
devices, can belong to only one database.

= Tapesor other mediacreated in one database zone cannot be used in another
database zone without following special procedures. Thisinsuresthat thereis
no improper access to secure files and data.

= Each database zone must have at least one backup device, such as atape drive.
Further, that backup device can only belong to one database zone: it cannot be
shared among multiple zones. (However, a database zone could have multiple
backup devices.)

= From one workstation, auser can work in other database zones besides the
zone his or her workstation belongs to. This means they can remotely
administer jobs for other database zones besides the zone their workstation
belongs to. They cannot, however, work in multiple database zones at the
sametime.

= A user can work from their home machine with other database zones besides
the one to which their machine belongs. Their machine, along with its drives,
peripherals, and accompanying data, however, dwaysremain in asingle
database zone. This helps to prevent the unauthorized sharing of data between
database zones. Thus while users can work outside of their database, the
workstations and file servers they use always stay within their home zone.

Creating and Running Jobs

TapeWare creates backup tapes and restores files with jobs. Working with backup
devices and the LAN, TapeWare jobs either back up network file servers and
workstations onto media or restore files from media onto file servers or
workstations. When you want TapeWare to backup or restore afile, you create and
runajob.

There are severa kinds of jobs, including backup, restore, and verify jobs. Every
kind of job you create and run has six components: creating the job, permissions,
selection, options, scheduling, and running.
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Creating the Job Y ou begin by creating ajob, either a backup, verify, or restore
job.

Permissions In order to create ajob, you must have permissions to the objects
that job will work with. For example, to create a backup job, you must have
permissions to the tape drive, the tape, and the files you will backup. If you wish
to backup files on another workstation, you must have permissions to that
workstation and to the files on that workstation. Individual users are assigned
permissions by the TapeWare administrator, who is responsible for ensuring the
security and integrity of the backup system.

Selection Once you have permissionsto afile, you must select it to beincluded in
your job. You might select al files, only afew files, or perhaps only asinglefile.
Y ou select filesfirst by selecting them in the sel ection window and second by
having TapeWare ‘sort’ them with filters, which apply additional selection criteria
such as date modified, type of file, and so forth.

Scheduling After selecting files, the job is scheduled to be run. A job may be
scheduled to run later or to run immediately. It can be scheduled to run regularly or
only once.

Options After scheduling the job, you specify the job’ s option parameters. Some
of the options you can specify include what backup device to use, what mediato
use, whether to automatically format the media, and so forth.

Running Finally the job isrun. Many scheduled jobs are run automatically by
TapeWare, but you can manually run ajob at any time.

Every time you create ajob in TapeWare, your job must include these six
components. Y ou begin by specifying atype of job. Before you can proceed
further however, you must be certain that you have permissions to the objects,
such as files and tape drives, that you wish to use. Y our TapeWare administrator
will work with you to determine which type of permissions you require. Then you
sdect thefilesfor your job, specify the option parameters, and finally schedule the
jobtorun.

These six components of creating and running jobs are covered in detail in
chapters 3 through 8 of this manual.



CHAPTER 2

The TapeWare Workplace

TapeWareis designed to be easy to use. In fact, you may aready know how to use
many of its features. This chapter will familiarize you with all you need to know in
order to use most of TapeWare' s features, including keyboard shortcuts and
mouse conventions.

In This Chapter

= Indgaling TapeWare = TheMain TapeWare Object
Window

= Starting TapeWare
) = Property Sheets
= TheLogon Window
=  Menus

Installing TapeWare

Ingtalling TapeWare is simple and easy. The Install program automatically
configures TapeWare to work on your machine with your network software and
will prompt you when you need to specify installation parameters.

Before you install TapeWare, be certain you know the following:

= the name of database zone you wish to create.

= themachine on which you will locate the database.

= which workstations or file servers will belong to the database zone.

= theKey Code for the product and configuration you have purchased.

If you are uncertain about creating a database zone and assigning machinesto a
database zone, see Chapter 1 and Chapter 10 of this manual for more information.
The following part discusses product configuration.
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(If you will be working with NetWare' s BTrieve database records, you must
configure a specia contral file to backup and restore your database. See Appendix
| for moreinformation.)

Product Configuration

When fully implemented, TapeWare can work with any network configuration of
Windows NT, Windows 95, NetWare, and DOS machines, with no limitation on
the number of machines, servers, or backup devices.

However, what product you have purchased may limit your installation choices.
The number of serversin adatabase zone and the network platform TapeWare
runs on depend on which product you purchased. Y ou can purchase license
agreements for a single machine, asingle server, or an unlimited number of
servers. Similarly, your license agreement determines whether TapeWare will run
only on aWindows NT network, on a NetWare network, or on both (including
“mixed” networks).

If you have purchased a single server license agreement, you can have one
NetWare or Windows NT file server in that zone. If you want to have multiple
serversin asingle database zone, you can purchase an upgrade to your license
agreement.

If you have purchased alicense agreement to install TapeWare on only one
network platform, the Install program will only install TapeWare on the specified
network platform. If you want to install TapeWare on another network platform,
you can purchase an upgrade to your license agreement.

If you want to create more than one database, you must purchase an additional
software license. Each product purchased creates one and only one database zone.

Installation and Database Zones

Y ou should ingtall TapeWare on the workstation or file server where the database
isgoing to be located first. When you do so, you create a database zone and
specify the folder (the directory) in which the database will be stored. TapeWare
needs this information when configuring other machines that belong to this
database zone.

After first installing TapeWare on the machine where the database is going to be
located, later, when you install TapeWare on other workstations or file servers,
TapeWare looks to see what database zone is available on the LAN. As part of the
installation procedure, you will be prompted to confirm that you want this machine
to be part of the database zone you have aready created.
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Installation Instructions

(The following instructions assume that your CD-ROM drive has been assigned
the driveletter D:. If thisisincorrect, substitute the proper drive letter.)

DOS

Change the drive to the CD-ROM drive and then type INSTAL L . Consider this
example.

C.> D. [ENTER|
D: > | NSTALL [ ENTER]

NetWare

If you have a CD-ROM drive attached to the file server, mount the CD-ROM
drive and type LOAD TAPEWARE:INSTALL. Consider this example.

SERVER: CD MOUNT cd-rom devi ce [ ENTER]
SERVER: LOAD TAPEWARE: | NSTALL [ ENTER]

If you do not have a CD-ROM drive attached to the file server, you must create an
install directory and copy the install program to that directory. Consider this
example.

From a workstation:

C.> MD F:\TWNS [ ENTER]

C.> MD F:\ TW NS\ NET [ ENTER]

C. > COPY D:\ I NSTALL. NLM F: TW NS [ ENTER]

C.> COPY D:\NET\*.* F:\ TW NS\ NET [ ENTER]

Then fromthe server:

SERVER: LOAD SYS: TW NS\ | NSTALL [ ENTER]

Windows (95 or NT)

If you are running Windows 95 or Windows NT 4.00, insert the CD in your CD-
ROM drive. Setup.exe will automatically be run. (If thisfailsto work, double click
the Setup.exefile on the CD).

If you are running Windows NT 3.51, change the drive to the CD-ROM drive and
then type SETUP. Consider this example.

C.> D. [ENTER|
D: > SETUP [ ENTER]
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Installing TapeWare as a Service

When TapeWareisinstalled and run as aservice, it will automatically be run
whenever the systems starts up. When it runs as a service, it will runin the
background without the user interface, although you can make TapeWare' s user
interface active a any time by double-clicking on the TapeWareicon. Later, when
you close TapeWare, it returnsto service mode and runsin the background again.

Ingtalling TapeWare as a service can be very useful because TapeWare will run
backup jobs automatically and unattended. This can be essential after a power loss,
for example. If TapeWare isinstalled as a service and thereis a power loss, after
power returns, TapeWare is automatically run in the background when the system
restarts, insuring that any scheduled jobs are run.

When you install TapeWare on a Windows 95 or Windows NT machine, the
install program will ask you if you want to ingtall it asa service. Toinstall it asa
service, check the appropriate check box in the Install program’s TapeWare
Service window.

Note TapeWareis only available as a service on Windows 95 and Windows NT
platforms.

Starting TapeWare
After you haveinstalled TapeWare, you start it like any other program.

To start TapeWare in Windowse 95 or Windows NT", click onthe Start button
on the Taskbar and select TapeWare from the Program submenu. Y ou can also
create a shortcut to TapeWare and put it on the desktop. Alternatively, you can
double click the Twadmin.exe file in the Windows Explorer window.
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On Windows 95 and 7l
Windows NT platforms, Tapeware
start TapeWare by = B0 Accessories
dOUble-CliCking the e Microzaft Reference

G Wew Office Document FioboHELP 55

shortcut on the desktop... = _
= Open Office Document StartUp

* v v v

B Programs v| B Tapeware 6.00
=% Documents 3
Settings 4
...or Selecting @ Find 3 @ Tapeware Help
TapeWare from the & Help
Program submenu 21 Bun..
on the Start menu. &P Shut Down..
i @Tape\:\u"are |

To start TapeWare on aNetWares platform, run TWADMIN.NCF from
SYS.SYSTEM. It isnot necessary to specify a search path. Consider the
following example:

SERVER: TWADMIN

To start TapeWare on a machine running DOS, position to the directory where
you installed TapeWare. Then type TWADMIN. Consider the following example:

CATW600>TWADMIN

The Logon Window
Each time you start TapeWare, you are shown the TapeWar e L ogon window.

&, TapeWare Logon ME E

-

EE Enter pour uzer name and password to log on to Tape\ware,

Database zone: ISouth Sequoia Zone j
User name: IGALEN CLARE
Password: I xxxxxxxxxxxxxxx
The TapeWare
Logon window 06/14/1997 12:27 Pm oK I Cancel |

Tolog on, you must select a database zone, enter your user name, and enter your
password.
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Selecting a Database Zone

When your TapeWare administrator set up TapeWare to run on your LAN, he
assigned your workstation to a database zone. Y our workstation, along with its
drives and peripheras, can only be the member of one database zone. The name of
this zone is the default name that appears in the Database Zone list box.

Normally, you should leave the default name in the list box unchanged. Thisis
because you will typically want to work with the database zone your workstation
belongs to.

Occasionally, however, you may wish to work in adifferent zone. Y ou might be
asked by a coworker or your TapeWare administrator, for example, torun a
TapeWare job in adifferent database zone.

To sdlect a database zone other than the default zone, first click the arrow next to
the database zone list box. Y ou will see alist of possible database zones. Select the
database zone you wish to use.

‘ﬁ" TapeWare Logon M= B

"Fj Enter pour uzer name and password to log on to T apeiware.

Databaze zone: I

To selecta database
zone, click on the
Database zone listbox
and selectthe database
you wish to use.

Password:

I
06/27/1997 04:34 P Ok I Cancel |

Note Although you can log on to different databases, you can only create and run
jobs within asingle database zone. Further, you can only access files and devices
in asingle database zone. This means, for example, that you will be unable to
restore files backed up from workstations in one database zone to workstations in
another database zone. (If you need to share data from one database zoneto a
different database zone, see “Import Media’ in Chapter 9.)

User Name and Password
After selecting a database zone, type in your user name and password.

If you type your name or password wrong, you will be asked to reenter your name
and password.

In order to log on, your TapeWare administrator must first assign you a user name
and a password. If you are having difficulty logging on, ask your system
administrator to specify again the exact spelling of the user name and password
assigned to you.
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Changing Your Password

Itisagood ideato regularly change your password, particularly if you are working
with sensitive and important data. To change your password, make the Security
tab active by clicking onit. Then choose Change Password... from the Security
menu or the Shortcut menu. Change your password in the User Password
window.

[0 To Change Your Password
1. Click onthe Security menu to makeit active.
2. Click onyour User Object icon.
2. Openthe User Password window by either
= sglecting Change Password... from the Security menu, or

= clicking your user object with the right mouse button and selecting
Change Password... from the Shortcut menu.

3. Typeinyour old password and then your new password.

4. Confirm your new password and then click Ok .

File  Edit & Tool: Miew ‘Window

To change your password, highlight
your User Object icon, and then

selectChange Password... from the
Security menu % Opessuort: [
Mew password: I xxxxxx
In the User Password Confiim password: [~
it o
new password.

When selecting a password, remember that some passwords are notoriously easy
to break. For example, because many persons use their birth date or name of their
spouse, these are not good choices for passwords.

Tip The TapeWare administrator can change a user’s password without knowing
the user’ s current password. When the TapeWare administrator selects Change
Password... from the Security or Shortcut menu, TapeWare does not require
that the old password be entered before changing the password. This is useful
when the user has forgotten his or her password.
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Logging on the First Time

The default user name for the TapeWare administrator is ADMIN. Thereisno
default password required for this user to log on.

Warning TapeWare administrators have unlimited access to al of the objectsin the
database. Any user who logs on as the TapeWare administrator will have complete
access to al of the files and machines on the database.

Your first security step should be to change the TapeWare administrator’s
password. Change your password on the Security tab. Select your User object
and sdect Change Password... from either the Security menu or the Shortcut
menu. Before continuing with the rest of this section, be certain that you have
changed your password

Grace Logons

Y our TapeWare administrator may have set up your password to expire after a set
period of time. For example, your password may be invalid after 60 days. This
forces you to change your password regularly.

If your password has expired, TapeWare will prompt you to change your
password. If you choose not to change your password, TapeWare may till let you
log on, even with an expired password. Logging on with an expired password is
cdled a grace logon. Y our TapeWare administrator will determine how many
grace logons you are allowed.

When your password has expired and you have used al of your grace logons,
TapeWare will ask you to change your password when you log on.

Logging Out
On occasions you may want to change the database zone you are using or want to

log on as adifferent user. Although you could quit TapeWare and restart the
program, it is quicker and faster to log on again without quitting TapeWare.

To log on again, choose L og Out from the File menu. Y ou will be presented with
the TapeWare L ogon window and asked to log on again.
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For further
information, see
“Running
Scheduled Jobs,”
Chapter 8.

The Main T

&t Yosemite Technoiogies TapeWware

J(=W Edit Job Tools Wiew
Mew Object... Ins
Imstanees.. il
Frint Setup...
SelectLog Outfrom the File ‘ [Et (et (kP
menu to log on to a new Preferences...
zone or to close the main \E@emes AlEnter
TapeWare window. BT
Exit Alt+F4 |

Logging Out and Running Scheduled Jobs

TapeWare can run scheduled jobs even when no oneislogged on. (Only
scheduled jobs can be performed when no oneislogged on to TapeWare.)

When you leave your workstation, you may need to leave TapeWare open. In
order to not let any other users have unauthorized access to the LAN, log out of
TapeWare before leaving your workstation. Any scheduled jobs will till run, but
no unauthorized users will be able to work with TapeWare unless they can log on.

apeWare Object Window

Y ou use the main TapeWare object window to view, create, and manipulate
TapeWare objects, such as jobs and tapes.

In addition to the menu bar, the TapeWare window has the following parts: tabs,
toolbar, the hierarchical or “tree” view areg, the object detail area, and the status
bar.

IS[=] E3

File Edit Job Toolz Wiew Window Help TabS
) Backup |@ Hestorel == Verifyl % Medial @ Devicel @ Queuel % Securityl e Databasel
Toolbar —| & Admin Folder = B x| 2. =i 2EE =] = e
=-[_] Home =
a_ Admin Folder ﬁ, ﬁ, ﬁ,
(3 Historical Backups Special dnnual - NT to Legal Dacs
{21 Legal Dacs Archive Feport Job Metware Archive H . .
(2 MT to Metware Transfers Tranzfers 0 b]ect detail
{23 Conservationists Folder E B area
D Everyone Folder i
) ) [0 Job Templates GF5-20 Main
Hierarchical {23 Gale Clark Folder Backup Job

“tree view" area

Status bar —1

(23 Sequoia Study Group Folder

—_

For Help, press F1 ~ |ADMINGS outh Sequeia Zone |06/14/1997 02:43 P @ Alert I v
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Tabs

At the top of the window are eight tabs which help to group and organize similar
sets of objects. For example, you use the Backup tab to display and work with
backup jobs, the Restor e tab to display and work with restore jobs, and so forth.
To display adifferent tab, click on the tab you wish to view. Y ou can aso display
adifferent tab by using the View menu.

Toolbar

The Toolbar hasalist box and severa buttons. Not all buttons are on all tabs and
some buttons on atab may be unavailable. When abutton is grayed out, it is not
available because no object that it can work with is currently selected.

i Other buttons
Up one Level button Properties button

|aAdminFo|der/ = ’1%|>‘<||F| _l ﬁ|£||%|ﬁ| él ﬁl\ ”

Listbox New object bution / \ Display buttons Help button

Delete button

= Thelist box contains the name of the folder (or container) currently displayed
in the object detail area.

= TheUp OneLeve button changes the currently displayed folder (or
container) to the next higher container in the hierarchy, that is, the container
that contains the current container.

= Thelargelcon, Small Icon, List, and Details display buttons determine
how objects are displayed in the object detail area.

= TheProperties button displays the properties of any object you have selected
inthe object view area.

Y ou can use the View menu to either hide or show the Toolbar .

The Object View Areas

The left side of the window displays containers, such as folders. Examples of
other container objects include networks, workstations, and drives. These are
displayed in hierarchical or “tre€” view. This portion of the window is referred to
asthe treeview area.

Theright side of the window isreferred to as the object detail area. It displaysthe
contents of the container currently selected in the tree view area. If you select an
object in the tree view area, you will see its contents displayed in the object detail
area on the right side of the window.



Chapter 2 The TapeWare Workplace 18
= Backupl =) Hestorel &= Verlf_l,ll % Medlal @ Dewcel @ Queuel m Securit |
IaAdmln Folder j : o | B2E2 S I%l%l @l&lﬁl
= D South Sequaia Zone 1= [_IHistorical Backups
=8 D Home C1Legal Docs Archive
#dmin Folde [CIINT to Netwiare Transfers
[0 Historical Backups (C21GF5-20 Main Backup Job - Rotation Media
(0 Legal Dacs Archive GFS-20 Main Eackup Job Contents of
O n |y g glsngi:wa[; Tl:nsterz d Special Annual Report Job Container
. -20 Main Backup Job -
containersare [ | = i (1 Conservationists Folder selected in tree
i - D Evervone Folder :
displayed on T e e view area...
the left $|de of H— .. [ Gialen Clark Folder L ]
the window, | | = (13 Sequoia Study Group Folder ...are displayed
the tree view . ] Stephen Mather Folder in the right side of
B B Metwork .
area. 5= EI Capitan Server . the window, the
QT JIJ objectdetail
area.

Expand tree
icon.

The object view areais designed to be easy to use and if you have worked with
Windows Explorer, you probably already know all you need to work with it. If
you are new to working with objects presented like this, keep the following in
mind:

= Theleft side of the window, the tree view area, only displays containers, that
is, objects that hold other objects. Objects that do not contain other objects are
displayed only on the right side of the window, in the object detail area.

= Todisplay the objectsin afolder or other container, open it by clicking oniitin
thetree view area.

= Toview thefolders within afolder, expand the “tree” by clicking on the
expand tree icon next to the folder. Alternatively, you can double click the
folder, and it will both expand and display its contents in the object detail area.

Note You can instruct TapeWare to only show the expand tree icons when a
container contains other containers within it. Select Preferences... from the File
menu and check the Smart expandable indicators check box. Before displaying
the expand tree icon, TapeWare will check to seeif that container contains other
containersinit. If it doesn't, the expand treeicon will not be displayed.

There are numerous keyboard shortcuts available that make it easier to work with
objectsin TapeWare. For more information, see “Keyboard Shortcuts’ later in
this chapter.
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The Status Bar

The status bar displays short descriptive messages about the menu commands on
itsleft side. The middle of the status bar displays the current user’ s name and the
database zone they are currently logged on to.

Descriptive messages bAIert
about menu commands utton
Displgy items by using large icons ADMINES outh Sequoia Zone |05/14/1997 02:59 Pm .\Alert I /:
Currentuser
and zone

Ontheright sideisthe Alert button. This button flashes whenever thereisa
problem that requires your attention. For example, TapeWare might not be able to
locate a backup device you specified for ajob and so it will send an aert to the
Alert window notifying you of the problem. When you click on the Alert button,
TapeWare brings up the Alert window so you can view any pending alerts.

Y ou can use the View menu to either hide or show the Status Bar .

Working with Objects in the Main TapeWare Window

You can easily change how objects are displayed in the main TapeWare object
window. Thiswill assist you in working more effectively and quickly.

Arranging Objects

In the object detail area, you can arrange the objectsin severa different ways using
either buttons on the Toolbar or the Arrange | cons submenu on the View menu.
Thiswill allow you to sort or arrange the icons either according to name, date, or
type of object. You can aso

= dragtheiconsto arrange them when working with either large or small icons;
and,

= usetheribbon at the top of the object detail areato change how the objects are
displayed when working in detail view.
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Keyboard Shortcuts

Although you may find using the mouse to be the most intuitive way to work with
objectsin the main TapeWare window, there are several keyboard shortcuts that
will help speed up your work. The next time you work with TapeWare, try these
keyboard shortcuts.

window.

thetreeinthetreeview areg;

thetreeinthetreeview areg;

possible.

10

11
11
11
11

The TAB key will move the active or highlighted areato a different area of the

ThePLUSSIGN (+) on the numeric keypad or the RIGHT ARROW key expands

The MINUSSIGN (-) on the numeric keypad or the LEFT ARROW key collapses

The ASTERISK key (*) on the numeric keypad will expand the tree asfar as

The ARROW keys also select objectsin the tree view area and in the object

detail area, aswell as change the active tab.

Shortcut

Menus

In most windows, when you click the right mouse button, the Shortcut menu
appears. The shortcut menu list commands that pertain to the particular portion of
the screen you clicked on. Thisis often the fastest and easiest way to create new
objects and modify existing objects.
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Froperties

Property Sheets

Every object in the TapeWare database has aproperty sheet associated with it.
Each property sheet has two or more tabbed pages on it that display the properties
of that object.

Examples of property shees

for a job folder,...

General | Permissions I

&=

Mame: & drin Folder
Type: O Properties of El Capitan Server (=[] =] ...anetwork
Effective ri Generall Diagnosticsl Communication Testl Fing Testl Eonnectionsl fddiess | Pemissions | Driversl SErver,...
Altributes: Users or groups which have permissions to this object: _
Permissions
Size: Galen Clark ;
ﬁ Stephen Mather I= | Supervisor
Sequoia Study Group ¥ | fcress
" Properties of GF5-20 Main Backup Job = ES |- and a
Generall Selectionl Options Sehedule | Logs I Permissionsl baCkUp JOb
Type Count
Daily: IIncrementaI j IB ﬁ
weskly,  [Ful =HE &
Monthly:  [Ful =HE &
“rearly: IFuII j |2 ﬁ
End of week: IFriday 'l
llﬁ” June 1997 w v
one
= Sun I Mon Tue whed Thu Fri Sat
il = = = || ||.— ||.~ ||-,




Chapter 2 The TapeWare Workplace 22

Opening Property Sheets

Y ou can display the property sheet of an object in one of four ways.
The Properties = Select the object with the mouse or keyboard, and then click the Properties
button. button on the Toolbar .

= Click theri ght mouse button on the object to display a shortcut menu, then
select Properties.

= Double-click an object to display its properties. (This shortcut only works with
objectsthat are not containers, such as jobs or files, in the object detail area.)

= Sdect the object and press ALT+ENTER.

You can view the properties of
an object either by selecting it
and clicking the properties
button on the toolbar...

b double-dlicki Mew Media
...or by double-clicking _
the objecticon... Mew kMedia Folder
Wigw »
...or selecting
Properties from Arrange lcong 2

the shortcut menu. N

Note Property sheets work just like other windows, except that their size cannot be
changed. Y ou can leave them open when you return to working in the main
TapeWare object window and you can have multiple property sheets open at once.

Menus

Y ou will find the menus easy and intuitive to use. Most of the menu commands
are discussed in some detail in later chapters of this book.

If you are having difficulty with a particular command, ook in the index of this
manual under the name of the menu. The Status Bar also displays a short
description of the highlighted menu command. Alternatively, select Help Topics
from the Help menu. Then type the name of the command with which you are
having difficulty in thelist box on the I ndex tab of the TapeWare Help window.
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You can get help on any Help Topics: TapeWare 6.0 Beta Il HE

menu command by typing
the name of the command
on Index tab ofthe
TapeWare help window.

Cortents  Index IFind I

1 Type the first few letters of the word you're lacking for.

2 Click the index entry vou want, and then click Display.

Access -
Access Permission

Access Range

Access to Historical Files

Accounting for Database Size

Adding Mew Users and Groups

Address Tab

Advanced Options

Applving Filker Criteria

Arranging Objects

Azzigning Permissions to Media

Auto Format Mode

Auto Verify Mode

Automatically Running Scheduled Jobs

Automatically Selecting Mew Files for Backup

Backup Job Schedule Type

Backup Job Scheduling Concepts ;I

Dizplay I it | Cancel |

Reports

TapeWare has a series of helpful diagnostic and summary reports available. To
run areport, select Print report from the File menu. In the Report type list box,
you will see alist of the reports available. When you select areport, a short
description appearsin the Description field.

Before printing a report, specify which objects you want to the report to cover by
sdlecting a Starting object. Thereport will generate information for al of the
objectsin the TapeWare hierarchy that are below the object specified in the
Starting object field. Y ou can change the starting object by clicking on the
Browse button and selecting a new object.

Y ou can also specify the font the report will be printed in by clicking on the
Font... button.






CHAPTER 3

Creating TapeWare Jobs

Overview

To transfer files back and forth from backup devices, such as tape drives, to
network workstations and file servers, you create and run jobs. Y ou organize and
storethesejobsin foldersyou create on job tabs in the main TapeWare object
window.

In This Chapter

= Backup, Restore, and Verify = Organizing Jobs with Folders

Jobs )
= Troubleshooting

= Creating New Jobs

= Renaming, Deleting, and
Moving Jobs

Y ou use backup jobs in order to protect against loss of data due to disasters or
equipment malfunction, to archive important files, and to create permanent
historical records. Restore jobs alow you to transfer stored files on media back to
file servers and workstations. Verify jobs compare the version of afile stored on
media, such as tapes, with current versions of the file stored on machines on the
LAN.

Y ou can create folders to store these jobs in on one of the job tabs. These folders
and the jobs stored within them can be renamed, deleted, and moved to new
locations.

Backup, Restore, and Verify Jobs

TapeWare can create and run three types of jobs: backup jobs, restore jobs, and
verify jobs.
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Backup Jobs

Backup jobs copy sdlected files from workstations and file serversto various
media, such as tapes. This media can then be stored, preserving a copy of thefile
for future use. Y ou might create and run a backup job for one of the following
reasons.

To insure the integrity of data should a disk drive on a workstation or file
server fail.

This s perhaps the most common type of backup job. Its purpose is to protect
valuable information in case of a disastrous dataloss. Thistype of backup
allows a company or organization to return to work quickly, even after the
failure of amain file server. To be effective, these backup jobs must be run
regularly (normally daily) without exception in order that recent changes to
files can be safely restored. Thistype of backup job isfor disaster protection.

To remove files from a workstation or file server that are infrequently used.

Some files are important to keep, but are never or rarely used. For example,
you may wish to keep a copy of correspondence from last year for legal
reasons, but have no regular need to access these files under normal
circumstances. By backing up the files onto atape or other media, you safely
store the media, preserving a copy of the file, and then delete the file from the
workstation or file server. TapeWare will keep track of which files you have
backed up and which tape they are located on. Aslong asthe mediais
undamaged and safely stored, you will be able to retrieve thefile if necessary.
Thistype of backup job is called an archive job.

To store a copy of a particular historical version of afile.

Sometimes you may wish to keep a permanent record of a particular version
of afile. For example, you may need to preserve a copy of company records
asthey exist on a certain date or before they are converted for usein anew
program. Y ou can store a copy of thefile asit exists on a certain date and
instruct TapeWare to make certain that this file and mediait is on are not
overwritten with other data. TapeWare will keep track of the file and the media
in its database and you will be ableto retrieve it if necessary. Unlike an archive
job, thefile that was backed up is not deleted from thefile server or
workstation. Thistype of backup job is sometimes called a historical backup.

Restore Jobs

Restore jobs copy files from backup devices to workstations and file servers. You
might create and run arestore job when files on aworkstation or file server have
been lost because of adisk crash, when you need view afile that has been archived
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(backed up onto atape and then deleted), or when you need data from a particular
historical version of afile.

Verify Jobs

Verify jobs compare afile on some media, such as atape, with afileat a
workstation or file server. These jobs verify that the two files are in fact the same
file. A verify job is useful when you wish to be certain that a particular file, such as
aprogram file, has not been corrupted or modified.

The Job and Database Tabs

The three different job types each have their own tab. Y ou create, modify, and run
backup jobs with the Backup tab selected, restore jobs with the Restore tab
selected, and verify jobs with the Verify tab selected.

i Job tabs
7/ AN
'z Backup =3 Restore |% Verifyl % Medial @ Devicel @ Queuel % Securityl ",E_{f Databasel
[(3Adin Folder = B == 2. = 2EE = = e
PiE B B @
Histric:l Backups Histarical Legal D MT H
Legal Docs Archive al—f&'&%‘l i\grachiv?s NetWaDre Jobs Only appear
(22 NT to Metware Transfers = Transfers on their own tabs
(2 Conservationists Foldsr = . . !
D Everyone Folder im in this C_ase' a
Job Templates - restore job on the
Galen Clark Folder i Server
= (23 Sequoia Study Group Folder EEI%enC REStore tab
i D Stephen Mather Falder LLDeHoe

Note that ajob only appears on its own type of job tab. For example, backup jobs
are displayed on the Backup tab, but not on the Restore or Verify tabs.

However, you can also view all three types of jobs on the Database tab. But
because the Database tab keeps track of al of the objectsin the TapeWare
database, it may appear very cluttered. Normally, when working with jobs, make
the appropriate job tab active.

Creating New Jobs

There are three ways to create new jobs. with the wizard, from the job tab, and by
copying old jobs.
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Wizard button.

Creating Jobs with the Wizard

The TapeWare wizard will help guide you through al of the steps necessary to
create and run either a backup, restore, or verify job. Thisis often the fastest way
to create a new job, especially when you are inexperienced using TapeWare. After
you answer afew questions, the TapeWare wizard will create the job for you. You
can then work with thisjob in the database just like any other job.

Which type of job the TapeWare wizard creates depends on which job tabis
active. For example, if the Backup tab is active, the wizard will create anew
backup job, and so forth.

[0 ToCreateaNew Job with the Wizard

1. Makeether the Backup, Restore, or Verify tab active by clicking onit. This
determines what type of job the TapeWare wizard will create.

2. Start thewizard by either
= sdectingWizard... from the Job menu, or
= clicking the Wizard button on the Toolbar .

3. Follow theinstructions on the screen.

Select Wizard... from E&ll Ieck View

Wizard...  Chil+w

the Job menu to create K3

anew job. = =
Siop

Bt
Pause
Seheduls

Statis

Creating New Jobs from a Job Tab

Commonly, you will create jobs while working with one of the three job tabsin
the main TapeWare object window. When you create ajob thisway, TapeWare
opens the property sheet of the new job so you can name the job, select files, and
schedule it to run. Selecting files and scheduling ajob to run is covered in detail in
chapters 5 through 7.
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{1 Conservationists Foldsr SiEE ID e
1 Everyone Foldsr
; (23 Jaob Templates _
[0 Galen Clark Folder Created: I[none]
; 13 Sequoia Study Group Faldsr Deleted: I[none]
i1 Stephen Mather Folder
Maified: fnone)
For Help, press F1 % cesend: I[none]
When you create a new
job, its property sheet
automatically opens ok | caeel | o | e |

The type of job created
depends on which job
tab is active. & Properties of Mew Restore Job [ (=] %]

General | Selectionl Dptionsl Schedulel Logs I Permissionsl

=t Yosemite Technofogies TapeWare
File Edit Job \oolz “iew ‘wWindow

=) Backup == Restare |% Ve'if-"'l [
IaAdmin Folder j [ Hame:

Type: IFlestoreJob

Effective rights: I[Sup Acc Cre Mod Del Rdwt]

1 Legal Docs Archive Attributes: I[Hw ------ T — 11
(23 NT ta Netware Transfers

Which type of job you create depends on which job tab is active. Where TapeWare
keeps track of the job depends on which folder is openin the tree display area. For

New Object example, if the Backup tab is active, TapeWare will create a new backup job, and

button.

so forth for the Restore and Verify tabs. If apersonal or workgroup folder is
open, TapeWare will storethejob in that folder; if the Everyone folder is open,
TapeWare stores the new job in that folder.

[0 ToCreateaNew Job from aJob Tab

1. Makeether the Backup, Restore, or Verify tab active by clicking onit. This
determines what type of job TapeWare will create.

2. Open thefolder in the tree view area where you want to store the job. The
contents of that folder are displayed in the object detail area. TapeWare will
store your new job here.

3. Createthe new job by either
= selecting New...Job from the Job menu, or

= clicking the right mouse button in the TapeWare object detail area and
selecting New...Job from the shortcut menu, or

= click the New Object button on the Toolbar, and sel ect the appropriate job
from the New Object window.
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4. Typeinthe name of the new job in the Name box.

To create a new jOb, rlght %) Backup |@ Hestorel &= Verifyl 3 Medial =) Devicel = E!ueuel
click the mouse and select — = Bl = ===
\\

New...Job from the
Shortcut menu.

=-[_] Home
-2 Adrmin Folder Mew Backup Job
& | Historical Backups k Mew Job Folder
12 Legal Docs Archive B
[ NT to Metwiare Transfers View i’
(1 Conservationists Foldsr
2 Everyone Folder
------ (2 Galen Clark Folder Fraperties

i1 Sequoia Study Group Folder

Arange |lcons 3

New jobs are stored in the folder
open in the tree view area.

Creating New Jobs by Copying

Creating anew job by copying an existing job is sometimes a useful method of

creating ajob. In particular, copying an existing job is appropriate when you want

your new job to be like the old job in every way except for afew minor changes.
[0 ToCreateaNew Job by Copying an Existing Job

1. Copy the existing job you wish to duplicate by either

= selecting the existing job (with the mouse or keyboard) and pressing
CTRL+C, Of

= clicking the right mouse button on the existing job and selecting Copy
from the shortcut menu, or

= holding down the CONTROL key as you drag an existing job to a new
location, or

= selecting Copy from the Edit menu.

2. Open the folder you want the new job to be stored in by selecting it in the tree
view area. (To store the job in the same folder as the existing job, skip this

step.)

3. Click the right mouse button where you want the new job to be pasted, and
select Paste from the Shortcut menu. Alternatively, highlight the location
where you want the job pasted and select Paste from the Edit menu.

4. Change the name of the new job.
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Renaming,

x|

Delete button.

Right click on an object to
bring up the Shortcut menu to
Copy, Move, Delete, and

Deleting, and Moving Jobs

Y ou can change the names of jobs or move them to new folders. Or, if you don’t
plan to use ajob again in the future, you can deleteiit.

Y ou rename, delete, and move jobs by either
= selecting the appropriate command from the Edit menu, or

= clicking the right mouse button on the job and selecting the appropriate
command from the shortcut menu.

To move ajob, drag it to anew location. Y ou can aso use the DELETE key and
Déelete button to delete jabs.

Copy
Move ...

P Rename

Run

Rename objects.

Properties

Note When you run a backup job, TapeWare uses its database to keep track of the
files you have backed up and the name of the tape on which they are stored.
Deleting ajob does not effect how the database tracks files and tapes. TapeWare
continues to track these files and tapes even after the job that created them has been
deleted.

Organizing Jobs with Folders

Every backup, restore, and verify job is stored by TapeWare inside afolder. You
can create new foldersto help organize your jobs or you can use existing folders.

When your TapeWare administrator added you as a user to TapeWare, he or she
also created a personal folder for your use. Generally, because there may be many
usersin your TapeWare database zone, it is agood ideato store your personal jobs
in your personal folder. Alternatively, store workgroup jobsin the appropriate
group folder.

Types of Folders

There are three types of folders: User/Group folders, Job folders, and Media
folders. Each of these foldersis acontainer, that is, they store other objects within
them. They differ from each other according to the type of object that can be stored
within them.
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= User/Group folders can only be stored in a special folder, called the Home

folder. These folders can have either Job folders or Media folders within them;
additionally, you can store jobs or media“loose” in these folders.

= Jobfolders can only be stored in User/Group folders or in other Job folders.

These folders usually have jobs stored within them, although you can also
store additional job folders within them.

= Mediafolders can only be stored in User/Group folders or in other Media

folders. These folders usually have media stored within them, although you
can also store additional Mediafolders within them. Mediafolders are
discussed further in Chapter 9, “The Media, Device, and Database Tabs.”

ED South 5 equoia Zone
=] Home

-2 Admin Folder
Job Folders }7

0 Historical Backups

(23 Legal Docs Archive

[ZJ/NT to Netware Transfers

=-{_] GF5-20 Main Backup Job - Fotation Media

-] Dily Rotation Media Media Folders
-] early Rotation Media

4L Conservationists Folder

EJD Everpone Folder
Use r/G rou p -2 Galen Clark Folder
fOlderS D Sequoia Study Group Folder
210 Stephen Mather Folder

Folders and Job Tabs

Job folders are unlike jobs in one important way: Job folders appear on al the job
tabs and on the database tab. Jobs, on the other hand, only appear on one tab
(backup jobs on the Backup tab, and so forth) and on the Database tab. When
you create anew job folder, that folder appears on all the job tabs and on the
database tab.

Similarly, User/Group folders appear on every job tab, aswell asthe M edia tab
and the Database tab.

Mediafolders, however, only appear on the M edia and Database tabs.
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| = Hesto[el == Ve'if}'l % Medial @ Devicel
= il et

(23 Historical Backups MT Server
(23 Legal Docs Archive Backup
| ...displays different
=) Backup |% Verifyl 2 Medial @ Devicel j(‘)bsl depending on
The same folder... IaNT to Metware Transfers j 2|7 | which tab is active.
- Home =
=2 Adin Folder =
P (23 Histarical Backups Metware from
Archive MT Restore

2] Legal

o Metw are Transfers

Because every folder is seen on every job tab, you may not need or want to have
separate folders for different types of jobs. For example, afolder that stores only
backup jobs will appear on al threejob tabs, including the Restor e tab and Verify
tab. For thisreason, it is better to name the folder after your workgroup or
yourself, than by the type of job stored init. Again, asingle folder can store all of
your personal or workgroup jobs.

'z Backup Restore |% Verifyl
Historical Backups j

-] Home
L] Asdmin Folder
[R¥EE Historical B ack ups:
(L1 Legal Docs Archive
20 NT to Netware Transfers

Don't name job folders
after type of job, since they
appear on every tab.

The Home, Admin, and Everyone Folders

Threefolders play a specid rolein every database: the Home folder, the Admin
folder, and the Everyonefolder.

The Home, |SHore =
Admin, and [E-3%kE

[+ Admin Folder
EVeryone folders {7 Canservationists Falder

-2 Everyone Folder

(11 Galen Clark Folder

The Home folder isthe folder that stores all of the User/Group folders withinit. It
isaways at the top of the hierarchy in the tree view area of ajob tab. Y ou are not
allowed to store jobs “loose” in the Home folder, only inside other folders.

The Admin folder isa specia folder used by the TapeWare administrator.
Normally, only the TapeWare administrator has permissions to the Admin folder.
If you don’t seeit inside your Home folder, thisis because the TapeWare
administrator has not given you permissionsto view it.
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For further
information on
permissions, see
Chapter 4.

O

The Everyone folder is afolder to which every TapeWare user has permission.
Y our TapeWare administrator may place jobsin this folder to which he wants
everyone to have access.

The Everyone Folder and Permissions

Because of the way TapeWare assigns permissions to new objects, if you create a
new object inside the Everyone folder, normally everyone will have at least some
permissionsto it. For example, if you create a new backup job and storeit in the
Everyonefolder, it islikely that every TapeWare user will have permissionsto
that folder and thus to the job.

To restrict the permissions of other TapeWare usersto ajob or folder, the best
strategy isto use afolder to which only you or your workgroup have permission.
Granting permissions are covered in detail in the Chapter 4, “ Permissions.”

Creating Job Folders

Usually, the best strategy for organizing your personal jobs or the jobs of your
workgroup is to create a specia folder in which to store them. Thisis particularly
true because it makes it easier and quicker to manage permissions to those jobs.

When your TapeWare administrator adds you as a user to the database, he or she
will create afolder for your personal use or the exclusive use of your workgroup.
However, if you have the proper permissions, you can also create as many
additional new job folders as you need and organize them in whatever way is
convenient. Y ou can create additional job folders either inside your personal or
workgroup folder or inside the Everyone folder.

IaNewJob Folder j

=[] Home
(22 Admin Folder
i (23 Historical Backups
(23 Legal Docs Archive
(23 NT to Netw'are Transfers
(2 Conservationists Folder
(3 Everyone Folder
[ (23 Job Templates
= (2 Galen Clark Folder
[ Firc S ion D a

Sequoia Study Group Faolder

You can create additional job folders
inside your personal folder.

}ﬂ

1. Select the existing folder in which you want to store the new job folder. (It
cannot be the Homefolder.)

To Create a New Folder

2. Createthe new folder by either

= selecting New Object... from the File menu and then New Job Folder
from the New Object window, or
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New Object
button.

= clicking the right mouse button in the TapeWare object detail areaand
selecting New Job Folder from the shortcut menu.

3. Typeinthe name of the new folder on its property sheet.

Y ou can aso create a new folder in one step by clicking on it with the right mouse
button in the tree view area and selecting New Job Folder from the shortcut
menu. Alternatively, click the New Object button and select New Job Folder.
TapeWare will create the new folder inside the folder you clicked on.

Tip After creating anew folder, be certain to specify which users have permissions
toit. Thisisthe simplest and fastest way to assign permissions to multiple objects
stored in the folder.

Moving, Renaming, and Deleting Folders

Y ou can move, rename, or delete afolder just like you can any other TapeWare
objects, such asjobs; however, you cannot copy folders. When moving, deleting,
or renaming folders, keep the following in mind:

Moving Folders Contents of afolder move with the folder to the new location.
This may change the permissions to the objects stored in that folder.

Renaming Folders Only the name of the folder is changed. TapeWare till treats
that folder and any objects associated with it in the same manner.

Deleting Folders Deleting folders also deletes their contents, including any other
folders or jobs contained in that folder. Before deleting afolder, be certain that you
wish to delete all of its contents.

Warning Once afolder has been deleted, its contents cannot be recovered. Be
certain either that the folder is empty or that you no longer need the contents of the
folder before deleting it.

Modifying Folders
Y ou can rename, delete, and move folders using one of these methods:

= selecting the appropriate command from the Edit menu, or

= clicking the right mouse button on the job and selecting the appropriate
command from the shortcut menu, or

= clicking and dragging the folder to a new location.

You can also use the DELETE key to delete folders.






CHAPTER 4

Permissions

Overview

Security is an important issue when managing a LAN. One of the most important
functions of the TapeWare database is to handle security. The database prevents
unauthorized users from working with objects to which they have not been granted
security clearance. To ensure only authorized users can access sensitive data,
TapeWare tracks the permissions of each user. The TapeWare administrator can
grant different types of permissions to various users to ensure the security and
integrity of the network data while efficiently implementing a productive backup
program.

In This Chapter

= Overview = Two Examples of Permissions
= Users & Groups = Granting Permissionsto Other
Users

= Inheriting Permissions

o = Troubleshooting
= Typesof Permission

Before you can work with any object in the TapeWare database, you must have
effective permissions to that object. Thisistrue for every object in the TapeWare
database and for every user.

Different types of permissions restrict what type of operations can be performed
on an object. For example, some permissions allow usersto write to an object
(such as afile, atape, or aworkstation) or create new objects (such as folders or
jobs). Sometimes a user is granted unlimited permissions to an object or al
objects. Usually, however, to protect the integrity of the data and for security
reasons, most users have only limited effective permissions to some (not al) of
the objects in the TapeWare database.

Maintaining the security of dataon aLAN isthe primary responsibility of the
TapeWare administrator. Because of this, the following chapter is only an
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overview of security and permissions. This chapter will help the typical user
understand how TapeWare handles security permissions so that you can work
efficiently with your TapeWare administrator. More detailed information on
permissionsis covered in Chapter 11, “Permissions and Security Reference.”

Users and Groups

For further
information on setting
up users and groups,
see “Adding New
Users and Groups,”

The TapeWare administrator grants permissions to objects in the TapeWare
database to either auser or to agroup. Individua TapeWare users have effective
permission to an object either as a user or as the member of agroup. A groupisa
set of usersthat are all granted permissionsin the same way and at the sametime.
For example, the TapeWare administrator may grant permission to read the files

Chapter 11. on atape to usersindividualy, to agroup of users, or both to users and to groups.
Users and grOUpS can be Generall I edia et Permissionsl
gl’anted permiSSiOﬂS to any Users or groups which have permissions to this object:
object, in this case a tape. Galen Clark

Sequoia Study Group
ﬁ Stephen kather
Conzervatiohists

Individual TapeWare users can be the member of more than one group or of every
group, depending on how the TapeWare administrator arranges the database
security. The number of groups the TapeWare administrator creates and the
assignment of members to those groups depends on the security needs of your
particular LAN.

The Everyone Group

Normally most TapeWare users are amember of a special group, the Everyone
group. Whenever anew user is added to a TapeWare database zone, TapeWare
automatically assigns that user to the Everyone group. Typically, only limited
permissions are granted to the Everyone group, athough users can be granted
more extensive permissions either individually or as members of other groups.

Effective Permissions

The permissions you have to an object in the TapeWare database are called your
Effective Permissions. Y ou can view your effective permissions to an object on
the General tab of that object.
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" Properties of NetWare from NT Restore

General | Selectionl Dptionsl Schedulel Logs I Permissionsl

=

The current user's effective
permissions to an object
are shown on the General
tab of that object.

Mame: INetWare from MT Restore

Type: IHestoreJob

Effective rights: I[Sup Acc Cre Mod Del Rdwit]

Attributes: I[Hw ------ T — 11

Size: |0 KE

Determining Effective Permissions

A user is assigned effective permissions to an object in one of two ways, either
through direct per missions or through inherited per missions.

A user has direct permissions to an object if they are listed on the Permissions tab
of that object or if they are amember of agroup that islisted on the Permissions
tab of that object.

A user has inherited permissions to an object if (1) they do not have direct
permission, and (2) they have effective permissions to the container that contains
the object. This meansthat if you do not have direct permissions to an object, you
must have effective permissions to the container in which that object is stored.
(Note that your effective permissions to the container object can be either direct or
inherited permissions. All that mattersisthat you have effective permissions to the
container.)

When TapeWare determines the effective permissions a user hasto an object, it
first looksto seeif the user has direct permission; if not, TapeWare then checksto
see if the user hasinherited permission.

Examples of Determining Effective Permissions

The following two examples illustrate how TapeWare determines the effective
permissions a user has to an object.

Effective Permissions Example #1

In this example, auser named Galen Clark has direct permissions only to the
User/Group folder named Galen Clark’s Folder .

Clark has direct
permissionsto this I:I Galen Clark's Folder

folder. !
T @ Clark's Perzonal Backup Job
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When determining the effective permissions Clark hasto Galen Clark’s Folder,
TapeWarefirst looksto seeif he has direct permission to the folder. Because Clark
islisted as a user on the Permissions tab of the folder’s property sheet, Clark has
direct permission to the folder. TapeWare uses this information to determine
Clark’s effective rights. TapeWare does NOT look to see if there are any inherited
permissions to the folder.

When determining the effective permissions Clark has to the backup job named
Clark’s Personal Backup Job stored in Galen Clark’s Folder, TapeWare first
looksto seeif he has direct permission to the job. Because Clark does not have
direct permissions, TapeWare checksto seeif Clark has effective permissionsto
the container that containsthejob. In this case, TapeWare checksto seeif Clark
has effective permissionsto Galen Clark’s Folder ; because Clark has effective
permission to this folder, TapeWare uses thisinformation to calculate the effective
permissions Clark has to the job.

Effective Permissions Example #2

In this example, auser named Stephen Mather has direct permission to the
User/Group folder named Conservationist Workgroup Folder asa member of
the Conservationist Workgroup and to the Job folder named M ather’s Per sonal
Jobsasa user.

Mather has effective
permissionsto this folder as

a member ofthe [;_I Conzeryationizt Workgroup Folder
conservationistgroup.. L---l:l"-.-'-.-"awcuna “workgroup Folder
...and to this 'L---l:l t ather's Personal Jobs

folderas a user. L---@ t ather's Archive Job

When determining the effective permissions Mather has to the Conservationist
Workgroup Folder , TapeWare first looks to see if he has direct permission to the
folder. Because Mather is a member of the Conservationist Workgroup which
has direct permissionsto the folder, Mather also has direct permissionsto the
folder. TapeWare uses thisinformation to determine Mather’ s effective
permissions. TapeWare does NOT look to see if there are any inherited
permissions to the folder.

When determining the effective permissions Mather has to the Job folder named
Wawona Workgroup Folder stored inthe Conservationist Workgroup
Folder, TapeWarefirst looksto seeif he has direct permission to the folder.
Because no users or groups have direct permissions to this folder, TapeWare
checksto see if Mather has effective permissionsto the container that contains this
folder. In this case, TapeWare checks to seeif Mather has effective permissions to
the Conservationist Workgroup Folder; because Mather has effective
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permission to this folder, TapeWare uses this information to calcul ate the effective
permissions Mather has to the Wawona Workgroup Folder .

Similarly, TapeWare determines the effective permissions Mather has to the folder
named Mather’s Per sonal Jobs by the direct permissions Mather has to that
folder. Note that when determining the effective permissions to this folder, it
makes no difference that Mather also has effective permissions to the Wawona
Workgroup Folder which contains thisfolder.

When determining the effective permissions Mather hasto the job Mather’s
Archive Job contained in the Mather’s Personal Jobs folder, TapeWare checks
to seeif Mather has direct permissions. Because he does not, TapeWare checksto
see if Mather has effective permissions to the container that contains the job.
Because Mather has effective permissions to the Mather’s Per sonal Jobs folder,
TapeWare uses these effective permissions to determine his effective permissions
to Mather’s Archive Job.

Note especialy that the effective permissions Mather hasto Mather’s Archive
Job are determined ONLY by Mather’ s effective permissionsto the M ather’s
Per sonal Jobs folder—and NOT by his effective permissions to the
Conservationist Workgroup Folder or the Wawona Workgroup Folder .

[:I Conzervationizt \Workgroup Faolder

Mather's permisssionsto L ___
Mather's Archive Job are DWawnna warkgraup Folder ...butNOT by his

determined by his effective == [_JMather's Personal Jobs effective permissions to
ermissions to this folder... i , . this folder.
P L---@ Mather's Archive Job !

How Moving Objects Effects Permissions

When an object is moved from one container to another, TapeWare determines the
effective permissions of the object based on its new location.

For example, suppose a user has effective permissions to ajob because that job is
stored in his or her User/Group folder, a container to which the user has been
granted direct permission. If the job is moved from that folder to anew folder, the
user’s effective permissions to the job may change. If the job were moved to the
Admin folder, the user would loose permission to it because he or she does not
have permission to the Admin folder. On the other hand, if the job were moved to
the Everyone folder, the user will still be able to access the job, although the
effective permissions might be different.
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If Clark's permissions to this
job are inherited from his
User/Group folder, then they
will change when itis moved
to the Admin folder.

: Congervationists Folder : y

: Annual Fire
D Everyone Folder Suppression
=-[L Galen Cla

Types of Permission

TapeWare controls access to objects in its database with seven different types of
permission. The type of permission determines what actions a user can perform
on an object. Users and groups can be granted all seven types of permission, only
some of the permissions, or none of the permissions.

The seven types of permission are Supervisor, Access, Create, Modify, Delete,

Read, and Write.
?ﬂ Properties of GF5-20 Main Backup Job (=[] =]
Generall Selectionl Dptionsl Schedulel Logs Permissions |
Users or groups which have permissions to this object: ~ Pemissi
54 Stephien Mather - .
B Users or groups
o s can have any of
oo seven per-
| Moy missions to an
¥ Delete object.
[ Bead
v wiite
Supervisor
Thisisthe most powerful permission. Supervisor permission grants the user three
specific abilities:

= first, auser with supervisor permission to an object is automatically granted
the other six permissionsto that object;

= second, a user with supervisor permission to an object automatically has
effective permission to all the abjects in the database bel ow that object; and

= third, auser with supervisor permission to an object cannot be denied any of
the seven permissions to any object in the database bel ow that object.

The TapeWare administrator is automatically granted supervisor permission to the
highest container in the TapeWare database hierarchy (called the System
Container). This means that the TapeWare administrator has full permissionsto
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all the objects in the TapeWare database and that none of these permissions can be
denied.

Often, only the TapeWare administrator will be assigned supervisor permission.

Access

A user with Access permission to an object can grant other users and groups
permissions to that object. For example, if you wish to grant a coworker
permissions to atape you have created, you must have Access permission to that

tape.

Access permission can be very powerful, sinceit allows asingle user the ability to
grant al other usersin the TapeWare database extensive permissions to an object.
For this reason, your TapeWare administrator may not grant you Access
permission to objects even though you have other permissions to them. For
example, your TapeWare administrator may grant you permission to read and
write from a particular tape. Without Access permission however, you will not be
ableto grant other users or groups that same ability.

Y ou can only grant permissions to other users or groupsif you have Access
permission. If you want other users to have permissions to an object, such asajob
or tape, and do not have Access permission to that object, ask your TapeWare
administrator to grant the permissions for you.

Create

This permission allows a user to create new objects within a container object. For
example, to create anew job within afolder, a user must have Create permission
to the folder. Note that the Cr eate permission applies to the folder, not to the job: it
grants the user permission to create new objects within that folder.

If you want to create new folders or jobs, your TapeWare administrator must grant
you Create permission. Y our permission to create new jobs or folders might be
limited to asingle folder. For example, you may have Create permission only to
the Everyone folder or to a persona folder that your TapeWare administrator has
created for you or your workgroup.

If you can’t create anew job or folder, first make sure you have selected afolder in
the tree view areato which you have Create rights. If you till cannot create a new
job or folder, ask your TapeWare administrator to grant you Cr eate permission to
afolder.

Modify

This permission allows a user to change the name and location of an object, such
asajob, in the TapeWare database. M odify permission also allows a user to
change or modify the property sheets of an object. If you have this permission,
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you will be able to move, rename, and change the property sheets of objects. For
example, to change the name of job, auser must have M odify permission to that
job. You must also have M odify permission to move ajob from one folder to
another.

Delete, Read, and Write

These three permissions control user access to objects, such as tapes, devices, and
files, that are read, deleted, or written to. These permissions are necessary in order
to run backup, restore, and verify jobs as specified below.

= Tocomplete a backup job, a user must be granted Read permission to the
filesto be backed up and Write permission to both the media and the backup
device. If the backup job will overwrite the mediawith the new data (as
opposed to merely appending the new data), the user must also have Delete
permission to the media.

= Tocompletearestorejob, auser must be granted Write permission to the
volumes (disk drives) on which the files are going to restored and Read
permission to the media and backup device. If the restore job will overwrite or
replace old files, the user must have Delete permission to those files.

= Tocomplete a verify job, auser must be granted Read permission to the files
on the workstation or file server to be verified, to the media, and to the backup
device.

Examples of Permissions

The following two examples illustrate how the permissions work with each other.

Example #1

In this example, auser named Galen Clark has effective permissions to afolder
named Clark’s Jobs, to adrive (or volume) named Clark’s 2 Gig Drive, and to
atape named Clark’s Personal Backup Tape.

Database Object Effective Permissions
EI Clark’s Jobs (Job folder) [ —MCDWR]
E Clark’s 2 Gig Drive (Volume) [—R]
Clark's Personal Backup Tape (Media) [ ————R]

These permissions allow Clark to do the following:
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Because Clark has Create permission to the Clark’s Job folder, he will be
able to create new job folders within that folder and to create backup, restore,
and verify jobsinside that folder. The M odify permission allows him to move
these jobs between folders, to change the name of the job, and to change the
property sheets of these jobs. The Delete permission alows him to delete any
jobs or foldersinside thisfolder. Clark also has Read and Write permissions
tothe Clark’s Jab folder and will have these same permissions to any object
stored in that folder.

Because Clark aso has Read permission to the volume named Clark’s 2 Gig
Drive, he will be able to select files from that drive for backup. He will also be
able to select files for restoring.

Because Clark has Read permission to both the tape and to the volume, he
will be able to create and run verify jobs—if he also has Read permission to
the backup device.

These permissions do NOT allow Clark to do the following:

Although Clark will be able to create a backup job, he will not be able to run
the backup job because he does not have Write permission to the tape. Thejob
must be run by the TapeWare administrator or some other user the TapeWare
adminigtrator grants Write permission to the tape.

Similarly, athough Clark will be able to create arestore job, he will not be able
to run the restore job because he does not have Write permission to the disk
drive. If Clark wantsto run the restore job, he must ask the TapeWare
administrator to run it for him or to grant him the permissions necessary to
runit.

Clark is prevented from granting permission to other usersto hisfolder, to his
drive, and to his tape because he lacks Access permission to these objects.

Example #2

In this example, auser named Stephen Mather has effective permissionsto adrive
named Mather’s 1 Gig Drive and to atape named Mather’s Personal Backup
Tape. Heis also amember of the Conservationist group which has effective
permissions to afolder named Conservationist Workgroup Jobs.
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Database Object Effective Permissions
E Mather's 1 Gig Drive (Volume) Mat her : [ ———R]

Mather’s Personal Backup Tape (Media) Mat her : [ ——WR)

EI Conservationist Workgroup Jobs (Folder) Conser vat i oni sts:
[ —MCDWR]

These permissions alow Mather to do the following:

Because he isamember of the Conservationist group, Mather will be able to
create jobs and folders within the Conservationist Workgroup Jobs folder.
Hewill aso be able to modify and delete any jobs or folders in that folder.

Because Mather has M odify permission to the folder and Read permission to
the drive named M ather’s 1 Gig Drive, hewill be able to select filesfrom
that drive to backup. Similarly, Mather will be able to select files for restoring
because he has Read permission to the tape named M ather’s Per sonal
Backup Tape.

Unlike Clark, Mather will be able to run backup jobs because he has Write
permission to the tape. (This assumes he also has Write permission to atape
drive)

Mather will aso be able to create and run Verify jobs.

These permissions do NOT allow Mather to do the following:

Although Mather will be able to create and run backup jobs, he will not be
allowed to restore files from those tapes onto his drive because he has not
been granted Write permission to his disk drive.

When Mather runs a backup job, he will be prevented from overwriting old
files on the tape with new files because he does not have Delete permissions
to the tape. Thus the backup jobs he creates and runs must all be append jobs.

Mather, like Clark, is prevented from granting permission to other usersto
either his drive or his tape because he lacks Access permission.

Other members of the Conservationist group also have some permissions to the
jobs and folders inside the Conservationist Workgroup Folder, including those
created by Mather. This effects them in the following ways:

They will be able to view the folders and jobs Mather createsin the
Conservationist Workgroup Folder. Because they have M odify
permission, members of the Conservationist group will be able to modify
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the properties of any jobs or folders Mather creates inside the
Conservationist Workgroup Folder.

Because members of this group lack Read permission to Mather’s drive and
tape, they will be unable to change the files Mather selected for backing up or
restoring—even if they have M odify permission to ajob Mather created.

No other members of this group can run one of Mather’ s jobs unless the
TapeWare administrator grants them the appropriate Read and Write
permissions.

Granting Permissions to Other TapeWare Users

If your TapeWare administrator has given you Access permission to an object,
you will be able to grant other users and groups permissions to that object.
Generally your TapeWare administrator will only grant you Access permission to
objectsin the TapeWare database when he or she wants you to be able to share this
datawith other users.

For example, if your TapeWare administrator has given you Access permission to
an archive tape, you will be able to grant other users Read permission to the tape.
Thiswould allow other users to restore files from this tape to any drive they have
Write permission to.

[0 To Grant Permission to Other TapeWare Users

1

Open the properties window of the object to which you wish to grant users or
groups permission.

Click on the Permissions tab. (If you don’'t have Access permission to an
object, the Per missions tab will not appear on the object’ s property sheet.)

Click the Add... button.
Select auser or group to add in the Browse window and then click OK .

Select the appropriate Per missions check boxes at the right of the window.
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Restricting User Permissions

In most cases you can restrict the permissions a user has to an object in the same
way you grant permissions—nby clearing the appropriate check boxes on the
Permissions tab of that object. If the user or group is not listed on the
Permissions tab of the object, you must first add that user or group to thelist of
users or groups that have direct permissionsto that object.

[0 ToRestrict Permissions of Other TapeWare Users

1. Open the properties window of the object to which you wish to restrict user or
group permissions.

2. Click onthe Permissions tab. (If you don’t have Access permission to an
object, the Per missions tab will not appear on the object’ s property sheet.)

3. If theuser isnot listed on the Permissions tab, first add the user or group by
clicking the Add... button, and then selecting a user or group to add in the
Browse window.
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4. Select the user or group to whom you wish to deny permissions on the
Per missions tab.

5. Clear the appropriate Permissions check boxes at the right of the window.

O Properties of El Capitan Server M= E
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F Ceate Permissions tab and
- ;'10dify clear all of the
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elete
n boxes.
™ Read
™ white
Check Al |

When you restrict a user’ s direct permissions to a container, you also change that
user’s effective permissions to objects within that container—but only when the
user’s effective permissions to those objects are inherited from that container’s
effective permissions. For example, if you deny a user direct M odify permission
to ajob folder by clearing the M odify check box under that user’s name, you also
deny that user effective M odify permission to jobs stored in that folder—unless
that user has direct permissions to those jobs.

Normally, your TapeWare administrator will have arranged the security of your
database zone to prevent unauthorized permission to files and tapes. However, if
you believe another user’ s permission to an object should be restricted and you
cannot restrict it yourself, notify your TapeWare administrator.






CHAPTER 5

Selecting Files and Instances

Overview

Y ou use the Selection tab of ajob’s property sheet to select files for backing up,
restoring, and verifying. TapeWare' s powerful selection filters allow you to select
exactly the files you want and to automatically update your selection before the job
isrun.

In This Chapter

= Overview = Restoring Fileswith New

) Names and L ocations
= Backup Selection Concepts

_— = Verify Selection Concepts
= Selecting Filesfor Backup Jobs

) = Selecting Filesfor Verify Jobs
= Restore Selection Concepts

) ] = Troubleshooting
= Selecting Filesfor Restore Jobs

When you select files for ajob, you want to select only those files which are
necessary for your job, and not any others. However, you also want your selection
criteria to be flexible enough to automatically select new files that meet your
criteria

TapeWare alows files to be selected in severa ways: by directly selecting
volumes, folders, and files; by using filters to sort through selected files; and by
additional automated filters used by TapeWare when your job isrun. For restore
jobs, you can also specify which instance or version of afile you wish to restore,
what name that new file will have, and what folder or directory the file will be
restored to.

By specifying your selection criteria carefully, when TapeWare automatically
updates the selected file list each time your job is run, you can be certain that the
job will work with those files you intended to select.
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This chapter discusses selecting files for each of the job types separatel y—first
backup jobs, then restore jobs, and finally verify jobs. For each type of job, thereis
adiscussion of concepts you'll need to correctly and carefully select files. Be
certain to read this section before proceeding.

Backup Selection Concepts

Y ou use the Selection tab of ajob to select files for that job.

Files are selected for backup in three steps. In the first step, the appropriate files are
selected by marking them with a check. In the second step, these marked files are
sorted through using filer selection criteria. This step isoptional. In the last step, as
the job isrun, TapeWare checksto seeif it will backup al thefiles or only those
filesthat have changed since the last backup job.

Marking Files for Backup

A fileis sdlected for backup when a check mark appearsin the selection box next
to thefile.

When the box next to afolder or other container is gray, that means that although
thisfolder or container is not selected itself, it potentialy containsfilesthat are
selected. When the box next to afolder or other container is grayed and checked,
the folder itself is selected and it potentially contains files within it that are selected.

T’{ﬂ Properties of EI Capitan Server Backup Job

- (O] %]

Grayed selection boxes
mean thata container
potentially contains other
objects that are selected.

Grayed selection boxes
with checks mean that
the container itselfis
selected and potentially
objects within it.

General Selection | Dptionsl Schedulel Logs I Permissionsl

1995 Fire Study Data & Heportsj gins
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E|\|:| g El Capitan Server
E||:| =
= (23 Annual Sequoia Fire Study D

935 Fire Study Data & arks:
(2 1996 Fire Study D ata & Reports
|7( (221 1997 Current Fire Data

[/ _] Help Projects

[] Z3 HPFONTS
----- [ 3 M5 Manual of Styls
[ [ M50ffice

31995 Feports
[[Field Data

Fire Collection Data Template. doc
Fire study database.mdb
Fire study spreadsheet. xlc

A checked selection
box indicates the file is
selected.

You can select or unselect afile for backup by marking or clearing the selection
box next to the file. More often, however, you will want to mark the folder that
containsthe file, and not the file itself. Notice that when you mark a container,
such asafolder or volume, al of its contents, including all the folders and
containersit contains, are also marked.



Chapter 5

Selecting Files and Instances 53

When you check a
folder or other
container...

When you select a
folder...
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...its contents are
automatically
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Selecting Folders vs. Selecting Files

Y ou can select the contents of the folder in one of two ways: either by individually
marking the selection box of each object in that folder one by one, or by marking
the selection box of the folder itself. Which method you choose isimportant
because it effects how TapeWare reca culates the selected file list after changes
have been made to that folder.

If you select the contents of the folder individually, when new objects such asfiles
are added to the folder, TapeWare does not select them for backup. However, if
you select the folder itself, when new items are created in that folder, TapeWare
also selects these files for backing up.
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(L1195 Reports
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In general, when selecting files for backup, especialy for jobs designed for
disaster protection, begin by selecting containers at the top of the TapeWare
hierarchy. Then, as needed, unselect containers or files lower in the database
hierarchy that you do not require.

For example, you could begin by selecting the network container icon at the top of
the hierarchy. Thiswill automatically select al of the machines on the network and
all of the volumes on those machines. If there are machines, volumes, or folders
you do not want backed up, unselect them by clearing their selection box. When
new machines or volumes are added to the network (that isto the current database
zone), TapeWare will automatically select these machines and volumes.

There is an additional reason to select containers rather than the objectsin the
containers: to insure that you don’t miss any files stored loose in the container. For
example, suppose you wanted to backup afolder named Workgroup Memos,
including the folder stored in that folder named Confidential Memos, but not the
folder named Party Announcements. If you just checked the Confidential
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Memos folder, your job would miss any files stored ‘loose’ in the Workgroup
Memos folder. Instead, begin by checking the Workgroup Memos folder and
then clearing the Party Announcements folder. Thisway you can be certain to
select any files stored loose in the Wor kgroup Memaos folder.
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Sorting Files with Filters

?l You can aso sort files for backup with filters by clicking on the Selection Filters
button on the toolbar and specifying filters which exclude files that do not meet the

Selection Filters filter criteria. Thisisan optiona step.

button

The selection filters you apply are applied to all of the volumes, folders, and files
that have been marked for backup. You cannot apply different filters to different
folders or volumes.

Filters Exclude, not Include

The selection filters exclude files by filtering out files that do not meet the selection
criteria. If afolder or other container has been marked for backup, TapeWare uses
the selection filters to sort through the files and unmark any files that do not meet
the selection criteria. TapeWare does not use the selection filtersto add files to the
backup set.

Thefilter criteriaare applied to all marked files, regardiessif they were marked
before or after the filter criteriawere specified. After specifying the selection filter
criteria, you can then mark or unmark files, folders, and volumes for backup.
TapeWare will apply thefilter criteriato whatever files and folders are selected
whether they are marked before or after the filter criteriaare specified.
Additionally, you can change the filter criteriaat any time; TapeWare will
automatically reapply the new selection filter criteriato the marked folders and
files.

Filters and Grayed Folders

When you apply afilter to amarked folder, this may result in no files from that
folder being selected. Although no filesin that folder are selected, the folder will
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still appear with a grayed selection box next to it. The grayed selection box
indicatesthat if any new files which meet thefilter criteria are created in that folder,
they will be selected for backup.
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Selecting Changed Files only

When you run ajob repeatedly, particularly backup jobs designed for disaster
protection, many times you only want to back up files that have changed since the
last time you' ve run a backup job. Normally, TapeWare automatically handles this

step.

When TapeWare runs ajob, it checksto see whether you want the job to back up
all selected files or only those files that have changed. If you want to back up only
filesthat have changed since the last backup, TapeWare automatically unselects al
the files that have not changed. The job then runs with this updated selected file
list.

Automatically Selecting New Files for Backup

When you set up ajob to run repeatedly, you want that job to adjust to changes
made to the directories on the LAN. Sometimes these changes include the addition
of new files and directories that were not originally selected when the job was
created. It may even include the addition of new machines on the LAN or volumes
on these machines that were not previoudly selected for backup.

If your selection criteriawas carefully specified, TapeWare will also select these
new files, folders, volumes, and machines for backup. In general anew file or
container is selected for backup if (1) it is contained in a container selected for
backup and (2) it passes the selection filter criteria

For example, anew folder will be included in the backup selection listif itis
contained in a container that wasitself selected. If you create anew folder at the
root level on avolume, that folder will be selected for backup if the volume was
marked for backup. The filesin that folder that pass through the selection filter
criteriawill beincluded in the backup job. However, if the volume itself was not
selected, the new folder will not be selected.
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If you want to see what files will be backed up, open up the Selection tab on the
job’s property sheet. Whenever thistab is opened, TapeWare recalculates which
files should be selected for backup. Check the display to see that the files you
intended to be backed up are selected.

the folder itself...

Selecting Files for Backup Jobs

[0 Tosdect filesfor backup jobs
1. Open the property sheet of the backup job and click on the Selection tab.

2. Mark the selection boxes next to the folders or containers you wish to include
inthejob.

3. Click onthe Selection Filter s button on the Toolbar and specify afilter
selection criteria. (You can skip this step if you don’t wish to apply any
sdlection filters))

4. Check thetree view areaand object detail area on the Selection tab to see that
the files you intended to select are marked for backup.

Applying Filter Criteria
When you click on the Selection Filter s button, the Selection Filter swindow

appears. Thiswindow has multiple selection filters you can apply to the files you
have selected.
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Note that each filter criterion works independent of every other. In order to be
selected for backup, each file must pass every filter criterion specified. For
example, if you specify that every file selected must have been created after
January 1, 1997 and must have .doc asits extension, TapeWare will only select
fileswhich meet both selection criteria

The Filter Selection Criteria

?l This section contains a brief description of each selection filter TapeWare applies
to the files and folders marked for backup.

Selection Filters . . . e
button Note that some of the selection criteria are operating system specific. Y our

database zone may include multiple machines working with files created by
different operating systems. If you select afilter criterion that is operating system
specific, files from other operating systems will be automatically excluded from
the backup. This effectsin particular the Required Attributes and Exclude
Attributes filters.

Note TapeWare figures the century dates using the following algorithm: if the year
dateis 70 or smaller, the century date is set to 20 (21st century); if the year dateis
71 or greater, the century dateis set to 19 (20th century). For example, if you set
the date to 6/1/33, TapeWare calculates the date as June 1, 2033. If the dates is set
to 4/5/81, TapeWare calculates the date as April 5, 1981.
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]

Filter Change

Backup Range

The backup date isthe date afile or other object was last backed up. Eachtime a
fileis backed up, TapeWare assigns changes the backup date to match the current
date. Each file has exactly one backup date. Y ou can use thisfilter files that have
been backed up on specific dates. More often however you would use thisfilter to
filter out files that have been recently backed up

To select files that have specific backup dates, click on the Filter Change button
next to the Backup rangefield. In the Date Range window that appears, select
the appropriate range type and the starting and ending dates and times.

button |
. ¥ Date Range HE
To select files by
backup date, set the Bange type: Mot between bwo dates
Backup Range filter to Stating date:  |01/01/1970 =
the deSIred date- Starting time: 12:00 Am _I:
Ending date: |U2.-"DB.-"21 o0& _I;

]

Filter Change
button

Ending time: IDB:ZS Am j:
] I Cancel

L

Modify Range

Each time afile is modified, its modified date is updated. Y ou can use thisfilter to
backup files whose modified date matches your criteria. TapeWare checks the
directory information on the volume to seeif the file should be included for
backup. For example, you can select only those files that were modified after a
certain date and time or, aternatively, those that were modified before acertain
date and time.

To specify arange of dates, click on the Filter Change button next to the M odify
range field. In the Date Range window that appears, select the appropriate range
type and the starting and ending dates and times.

¥ Date Range HE
Bange type: Between two dates
Starting date: 014011970 =

Starting time: 12:00 Am =

Ending date: |U2.-"DB.-"21 o0& j'
Ending time: lm
Date Range

window Ok I Cancel

L L

L
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e

Filter Change
button

]

Filter Change
button

Create Range

When afileisfirst created, it is assigned a create date. Y ou can use thisfilter to
select only those files which match your criteria. TapeWare checks the created date
for each file stored in the directory of the volume and uses this to select files for
backing up.

For example, you might want to back up only those files created after a certain
date. To do so, click on the Filter Change button next to the Create Rangefield
and then select the appropriate criteriain the Date Range window that appears.

Access Range

Each time afileisread, whether or not it is modified, its access date is updated.

Y ou can use this information to select files for backup. For example, you might
want to backup only those files which have been accessed (opened or read) in the
past two months. To do so, in the Date Range window, select On or after inthe
Rangetypefield. Then indicate the appropriate starting date and time.

Alternatively, you could back up only those files which have not been accessed in
the past two months by selecting On or before in the Range typefield.

Note If the operating system does not support access dates or create dates for files,
thisfilter isignored. For example, DOS does not support access dates or create
dates. If you specify afilter for either one of these dates, this filter will be ignored
when TapeWare encounters files on a DOS volume.

Size Range

Thisfilter lets you select files for backup according to their size. Y ou might want
to select only smaller files, larger files, or files between two sizes. To specify a
filter that sortsfiles according to their sizes, click on the Filter Change button next
to the Size range field and then select the appropriate criteriain the Size Range
window that appears.

Instance Range

Each time TapeWare backs up afile, it creates a new instance of that file. For
example, afile named Expense Account Reporting Form may have been
backed up several times during the previous months and years. Typically, each
instance of the fileis stored on the backup media of a different job. TapeWare
tracks each instance of afile separately inits database.

Y ou can use thisfilter to instruct TapeWare to not back up files for which you
already have multiple instances. For example, you may not want any more than
three instances of a particular file backed up. Set the Range Type to At most and
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then set the Maximum instancesfield to 3. TapeWare only backs up those files
for which there exist less than 3 instances.

Note however that having multiple instances of afile does not insure that the
instances you have reflect the latest changes to thefile. It may have been modified
after the last time you backed it up and so your latest instance may not match the
file's current form.

Must Match

TapeWare lets you sort files using wildcard matches. Only files that match the
wildcard indicated in the Must match field are included in the backup set. For
example, if you enter “*.exe” TapeWare will only back up those files with the .exe
file extension.

Y ou can specify multiple wildcards by separating each with asemicolon, “;”. For
example, if you enter “*.exe;*.doc” in the Must match field, TapeWare selects al
filesthat either have the .exe extension or the .doc extension.

Wildcards can bein any one of three formats: DOS, Long, or UNIX. Consult
your operating system documentation for more information about each wildcard
format.

Cannot Match

Thiswildcard field works just like the M ust match field except that it excludes
any filesthat match the wildcards. Y ou can specify multiple wildcards by
separating them with a semicolon; if you specify multiple wildcards, TapeWare
excludes any file that matches any one of the wildcards you specify.

Wildcard Type

Y ou can use one of three types of wildcard formats. DOS, Long, or UNIX. Select
which wildcard format you wish to use from the list box.

Required Attributes

Operating systemstrack certain features of files called attributes that they useto
manage these files. Y ou can use these same attributes as a selection filter. In the
Required Attributesfield, if an attribute is checked, TapeWare only selects those
files which have these attributes. For example, if you check Hidden, TapeWare
only selects for backup those files which the operating system has assigned the
Hidden attribute.

Y ou can select multiple attributes. In this case, TapeWare only selects thosefiles
that meet all of the required attributes.
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Note that some of these attributes are only supported by certain operating systems.
If you specify an attribute that is specific to a particular operating system, then only
files created under that operating system will be selected for backup.

Exclude Attributes

Thisfield works like the Required Attributesfield except that TapeWare
excludes files that match these attributes. For example, if you have checked the
Execute Only box, TapeWare will exclude from the backup any files with the
Execute Only attribute.

Y ou can select multiple attributes. If you do, TapeWare excludes any filesthat has
any one of the attributes. For example, if you select the Hidden and System
attributes, afilewill be excluded if it has either the Hidden attribute or the System
attribute.

Parents

When this option is checked, when TapeWare backs up afile, it aso backs up the
directory information for the parent of that file. This option must be checked in
order for folders and other directory data to be backed up. When this option is not
checked, TapeWare will not back up any parent information for any file backed up.
If unchecked, directory information about folders and volumesis not backed up.

Children

When this option is checked, TapeWare backs up the selected files. If you want
only to back up the marked directories, however, you can clear this option. When
the Children box is unchecked and the Par ents box is checked, TapeWare backs
up the directory structure, but not the files stored in the directories (that is, in the
folders).

This option can be useful for replicating a complex directory structure. Begin by
marking the directory structure you wish to duplicate. Then clear the Children
option. TapeWare will backup only the directory structure. Y ou can then replicate
that directory structure to any volume by restoring the directory to that volume.

Restore Selection Concepts

Y ou select files for restoring the same way you select files for backing up;
however besides selecting which files you wish to restore, you can aso change the
name of the restored file, restore it to a new location, and create anew folder in
which to restore the file. Additionally, when you select afile for restoring, you
must specify which instance of the file you wish to restore.

Files are selected for restoring in four steps. In the first step, you modify thefile
tree to look the way you want it to appear when you restore the files. For example,
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Grayed selection boxes
mean thata container
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objects that are selected. 5L =), El Capitan Server (11995 Reparts

Grayed selection boxes
with checks mean that
container itselfis
selected and pote ntially
objects within it.

When you
check a folder
or other
container...

you might make a new folder to store the restored filesin. Second, the appropriate
files are selected by marking them with a check and selecting the appropriate
instance. In the third step, these files are filtered using multiple selection criteria. In
the last step, you can specify new names and locations for the restored files.

Selecting Files for Restoring
A fileis selected for restoring when a check mark appearsin the selection box next
to thefile.

When the box next to afolder or other container is gray, that means that although
thisfolder or container is not selected itself, it potentialy contains filesthat are
selected. When the box next to afolder or other container is grayed and checked,
the folder itself is selected and it potentially contains files within it that are selected.

" Properties of EI Capitan Server Backup Job M=] 3

General  Selection I Dptionsl Sc:hedulel Logs I Permissionsl

EXRI= T [CField Data
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(2 1997 Current Fire Data

|7(D Help Projects

-] 20 HFFONTS

[ (23 M5 Manual of Style
- [0 M30ffice

A che cked selection
box indicates the file is
selected.

You can select or unselect afile for restoring by marking or clearing the selection
box next to thefile. Y ou can also mark the folder that contains the file, and not the
fileitself. Notice that when you mark a container, such asafolder or volume, all of
its contents, including all the folders and containersit contains, are also marked.
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Note that the tree view area and object detail area are different for restore jobs than
for backup jobs. For restore jobs, the files displayed in the tree view area and
object detail area are thefiles for which TapeWare has instancesin its database.
For backup jobs, on the other hand, the files displayed are those currently present
on thefile servers and workstations in the current database zone.

Selecting Instances of Files

Each time afileis backed up an instance of that fileis created. There may be
multiple instances of files stored on different media created by different backup
jobs. TapeWare keepstrack of al the instances of each file in its database and the
media on which each instance is stored. When mediais overwritten or deleted,
TapeWare deletes those instances from its database as well.

When you select afile for restoring, TapeWare automatically selectsthe <L atest>
instance. If you want to select an instance other than the latest instance of afile
backed up, you must select that instance in the | nstances window. When you
open the I nstances window, the Available instances field shows alist of the
instances of the file and the media on which those instances are stored. Select
which instance you want to restore by highlighting it. For more information about
aparticular instance of afile, click on the Details button. TapeWare displays
various details it uses to manage the file in its database, including its backup date
and its modify date.

% Instances of My Documents EHE
Available instances: ar |
Backed up | Media |
<Latest> Cancel |

06/19/1997 120015 ‘ear Set1- Tape #:1

1] [ o] [{ Details >3

Instances window.

If you select the <L atest> parameter, TapeWare will restore the most recent
instance of that file or folder.

Note that the filesincluded in arestore job need not all have the same instance date.
Y ou can specify which particular instance of afile you would like to have restored
for each and every file. The instance date of any particular file can be specified
individually for that file.

Instances and Filters

Y ou cannot use filters for selecting instances. The Selection Filterswindow can
be used to sort through the instances you have otherwise specified in the
I nstances window, but filterswill not change the instance date selected.
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When you select the
<Latest> instance of
a folder...

Selecting Instances and Folders
When you select afolder, TapeWare automatically selects the <L atest> instance

for that folder and for every file within that folder. If you wish to specify another
instance, open the | nstance window and highlight the instance date to select it.

What instance you specify when you select the folder is also used to select files
contained within that folder. Specificaly, afileis selected for restoring only if it
has an instance that matches the instance of folder.

Note When you specify an instance date for afolder, volume, or other container,
files stored in that container are only selected when they have an instance date that
matches the instance date of the container. Many times, files will not have instance
dates that match the dates of the containers they are stored in, for example, when
you select an instance date from an incremental or differential backup job. If you
want to be certain to select al of the filesinside a container, select the <L atest>
instance for that container.

Consider these two examples.

In thefirst example, by selecting the <L atest> instance of the folder, dl of thefiles
contained within the folder are selected because each of these files has a <L atest>
instance. Note that these instances may be from different dates and different
backup jobs, but because each file has a <L atest> instance, each one will be
restored.

B Instances of Annual Sequoia Fire Study Data

Awailable instances:

Backed up | Media

...every object in it
will be selected.

A

[_11996 Fire Study D ata & Reports
(131995 Fire Study Data & Reports

07/03/1337 11:00:24
06/19/1937 11:10:31

‘earSet1- Tape #:1
‘earSet1- Tape #:1

=] g El Capitan Server
E‘D =

~E E=} nnual Sequoia Fire Study Data

[_1 1995 Fire Study Data & Reports

(221 1996 Fire Study Data & Reports

In the second example, another instance besides the <L atest> instance was
selected. In order for the files within the folder to be selected for restoring, they
must have an instance date that matches that selected for the folder. In this
example, some files are not selected for restoring because they do not have an
available instance which matches the instance date selected for the folder.
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In generdl, if you want to restore a specific instance of the file, you must select that
file directly and specify which instance you wish to restore in the I nstances...
window.

Selecting Folders vs. Selecting Files

Y ou can select the contents of the folder in one of two ways: either by individually
marking the selection box of each object in that folder one by one, or by marking
the selection box of the folder itself. Which method you choose isimportant
because it effects which files TapeWare includes in the selection list after changes
have been made to that folder.

For example, if you select afolder for restoring by marking its selection box, al of
the contents of that folder are restored. If anew backup job is run before the
restore job isrun, TapeWare selects files for restoring using the new folder's
contents. So for example, if anew fileis created in that folder, TapeWare will also
restore that file. Additionally, if you have selected the <L atest> instance of the
folder, TapeWare will use the latest instance of each filein its database. These files
may be newer than the files you originally selected.

Selecting Files and Instances with Filters

You can aso sort files for restoring with filters by clicking on the Selection
Filter s button on the toolbar and specifying which file types to include or exclude.

The selection filters you specify are applied to al of the volumes, folders, and files
that have been marked for restoring. You cannot apply different filters to different
folders or volumes.
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Filters Exclude, not Include

The selection filters exclude files by filtering out files that do not meet the selection
criteria. If afolder or other container has been marked for restoring, TapeWare
uses the selection filters to sort through the files and to unmark any filesthat do
not meet the selection criteria. TapeWare does not use the selection filtersto add
filesto therestore set.

Changing the Name and Location of Restored Files

When you restore afile, you may wish to restore the file with anew name or in a
new location. If you restore afileto itsoriginal location using its origina name, if
that file currently exists there, TapeWare overwrites the current file with the
restored file.

Y ou can avoid overwriting current files by giving the file anew name or by
restoring the file to a new directory. For example, to avoid replacing the current file
named Project List with a previous, older instance of the file, you can rename the
file before restoring it or restore it to a different folder.

Y ou can either select adifferent folder, or, aternatively, TapeWare lets you create a
new folder in which to restore the files.

Selecting Instances of Files for Restore Jobs

[0 Tosdect instancesof filesfor restorejobs

The Check
button

1. Open the property sheet of the restore job and click on the Selection tab.

2. Check the selection boxes next to the files, folders or other containers you
wish to include in the job.

3. To sdect aspecific instance of the objects you selected, highlight the folder or
fileand click the Check button. In the I nstance window that appears, select
the appropriate date of the instance you wish to restore. If want to include all
of thefilesin afolder or on avolume, select <L atest>.

4. Click onthe Selection Filters button on the Toolbar and specify afilter
selection criteria. (You can skip this step if you don’t wish to apply any
sdlection filters))

5. Examinethetreeview areaand object detail area on the Selection tab to check
that the files you intended are marked for restoring.

Additionally, you can change the names of the files and store them in new
locations. Thisis discussed in the next section, “ Restoring Files with New Names
and Locations.”
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The Check
button

Selecting Specific Instances

Each time you mark a selection box of afile or folder for restoring, TapeWare
automatically selectsthe <L atest> instance. If you want to specify adifferent
instance, use the | nstances... window to select which instance of the file you wish
to restore.

Y ou can aso specify a particular instance of afile of folder by highlighting it in the
tree view area or object detail areaand then clicking the Check button on the
toolbar. TapeWare will show you the Instances... window with alist of the
availableinstancesfor that file.

Be certain to specify carefully which instance of afile you wish to restore. A single
TapeWare restore job can restore files backed up over a period of months or years
on media created by many different backup jobs. Y ou can easily restore all of the
latest instances of the files by selecting <L atest> in the I nstances... window.
However, if you want instances of files that were created on different dates, you
must select each instance of each file individually.

Note that you cannot restore multiple instances of the samefilein asingle restore
job. If you want to restore more than one instance of afile, you must create and
run a separate job for each instance.

Applying Filter Criteria
When you click on the Selection Filter s button, the Selection Filterswindow

appears. Thiswindow has multiple selection filters you can use to sort through the
files you have selected for restoring.

Y Selection Filters

Backup range: |<An_l,l Dates

Modify range: |<An_l,l Dates

Create range: |<An_|,| Dates

Delete range: |<An_|,| Dates

Access range: |<An_l,l Date:

Size range: |<An_l,l Sizex

Ll B

Instance range: |<An_|,| number of instances»

‘wildcard type: | Dos j
st match: I
Cannot match: I
Required attributes: Exclude attributes:
[CIRead Orly f’ [CIRead Driy f’
[Hidden [CHidden
vV Parents 15 pstemn []5pstem
The Restpl’e ¥ Chidren gl::?:ecut_e Only LI El::?:ecut.e Only LI
Job Selection _
0] 8 Cancel |

Filter window
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]

Filter Change
button

Note that each filter criterion works independent of every other. In order to be
selected for restoring, each file must pass every filter criterion specified. For
example, if you specify that every file selected for restoring must have been
created after January 1, 1997 and must have .doc as its extension, TapeWare will
only select files which meet both selection criteria.

The Filter Selection Criteria

This section contains a brief description of each selection filter TapeWare applies
to the files and folders marked for restoring.

Note that the Selection Filters window for restore jobsis similar to the Selection
Filterswindow for backup jobs. This allows you to use the same filtersto select
the files for restoring that you used for selecting files for backing up previously.
Thisalows you to create arestore job that selects the same files as a backup job,
no matter how widely distributed over the network these files may be.

Backup Range

When afileis backed up, TapeWare stores in its database the date the file was
backed up. Thisis called the backup date. Each time you back up afile, TapeWare
changes the backup date to the date of the backup.(Y ou can view thisinformation
for dl of the available instances in the I nstances... window in the Backed up
field list.) You can use thisinformation to filter files for restore jobs.

Modify Range

Each time afile is modified, its modified date is updated. Y ou can use thisfilter to
restore files with amodify date that matches your criteria. TapeWare checks the
directory information on the volume to seeif the file should be included in the
restore job. For example, you can select those files that were modified after a
certain date and time or, alternatively, those that were modified before acertain
date and time.

To specify arange of dates, click on the Filter Change button next to the M odify
range field. In the Date Range window that appears, select the appropriate range
type and the starting and ending dates and times.

¥ Date Range HE

Bange type: Between two dates
Starting date: 014011970

Starting time: 12:00 Am =

Ending date: |U2.-"DB.-"21 o0& =1

Ending time: 0628 Am

L

a

|

Date Range

window Ok I Cancel
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Create Range

When afileisfirst created, it is assigned a create date. Y ou can use thisfilter to
select only those files which match your criteria. TapeWare checks the created date
for each file stored in the directory of the volume and uses this to select files for

restoring.
Y For example, you might want to restore only those files created after a certain date.
To do so, click on the Filter Change button next to the Create range field and
Filter Change then select the appropriate criteriain the Date Range window that appears.
button

Delete Range

Thisfilter givesyou an easy way to select files for restoring that have been deleted
from the volume, but for which TapeWare has valid instances stored in its
database and on valid media

When files that have once been backed up are later deleted, TapeWare marks these
fileswith a specia icon, indicating that they have been deleted. In addition,
TapeWare assigns the file a delete date, which you can view on the General tab of

that file' s property sheet.
IEE

Fire Collection  Fire study
Ciata databaze.mdb
| Template. doc

E‘Q C:
[I=RRR] 1957 Current Firs Data

Files that have been
backed up and then
deleted show special
icons on the Selection
tab of a Restore job.

(2 M5 Manual of Style
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B Properties of Field Data HE B3

General | Storagel Eommandl Permissionsl
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Mame:
. Type: Directory

Any object that - !
haS been backed Effective rights: I[Sup Acc Cre Mod Del Rd 'Wwi]

up and then is Attibutes: | =]
deleted will show Size: |
a Delete date on

its General tab. . [iere]

Deleted: IDB.-"‘I 941997 11:36:46

Thisfilter instructs TapeWare to only restore files which have a delete date that
matches the criteriayou have set. Note that if afile has not been deleted from the
volume, it will be excluded by thisfilter and thus will not be selected for restoring.
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]

Filter Change
button

To select every file that has Eiange type:
been deleted for restoring, set
the Delete range filter to On
or before some random

future date. Endingdate:  [02062108 =]

]

Filter Change
button

You can easily select every file deleted for restoring by first marking the selection
box of the volume and selecting the <L atest> instance. Thiswill cause al of the
filesto beinitially selected. Then, click on the Filter Change button next to the
Ddeterange field and then select On or before from the Range type list box.
Next select arandom future date, for example, February 6, 2106. TapeWare will
exclude al of the files that have not been deleted from the set of filesto be
restored. When you return to the Selection tab, all and only those files that have
been deleted will be checked.

On the other hand, you can aso not restore files that have been deleted. In this
case, set the Delete range filter to On or after some random early date, such as
January 1, 1980. Any file that has been deleted will be filtered out by thisfilter, so
that no deleted files will be restored. This can be useful if you don’t want to
unnecessarily restore files that were properly deleted in the first place.

¥ Date Range HE

On or before
Starting date: 01/01.1970
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Ending time: IDB:28 Am jj
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Access Range

Each time afileisread, whether or not it is modified, its access date is updated.

Y ou can use thisinformation to select files for restoring. For example, you might
want to restore only those files which have been accessed (opened or read) in the
past two months. To do so, in the Date Range window, select On or after inthe
Rangetypefield. Then indicate the appropriate starting date and time.

Alternatively, you could restore only those files which have not been accessed in
the past two months by selecting On or before in the Rangetypefield.

Size Range

Thisfilter lets you select files for restoring according to their size. Y ou might want
to select only smaller files, larger files, or files between two sizes. To specify a
filter that sortsfiles according to their sizes, click on the Filter Change button next
to the Size range field and then select the appropriate criteriain the Size Range
window that appears.
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Instance Range

Each time TapeWare backs up afile, it creates a new instance of that file. For
example, it might have backed up afile named Expense Account Reporting
Form several times during the previous months and years. Typically, each
instance of the fileis stored on the backup media of a different job. TapeWare
tracks each instance of afile separately inits database.

Y ou can use thisfilter to instruct TapeWare to select files according to the number
of instances that exist in the database. Y ou might, for example, instruct TapeWare
to restore al of the files for which there is only one instance. When you set the

I nstance range filter to At most 1, TapeWare only restores those fileswhich
have asingle instance.

Must Match

TapeWare lets you include files using wildcard matches. If the file matches the
wildcard indicated in the Must match field, TapeWare includesit in the restore
set. For example, if you enter “*.exe” TapeWare will only restore those files with
the .exefile extension.

Y ou can specify multiple wildcards by separating each with asemicolon, “;”. For
example, if you enter “*.exe;*.doc” in the Must match field, TapeWare selects al
filesthat either have the .exe extension or the .doc extension.

Cannot Match

Thiswildcard field worksjust like the M ust match field except that it excludes
any filesthat match the wildcards. Y ou can specify multiple wildcards by
separating them with a semicolon; if you specify multiple wildcards, TapeWare
excludes any file that matches any one of the wildcards you specify.

Wildcard Type

Y ou can use one of three types of wildcard formats. DOS, Long, or UNIX. Select
which wildcard format you wish to use from the list box.

Required Attributes

Operating systems track certain features of files called attributes that they use to
manage these files. Y ou can use these same attributes as a selection filter. In the
Required Attributesfield, if an attribute is checked, TapeWare only selects those
files which have these attributes. For example, if you check Hidden, TapeWare
only selects those files which the operating system has assigned the Hidden
attribute.

Y ou can select multiple attributes. In this case, only fileswhich have al of the
specified attributes will be selected.
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Exclude Attributes

Thisfield works like the Required attributes field except that TapeWare excludes
files that match these attributes. For example, if you have checked the Execute
Only box, TapeWare will exclude from the verify job any files with the Execute
Only attribute.

Y ou can select multiple attributes. A file that has any one of these attributes will be
excluded. For example, if you mark the Hidden and System attributes, any file
that has either attribute will be excluded.

Parents

When this option is checked, TapeWare restores directory information for any
selected folder or volume. For example, if you have marked afolder, TapeWare
will restore that folder only if this option is checked. When this option is not
checked, directory information about folders and volumesis not restored.

Children

When this option is checked, TapeWare restores files. When this option is
unchecked, TapeWare does not restore files. Thisis useful if you want to restore a
complex directory structure, but not the filesin that directory. To restore a
directory structure but not the files (children) stored in the directories, begin by
marking the directory for restoring. Then clear the Children option. TapeWare
will restore only the directory structure to the volume you specify.

Restoring Files with New Names and Locations

Y ou can change the name and location (folder) of afilewhenitisrestored. You
can aso create anew folder in which to store thefile.

Restoring a File with a New Name

After afile has been selected for restoring, you can rename the file. When you
rename the file, TapeWare restores the file with the new name. This can be useful
for not overwriting versions of thefile that currently exist on disk.

Torename afile, highlight it and select Rename from the Shortcut menu. You
can aso rename afile by selecting its name again after it has been highlighted.

; ; ; H H SR . B? Fire Collection Drata Template. doc
highlight |_t|_ sgﬁ tt;msg t?]eelencévl\} sgrarl]lg. - efRestorsd 1997 Cunent Fire Dats | |9 i3 Fire study detabase mdb

"'D [0 Annual Sequoia Fire Study Data B? Fire study spreadsheet.xlc

To restore a file with a new name, }‘ =L = I Capitan Server (<Field Data

Note that when you rename an instance, you are only renaming that file for the
purposes of restoring it with this particular restore job. Only the current restore
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job will assign that file the new name. When you create a new restore job, you will
see the file displayed with its original name. Similarly, the database tab always
displays files with the names they had when they were backed up.

Restoring Files to a Different Folder

You can aso restore files to different folders. When TapeWare restores thefile, it
creates anew filein the new location. Similarly, you can restore foldersin new
locations as well. Thisisuseful in order to prevent overwriting files and folders
that currently exist on disk.

Torestore afileto a different folder, drag the file in the tree view areato the new
folder. Alternatively, highlight the file and select Move... from the Shortcut
menu. In the Confirm M ove window, select atarget location. TapeWare will
move the file to the location you specify in the Target field.

-0 ‘g El Capitan Server
E||:| = C

To restore a folder
or file to a different
folder, select it
and then drag it to
the new folder...

& Confirm Move EHE

“f'ou are about to move the following items to the selected target
location. Please confim.

...and then
confirm the move
in the Confirm
Move window.

Ok

Catcel |
Deselect |

Target:

ISouth Se.. \innual Sequoia Fire Study Data Browsze... |

Y ou can aso restore folders and volumesin new locations. The contents of these
containers move with them and are restored, along with the folder or volume, in
the new location.

Note that when you move an instance on the Selection tab of arestore job, the
changes you make are only recorded for that restore job. Only the current restore
job will assign thefile or folder the new location. When you create anew restore
job, you will seethe files and foldersin their original locations. Likewise, the
database tab will continue to display filesin their origina locations.

Restoring Files to a New Folder

You can aso create a new folder and restore files to that new folder. When
TapeWare restores thefiles, it creates the new folder and restores the filesyou



Chapter 5 Selecting Files and Instances 74

specified to that new location. Similarly, you can restore folders and their contents
in new foldersyou create.

To create anew folder in which to restore the file or folder, first highlight the
location you want to create the new folder in the tree view area. Then click on the
New Object button on the Selection tab’s Toolbar . Or use the Shortcut menu
and sdlect New Directory. TapeWare will create the new folder in the location you
specified. Give the folder a new name and then drag into that folder the files and
folders you want restored in it.

To restore a file or folder to a
new folder, first highlight the
container in which you want to
create the new folder and then,
clicking the right mouse button,
select New Directory from the
Shortcut menu.
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Next, drag the
folder or file you
want to restore to
the new folder you
created.
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Note that any new folder you create on the Selection tab of the restore job is only
created in the restore job currently opened. Only the current job will show this new
folder. When you create a new restore job or open another restore job, the new
folder you created in the current job will not be displayed. Likewise, the new folder
you created will not be displayed on the database tab either.

Verify Selection Concepts

Y ou select files for verifying the same way you select files for restoring, including
selecting which instance to verify.

Files are selected for verifying in two steps. In the first step, the appropriate files
are selected by marking them with a check and selecting the appropriate instance.
In the second step, these files are filtered using multiple selection criteria

Selecting Files for Verifying

A fileis selected for verifying when a check mark appears in the selection box next
to thefile.

When the box next to afolder or other container is gray, that means that although
thisfolder or container is not selected itself, it potentialy containsfilesthat are
selected. When the box next to afolder or other container is grayed and checked,
the folder itself is selected and it potentially contains files within it that are selected.
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A checked selection
box indicates the file is
selected.

You can select or unselect afile for verifying by marking or clearing the selection
box next to thefile. Y ou can also mark the folder that contains the file, and not the
fileitself. Notice that when you mark a container, such as afolder or volume, all of
its contents, including all the folders and containersit contains, are also marked.
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\. automatically
BB amtersve selected as well.

Selecting Instances of Files

When you select afilefor verifying, you can select which instance of the file you
want to verify. TapeWare automatically selects the <L atest> instance of afile, but
you can select another instance by opening the I nstances window. The Available
instances field shows alist of the instances of the file and the media on which

those instances are stored. Select which instance you want to verify by highlighting
it.

If you select the <L atest> parameter, TapeWare will verify the most recent
instance of that file or folder.

In generdl, if you want to verify a specific instance of the file, you must select that
file directly and specify which instance you wish to restore in the I nstances...
window.
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Note that when you specify an instance date for a container, such as afolder or a
volume, only those files which have matching instance dates will be selected. If a
file does not have an instance date that matches the date of the container, it will not
be selected. On the other hand, if you want only certain files to be verified, you can
specify the instance date of a container to only select those files with matching
instance dates.

Selecting Folders vs. Selecting Files

Y ou can select the contents of the folder in one of two ways: either by individually
marking the selection box of each object in that folder one by one, or by marking
the selection box of the folder itself. Which method you choose isimportant
because it effects which files TapeWare includes in the selection list after changes
have been made to that folder.

For example, if you select afolder for verifying by marking its selection box, all of
the contents of that folder are verified. If anew backup job is run before the verify
jobisrun, TapeWare selectsfiles for verifying using the new folder’ s contents. So
for example, if anew fileis created in that folder, TapeWare will aso restore that
file. Additionaly, if you have selected the <L atest> instance of the folder,
TapeWare will use the latest instance of each filein its database. These files may
be newer than the files you originally selected.

Selecting Files and Instances with Filters

You can aso sort files for verifying with filters by clicking on the Selection
Filter s button on the toolbar and specifying which file types to include or exclude.

The selection filters you specify are applied to al of the volumes, folders, and files
that have been marked for verifying. You cannot apply different filtersto different
folders or volumes.

Filters Exclude, not Include

The selection filters exclude files by filtering out files that do not meet the selection
criteria. If afolder or other container has been marked for verifying, TapeWare
uses the selection filters to sort through the files and to unmark any filesthat do
not meet the selection criteria. TapeWare does not use the selection filtersto add
filesto the verify set.

Selecting Files for Verify Jobs

[0 Tosdect instancesof filesfor verify jobs

1. Open the property sheet of the verify job and click on the Selection tab.
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2. Mark the selection boxes next to the folders or containers you wish to include
inthejob.

3. Inthe Instance window that appears, select the appropriate date of the file
instance you wish to verify.

4. Click onthe Selection Filter s button on the Toolbar and specify afilter
selection criteria. (You can skip this step if you don’t wish to apply any
sdlection filters.)

5. Examinethetreeview areaand object detail area on the Selection tab to check
that the files you intended are marked for verifying.

Selecting Specific Instances

Each time you mark a selection box of afile or folder for verifying, TapeWare
automatically shows the I nstances... window. Use this window to select which
instance of the file you wish to verify.

Y ou can aso specify a particular instance of afile of folder by highlighting it in the
tree view area or object detail areaand then clicking the Check button on the
toolbar. TapeWare will show you the Instances... window with alist of the
availableinstances for that file.

Applying Filter Criteria
When you click on the Selection Filter s button, the Selection Filter swindow

appears. Thiswindow has multiple selection filters you can use to sort through the
files you have selected for verifying.



Chapter 5

Selecting Files and Instances

~
o

Y Selection Filters

Backup range: |<An_l,l Dates

Modify range: |<An_l,l Dates

Create range: |<An_|,| Dates

Delete range: |<An_|,| Dates

Access range: |<An_l,l Date:

Size range: |<An_l,l Sizex

Instance range: |<An_|,| number of instances»

wildcard type: | pos j

Ll B

st match: I

Cannot match: I

Required attributes:

Exclude attributes:

[1Read Only - [ Read Only -
[Hidden ﬂ [CHidden ﬂ
vV Parents 15 pstemn []5pstem
The Verify Job | & Criden | Erecute0rb 2 I SR -
_ Selection Cancel |
Filter window

Note that each filter criterion works independent of every other. In order to be
selected for verifying, each file must pass every filter criterion specified. For
example, if you specify that every file selected for verifying must have been
created after January 1, 1997 and must have .doc as its extension, TapeWare will
only select files which meet both selection criteria.

The Filter Selection Criteria

This section contains a brief description of each selection filter TapeWare applies
to the files and folders marked for verifying.

Note that the Selection Filterswindow for verify jobsis similar to the Selection
Filterswindow for backup jobs. This allows you to use the same filtersto select
the files for verifying that you used for selecting files for backing up previoudly.
Thisalows you to create a verify job that selects the same files as a backup job, no
matter how widely distributed over the network these files may be.

Backup Range

When afileisbacked up, TapeWare stores in its database the date the file was
backed up. Each time afileis backed up, the instance date for that file is updated to
match the date of the backup. Y ou can use thisinformation to filter files for verify
jobs.

Modify Range
Each time afile is modified, its modified date is updated. Y ou can use thisfilter to
verify files with amodify date that matches your criteria. TapeWare checks the
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directory information on the volume to seeif the file should be included in the
verify job. For example, you can select those files that were modified after a
certain date and time or, alternatively, those that were modified before acertain
date and time.

Create Range

When afileisfirst created, it is assigned a create date. Y ou can use thisfilter to
select only those files which match your criteria. TapeWare checks the created date
for each file stored in the directory of the volume and uses this to select files for
verifying.

Access Range

Each time afileisread, whether or not it is modified, its access date is updated.

Y ou can use thisinformation to select files for verifying. For example, you might
want to verify only those files which have been accessed (opened or read) in the
past two months.

Size Range

Thisfilter lets you select files for verifying according to their size. Y ou might want
to select only smaller files, larger files, or files between two sizes.

Instance Range

Y ou can use thisfilter to instruct TapeWare to select files according to the number
of instances that exist in the database. Y ou might, for example, instruct TapeWare
to verify all of the files for which there is only one instance. When you set the

I nstance range filter to At most 1, TapeWare only verifies those files which have
asingleinstance.

Must Match

TapeWare lets you include files using wildcard matches. If the file matches the
wildcard indicated in the Must match field, TapeWare includesit in the verify set.
For example, if you enter “*.exe” TapeWare will only verify those files with the
.exefile extension.

Y ou can specify multiple wildcards by separating each with asemicolon, “;”. For
example, if you enter “*.exe;*.doc” in the Must match field, TapeWare selects al
filesthat either have the .exe extension or the .doc extension.

Cannot Match

Thiswildcard field worksjust like the M ust match field except that it excludes
any filesthat match the wildcards. Y ou can specify multiple wildcards by
separating them with a semicolon; if you specify multiple wildcards, TapeWare
excludes any file that matches any one of the wildcards you specify.
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Wildcard Type

Y ou can use one of three types of wildcard formats. DOS, Long, or UNIX. Select
which wildcard format you wish to use from the list box.

Required Attributes

Operating systems track certain features of files called attributes that they use to
manage these files. Y ou can use these same attributes as a selection filter. In the
Required Attributesfield, if an attribute is checked, TapeWare only selects those
files which have these attributes. For example, if you check Hidden, TapeWare
only selects those files which the operating system has assigned the Hidden
attribute.

Y ou can select multiple attributes. In this case, only fileswhich have al of the
specified attributes will be selected.

Exclude Attributes

Thisfield works like the Required attributes field except that TapeWare excludes
files that match these attributes. For example, if you have checked the Execute
Only box, TapeWare will exclude from the verify job any files with the Execute
Only attribute.

Y ou can select multiple attributes. A file that has any one of these attributes will be
excluded. For example, if you mark the Hidden and System attributes, any file
that has ether attribute will be excluded.

Parents

When this option is checked, TapeWare verifies the directory information for any
selected folder or volume. For example, if you have marked afolder, TapeWare
will verify that folder only if this option is checked. When this option is not
checked, directory information about folders and volumesis not verified.

Children

When this option is checked, TapeWare verifiesfiles. When thisoption is
unchecked, TapeWare does not verify files. Thisis useful if you want to verify a
complex directory structure, but not the filesin that directory. To verify adirectory
structure but not the files (children) stored in the directories, begin by marking the
directory for verifying. Then clear the Children option. TapeWare will verify the
directory structure only.
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Scheduling Jobs

Overview

TapeWare offers flexible job scheduling. For ease of use and maximum security,
you can use one of TapeWare's built-in job schedules. Or, aternatively, you can
customize ajob’s schedule to efficiently meet your specific needs.

In This Chapter

= Overview = Manua Backup Jobs
= Backup Job Scheduling = Scheduling Restore Jobs
Concepts

= Scheduling Verify Jobs

= Sdecting aBackup Schedule )
= Troubleshooting

= Customizing Schedules

This chapter coversthe Schedule tab of a TapeWare job, which controls when and
how often ajob isrun.

Although the Scheduletab isrelevant to al job types, the Scheduletab is
especially important for backup jobs. The Scheduletab allows you to set up a
comprehensive backup program many yearsinto the future or, alternatively, to run
ajob just once or occasionally.

Thefirst part of this chapter reviews scheduling concepts for backup jobs, while
the second part explains how to create and modify backup job schedules. The fina
part of this chapter reviews these concepts for restore and verify jobs.

Backup Job Scheduling Concepts

This section explains some concepts and terminology helpful for choosing and
selecting backup job schedules. It reviews rotating media, backup mode, and
backup job type.
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Rotating Media

Backup jobs performed for disaster protection are often run daily. Rather than use
new media each timeajob isrun, TapeWare recycles or reuses the oldest media.
Thisis efficient because it keeps costs down by limiting the amount of media
needed, while still providing for data security.

The process of recycling or reusing mediais referred to asrotating media. When
TapeWare rotates media, it recycles the oldest media by overwriting it with new
data. For example, suppose three backup jobs were run on Monday, Tuesday, and
Wednesday. On Thursday, TapeWare will overwrite the oldest tape, in this case,
Monday’ s tape. On Friday, Tuesday’ s tape, now the oldest tape, will be recycled.

Thursday (222 _..will be the next

. to be overwritten
The oldest tape in a Wednesday Wednesday with new data.

rotation set...
Tuesday Tuesday The next time a job
is run, this tape will
Monday be overwritten.

Sets A rotating group of mediaisreferredto asaset or rotation set. The mediain
a set are rotated, with the oldest being overwritten when anew job is run.

Set Name On backup jobs where TapeWare controls the rotation, TapeWare gives
the sets set names, such as Daily, Weekly, Monthly, or Yearly. So, for example,
when anew job isrun needing a daily tape, TapeWare uses the oldest tape from
that set, in this case from the Daily set.

Set Count Each set has a specific number of mediain the set; this number is
referred to as the set count. For some sets, the set count is as few as two, while
for othersit can be ten or more. For example, the Y early set might consist of two
media sets, while the Daily set might consist of ten media sets.
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Backup Mode

Backup jobs differ according to whether they back up al files or only changed
files. Whether ajob backs up all thefiles or only changed filesisreferred to as the
backup mode.

TapeWare runs backup jobs in one of three backup modes: full, differential, or
incremental. A job runin full backup mode will backup al files selected. A
differential job backs up al files changed since the last full backup, while an
incremental job backs up files changed since the last backup. Full backup jobs are
the largest and take the longest to run, while incremental and differential jobs are
shorter and take lesstimeto run.

Normally, al mediain a set will be created with the same backup mode. For
example, all mediain the Weekly set will be created from jobs run in full backup
mode. The Daily set, on the other hand, is created in incremental backup mode.

Backup Job Schedule Type

TapeWare jobs can be scheduled in four distinct ways, either as Not Scheduled,
Manual Rotation, Automatic Rotation with Built-in Schedule, or Automatic
Rotation with Custom Schedule. The flow chart below compares the different
types of schedules.
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Is the job scheduled unscheduled | j0pis a
> .
or unsched|uled ‘ not scheduled job.
automatic

Job is a rotation job.

|

Is the media rotated

manually or —manual __ |jopisa
automal‘lcallly? manual rotation job.
automatic

Job is an automatic rotation job.

|

Is the schedule a .
Us ¢ custom
custom or built-in — 0, |Jobis a )
schedule? custom schedule job.
built-in
Jobisa

built-in schedule job.

The four schedules differ from one another in the following ways:

Isthe job scheduled or unscheduled?

Backup jobs are either not scheduled or scheduled. Some backup jobs, such
as archive jobs or historical backups, may run once or only occasionaly.

These jobs are not scheduled. They will run only when you instruct them to do
0.

Scheduled jobs are also called rotation jobs. These backup jobs are generaly
designed for disaster protection and differ from not scheduled jobsin two
ways. First, backup jobs for disaster protection are run routinely, normally
daily, and thus are scheduled. Second, these jobs rotate media, while
unscheduled jobs typically do not.
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If scheduled, is the media rotated manually or automatically?

Rotation jobs fall into two categories, manual rotation and automatic
rotation. For manual rotation jobs, the user isresponsible for creating the
rotation sets and for selecting mediafor rotation (overwriting); for automatic
jobs, TapeWare handles these functions by using predefined rotation sets and
rotation agorithms.

Generally, most jobs designed for disaster protection use automatic rotation.
Manua rotation capability increases the flexibility of TapeWare and is useful
in special circumstances. Normally, however, if you wish to create and run
rotation jobs, choose an automatic rotation schedule.

If automatic rotation, is the schedule a custom schedule or a built-in
schedule?

Automatic rotation jobs divide into two categories, custom schedule or built-
in schedule.

The difference between a custom schedule job and a built-in schedule job is
whether the user or TapeWare controls the backup mode and the set count.
With a custom scheduled job, the user specifies the backup mode and set
count; with a built-in schedule job, TapeWare handles these functions using
predetermined, “built-in" schedules.

It is strongly recommended that you use a built-in schedule for disaster
protection backup. These schedules are specially designed to secure your data
against catastrophic loss. Datalossis possible with custom scheduled and
manual rotation jobs. If abuilt-in schedule does not meet your needs, try
making a few modifications to a built-in schedule, rather than creating an
entirely new schedule.

Selecting a Backup Job Schedule

Whether or not you schedule ajob and the type of schedule you select depends on
severa factors. Before proceeding, consider the following questions:

What is the purpose of this job—to protect from disasters, to archivefiles, or
to make ahistorical record?

What degree of risk to the data on the network is reasonably allowable?

Will the amount of traffic on the network require that backup jobs be
scheduled to run during non-peak periods? Are there certain days of the week
when running lengthy jobs will interfere with other uses of the network?

Are there times when the tape drive will be unavailable?
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= Will someone be monitoring thejob asit runs?
= How largewill afull backup job be?

= How much data does the media, such as atape, hold? How much media does
my budget allow me? Or, aternatively, how many tapes does my autol cader
hold?

Not Scheduled Backup Jobs

Some backup jobs, such as archive jobs or historical backups, may run once or
only occasionally. These jobs are not scheduled. They will run only when you
instruct them to do so.

By default, backup jobs are not scheduled. To specify that ajob is not scheduled,
be certain that Not Scheduled is selected in the Type box on the job’s Schedule
tab.

Generall Selectionl Options Sehedule | Logs I Permissionsl

When you want a job to run only
once or occasionally, select Not
scheduled in the type box on the
job’s Schedule tab.

Tupe: Mot zcheduled

Caution Backup jobs designed to protect data from disasters should aways be
scheduled. Thisisthe most effective way of insuring that your datawill be safely
stored on media with regular backups.

Built-In Schedules for Backup Jobs

Backup jobs designed for disaster protection are run routinely, normally daily.
TapeWare has severa types of built-in schedules. Each of these built-in schedules
will insure the security of your data, that is, disaster protection, the ability to
recover and reconstruct data after some catastrophic loss.

The built-in schedules also provide some archive and historical backup functions,
although you may design separate backup programs for these purposes. The built-
in schedules vary from each other according to the number of tapes each uses and
how far back historical and archival copies of files are kept. For example, some
schedules use as few as four tapes, while others use as many as 30. Some
schedules keep copies of some historical files available for aslong as two years,
while others only provide accessto files from the past couple of days.
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Which Built-in Schedule to Select

There are eight built-in schedules. The schedules vary in three ways: the number of
days for which full datarecovery is available; the level of accessto historicd files
provided; and the minimum number of tapes or other media needed.

Simple 12-tape ﬂ
GF5 30-tape -
. i GFS 25-tape
The eight automatic |G

rotation, built-in gi el
schedule types. Simple Btapo
Simple 4-tape i

Tupe:

Full Data Recovery Period

All the built-in schedules provide for full datarecovery in case of disaster. The full
data recovery period is the number of days prior to the dataloss for which any and
every file backed up can be recovered. Y ou will aso be able to reconstruct the data
for any particular day during that period.

Different schedules provide full data recovery periods for varying numbers of
days prior to the last backup. For example, a GFS 30-tape job can reconstruct the
datafrom any day of the past three weeks, while a simple 4-tape backup will only
provides for reconstruction of the past two days.

Access to Historical Files

Jobs a so vary according to how much accessto historical filesthey provide.
Historical files are“snapshots’ of the data at particular times such as the end of the
week or the end of the month.

Because they are only “snapshots,” not al files from previous weeks and months
may be available. For example, you may have a historical “snapshot” of your data
at the end of April 1997 and May 1997. Files that were created and deleted during
May will not be available on either one of these historical tapes.

Different schedules will give you different levels of historical access to previous
weeks, months, and years. For example, a GFS 30-tape job has 8 weekly tapes, 7
monthly tapes, and two yearly tapes. This provides the user with historical
snapshots of at least the end of the week for the past 8 weeks, the end of the
month for the past 7 months, and the end of the year for the past 2 years. On the
other hand, a simple 4 tape backup will provide snapshots of only the last two end
of weeks.

While these historical tapes cannot replace true historical backups, they do provide
for some level of available accessto historical data. Consider, for example, the
yearly tapes. Each of the three GFS built-in schedules has two yearly backup
tapes. Thefirst time you run one of these jobs, you create ayearly tape. The next
yearly tapeis made at the end of the current calendar year. The following year, the
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first tapeisrecycled, that is, its datais overwritten with the new data and
information about the files backed up is deleted from the database. This process
continues, with the second tape being recycled the following year, and so forth.

Note Y early tapes only provide you with access to files present at the time the files
were backed up. No copy exists for files that were created after the oldest yearly
backup and then deleted before the most recent yearly backup. To preserve a copy
of these files, you must archive them before deleting them.

Minimum Number of Tapes or Media

The name of each built-in schedul e indicates the minimum number of tapes or
other media needed for that schedule type.

Note that the actual number of tapes needed may be more, depending on the
amount of datato be backed up during afull backup and the size of your tape. If
thetotal size of afull backup islarger than the capacity of the tape, additional tapes
arerequired. For example, if atape holds 1 GB, two tapes are required to back up
more than 1 GB of data, three tapes to back up more than 2 GB, and so forth.

Because incremental and differential backup jobs generally have fewer selected
files than full backup jobs, additional tapes may not be required for these backups.
Your historical usage isthe best guide to determining how many tapes these jobs
will require.

If you wish to run jobs with no one monitoring the tape drive and you are not
using an autol oader, be certain that you are using tapes with a capacity that islarger
than the total size of the files selected for backup.

Built-In Schedules Compared

The following table compares the historical files and full datarecovery capabilities
of each of the built-in jobs. (The table assumes no job uses more than one tape.)

Built-In Backup  Full Data Recovery Available Historical “snapshots Available

Job Type for Previous... for Previous...
GFS 30-tape three 5-day weeks or eight end-of-weeks
two 7-day weeks seven end-of-months
(15 business days) two end-of-years
GFS 25-tape two 5-day weeks eight end-of-weeks
(10 business days) seven end-of-months
two end-of-years
GFS 20-tape one 7-day week six end-of-weeks
(7 business days) six end-of-months

two end-of-years
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Built-In Backup  Full Data Recovery Available Historical “snapshots Available
Job Type for Previous... for Previous...

Simple 12-tape five days four end-of-weeks

four end-of-months

Simple 11-tape five days four end-of-weeks

three end-of-months

Simple 10-tape five days four end-of-weeks

two end-of-months

Simple 6-tape three days three end-of -weeks

one end-of-month

Simple 4-tape two days two end-of-weeks

Scheduling Backup Jobs with Built-in Schedules

To use the built-in schedules, you must select a schedule and then specify a start
time, select which days of the week the job will run, and which day is the end of
the week.

To scheduleajob with a built-in schedule

1

Select abuilt-in schedule by selecting it from the Type list on Schedule tab of
the backup job’ s property sheet.

Specify atime for the job to begin running in the Start time box. TapeWare
will attempt to run the job at thistime.

Select which days of the week you wish the job to run by clicking on the day
of the week buttons at the top of the calendar on the Schedule tab.

Specify which day isthe final day of the week by selecting it from the End of
week list. On this day, TapeWare schedules Weekly backups.
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To schedule a job
with a built-in
schedule, begin by
selecting the
appropriate schedule
in the Type list box.

Specify when you
want the job to run
in the Start time
box.
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Note that you can have a backup job run as frequently as everyday or only once
per week. To best protect your data, select every day of the week in which new and
important datais generated (that is, every business day).

Customizing Schedules

Y ou can aso create customized schedules to meet your unique backup needs. To
create a customized scheduled, you can modify built-in schedules or, if needed,
create an entirely new backup schedule.

It is strongly recommended that you use the built-in schedules for disaster
protection backup. These schedules are specially designed to secure your data
against catastrophic loss. If you need a custom schedule, try making a few
modifications to a built-in schedule, rather than creating an entirely new schedule.

Creating Custom Schedules

Y ou can customize the schedule of ajob in one of three ways: by modifying a
built-in schedules, by modifying the Custom schedule, or by using the Manual
schedule. This section covers how to modify built-in schedules and the Custom
schedule; working with the Manual scheduleis covered in the next section of this
chapter.

Both modified built-in schedules and the Custom schedule allow you to change
when monthly and weekly backups are made. However, only the Custom
schedule will alow you to specify the set count and the backup mode, that is, the
number of tapes belonging to each type of tape (Daily tapes, Weekly tapes, and so
forth) and whether those jobs are I ncremental, Differential, or Full backups.
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To change the day the Hone
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...or click the right mouse
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Modifying Built-in Schedules

Y ou can change when Daily, Weekly, Monthly, and Yearly jobsare run. Thisis
helpful when the standard schedules do not fit your particular business needs, or
when ajob failsto run because of a network problem or malfunction.

For example, you may wish to change the date when the M onthly backup is run
from the last business day to the last calendar day of the month. In the following
example, the M onthly backup was changed from the last business day of the
month to the last calendar day.

~ Legend

Al August 1997 »
Sun Mon Tue wied Thu I Fri Sat
T weskly
Daip ©  Daiyl?  Dai [ERMEERY °
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Ta schedule: drag 4 .25 D aily & D aily & D aily & Daily e Monthl_l,l|30

legend to calendar

Daily

N

T

button on appropriate

early

In ancther example, aWeekly backup job for some reason has failed to run when
scheduled. It isimportant that this job be run as soon as possible or else full data
recovery may not be possible. In the following example, the Weekly backup job
that was scheduled to run on Saturday is rescheduled to run on Monday by
changing Monday from a Daily backup to aWeekly backup.
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Modify the built-in
schedules by
dragging tiles to
the appropriate
date...

End of week: IMonday ﬂ

Y »lel You can change the day of the
\ week weekly backup jobs are

K FHonday
Sun tan I Tue I_W'ednesday

Thursday = e run by changing the day name
Friday aily . .
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Y ou modify the built-in schedules by changing the color-coded tiles on the
Schedule tab. Drag the color coded tiles from the L egend to the appropriate
calendar date, or click the right mouse button on the calendar and select the
appropriate backup type from the shortcut menu.

— Legend
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Modifying the Custom Schedule

When you select Custom from the Type list on the Schedule tab, TapeWare sets
the calendar to the GFS 25-tape built-in schedule. However, unlike the GFS 25-
tape built-in schedule, the Custom schedule allows the user to indicate the backup
mode of the Daily, Weekly, Monthly, and Y early jobs and the number (Count)
of each type of mediaor tape.

Changing the Tape Count

The Custom scheduleis particularly useful when you wish to change either the
length of the full datarecovery period or the level of accessto historical
“snapshots.” By modifying the tape count, you can lengthen or shorten the period
inwhich full datarecovery isavailable or the period of time for which historical
“snapshots’ are available.

For example, you may wish to increase the number of yearly historical tapes
available from two to three or more. To do so, change the number in the Yearly
Count box on the Schedule tab to the desired number of historical backups.

With the Custom
schedule, you can modify
the Yearly rotation set
Count in order to
increase the number of
historical tapes.
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Type Count
Daily: IIncrementaI j IS ﬁ
Tupe: IEustom 'l wieekly: IFuII j IS ﬁ
Start time: I‘I‘I:DD P _I:: Maonthly: IFuII j I? ﬁ
“rearly: IFuII j IE ﬁ

Alternatively, you may wish to expand the full data recovery period, while limiting
the number of historical backups. In the following example, the full data recovery
period has been expanded to four 5-day weeks (twenty business days), with only
limited monthly and yearly historical tapes.

Type Count

_— [roemenid =] In this example, the full data
veedy  [ra AF = recovery period has be_en

= = extended to twenty business
Morthz  [Ful 2| = days, with limited historical
Yearly: | Fu =l = jobs.

Changing the Backup Mode

TapeWare runs backup jobs in one of three backup modes: full, incremental, or
differential . A job runin full backup mode will backup dl files selected. An
differential job backs up al files changed since the last full backup, whilea
incremental job backs up files changed since the last backup. Full backup jobs are
the largest and take the longest to run, while incremental and differential jobs are
shorter and take lesstimeto run.

To change the backup mode, select the new backup mode from the appropriate
Backup Mode Type list box on the Schedule tab of the job.

Determining the Length of the Full Data Recovery Period

Full reconstruction of data can be accomplished in two ways. The first method
requires the most recent full backup tape and al of the incremental backup tapes
since the full backup tape. The second method requires the most recent full backup
tape and adifferentia job from the previous day.

For example, to reconstruct the data for a Wednesday, you will require one of two
sets of tapes. either, the full backup tape from the previous end of week and all of
the incremental tapes from that week (that is, Monday’s, Tuesday’s, and
Wednesday’s); or, the full backup tape from the previous end of week and the
differential tape from Wednesday. (In some circumstances, the preceding full
backup tape will be aMonthly, not Weekly job.) Aslong as none of these tapes
have been overwritten, full datarecovery is possible.

The length of the data recovery period is determined both by the number of daily
incremental or differential tapes and the number and frequency of full backup jobs
(usualy weekly jobs).
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Incremental Jobs and Full Data Recovery

Incremental jobs are the shortest and smallest jobs to run, but they do pose some
risk to full datarecovery. The difference between an incremental and a differential
backup isimportant because full datarecovery isaways available from a
differential backup tape and afull backup tape, even when the differential tapes are
being rotated (overwritten). However, when incremental tapes are overwritten or
recycled, there isthe possibility of dataloss. Full data recovery cannot be
guaranteed with incremental jobs.

Using incremental backup jobs to insure full data recovery after adisaster is not
recommended, unless you are using a built-in schedule. However if your
particular network needsto limit the amount of time available to run backup jabs,
you can safely work with incremental jobs if you are careful to follow these
guiddines:

= Haveat least as many incremental tapes as there are days between full or
differential backup jobs. For example, if you run full backup jobs every 5
days, have at least 4 incremental tapes.

= Never recycleincrementa tapes between differential or full backup jobs. If
you wish to run more than one incremental job in arow, be certain to not
recycle any of the tapes used during this string of incremental jobs.

Manual Backup Jobs

Manual rotation jobs differ from unscheduled jobs because they can be scheduled.
However, unlike automatic rotation jobs, the schedule does not specify the backup
mode or set count.

Automatic rotation jobs allow the user to specify in the schedul e the number of
mediain a set, which set is being used, and the mode of the set. For manual jobs,
however, these features of the backup plan are the responsibility of the user. The
user must keep track of the media sets and what media are to be overwritten.
Furthermore, the user must specify the backup mode on the Options tab of the
job.

The Manual schedule is provided for speciaized uses; do not select this option for
backup jobs intended for disaster protection.
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Scheduling Restore Jobs

Restore jobs are either unscheduled or scheduled with the Manual schedule. In
generdl, if you want to schedule ajob to run, even if it isonly once, use the
Manual schedule. If you only want your job to run when you instruct it to run,
select the Unscheduled schedule.

There are 0n|y two ?ﬂ Properties of Fire Study Data Restore M= B3
schedule types for
Restore jobs, Not
scheduled and Manual.
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To schedule: drag
legend to calendar

If you want to run arestore job on regular occasions, select Manual schedule.
Y ou can specify which daysit isto run by modifying the calendar. For example,
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you can turn off certain days of the week by clicking on the day of the week
buttons on the top of the calendar. To turn a particular day off or on, click on it
with the right mouse button and select either None or Daily from the Shortcut

menu.

— Legend
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...and then use
the Shortcut
menu to turn
particular days on
or off.

If you want ajob to run only once, but need to schedule it to run during non-peak
hours, try this method. Turn off al of the days of the week by clicking on the day
of week nametiles. The calendar will be all white. Then click on the day you want
to run the job with the right mouse button and select Daily. Thiswill be the only
day thejob runs. Be certain to adjust the time you want the job to run in the Start

Time box.

Scheduling Verify Jobs

Verify jobs are either unscheduled or scheduled with the Manual schedule. These
are the only two types of schedules available for verify jobs. In generd, if you
want to schedule a verify job to run, even if it is only once, use the Manual
schedule. If you only need your job to run when you instruct it to run, select the

Unscheduled schedule.
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If you want to run averify job on regular occasions, select Manual schedule. You
can specify which daysit isto run by modifying the calendar. For example, you
can turn off certain days of the week by clicking on the day of the week buttons on
the top of the calendar. To turn a particular day off or on, click on it with the right
mouse button and select either None or Daily from the Shortcut menu.
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If you want ajob to run only once, but need to schedule it to run during non-peak
hours, try this method. Turn off al of the days of the week by clicking on the day
of week nametiles. The calendar will be all white. Then click on the day you want
to run the job with the right mouse button and select Daily. Thiswill be the only
day thejob runs. Be certain to adjust the time you want the job to run in the Start
Time box.






CHAPTER 7

Job Options

Overview

TapeWare uses parameters on a job’s Options tab to control various features
necessary for running ajob. TapeWare' s default values are designed to be easy
and secure to use, but you can modify the job option parameters to meet your
particular needs.

In This Chapter

= Overview = Restore and Verify Job Options
= Backup Job Options = Troubleshooting
= Advanced Options

This chapter covers an important tab on the property sheet of a TapeWare job: the
Options tab. Thistab controls various features of the job, such aswhat mediais
used, what backup device is used, whether files can be overwritten, and how alerts
are handled.

Although thistab isrelevant to all job types, the Options tab is especidly
important for backup jobs. Some types of backup schedules, such as automatic
rotation jobs, treat certain job option parameters differently than do others, such as
manual rotation jobs.

Thefirst part of this chapter focuses on backup job options, while the second part
explains the advanced options parameters used by backup and verify jobs. Finaly,
these concepts are reviewed for both restore and verify jobs.

The Backup Job Options Tab

The Options tab on the property sheet of backup job controls various parameters
important to how TapeWare runs a backup job. Although there are numerous
choices, the default values have been chosen to provide the maximum degree of
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security and ease of use. Use the default values unless your particular backup
needs require different settings.

Generall Selection  Options | Schedulel Logs I Permissionsl

Murmber of passes: IE _,::' egic:e:
South SequoiaiM etwark
Delay between paszses: |15 _|:;'
Log optioris: [ Log only failed i Ji KN b
Backup mode: I Full j Add... | [Elete |
Media:
Ch de: | =
=nands mege IPrompt J _150uth SequoiaiHome\Admin Fol
ke mode: IAppend to all tapes j
Auto verify mode: I Full werify j
KN b
Auto format mode: IAuto farmat all j M &I
Mew media [ocation: IHome\Admin Folder Browse... |
Mew media name: IMedia Media Password... |
The backup job
O pt iO ns tab Advanced Options... |

The following section describes each option parameter and some of the possible
ways each might be used.

Backup Mode

The Backup modeis either Full, Incremental, or Differential. For scheduled
automatic rotation jobs, TapeWare uses the backup mode type for each backup set
asindicated on the Schedule tab; for unscheduled or manual jobs, TapeWare uses
the parameters set by the user. For more information, see “Backup Options
Automatically Updated” below.

Backup mode: IFuII j
The Backup mode
options list box. Differential

Full This parameter instructs TapeWare to back up all selected files.

Differential This parameter instructs TapeWare to back up all selected files that
have changed since thelast full backup.

Incremental This parameter instructs TapeWare to back up al selected files that
have changed since the last backup.

For more information on the differences between incremental and differential
backup jobs and the importance between them for data recovery, see the previous
chapter.
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The Write mode
options listbox.

Write Mode

The Write modeis either Append to all, Append to first overwrite others, or
Overwrite all. For scheduled automatic rotation jobs, TapeWare defaults to
Overwrite all mode; for unscheduled and manual jobs, TapeWare uses the
parameters set by the user. For more information, see “Backup Options
Automatically Updated” below.

wirite mode: IAppend to all tapes j

Append the 13t tape, ovenwrite others

Ovenwrite all tapes

This mode determines whether the old data on the mediais overwritten with new
data, or whether the new data is appended to the end of the old data. When media
is overwritten, al of the data previoudy stored onit islost. Appending data will
preserve the old data.

Unless the mediais meant to be stored permanently, select Overwriteall. Thisis
because when tapes or media are rotated (reused), TapeWare overwritesit. If you
have appended data to the media, overwriting will result in the loss of not just the
oldest material, but al of the data on the media, including the most recent. For this
reason, use Overwrite all for media you wish to reuse through rotation, such as
tapes that are part of a set of daily incremental backups, and Append to all or
Append to first, overwrite others for media meant for permanent storage.

Appending is useful if the number of tapesislimited or if the tapes are several
times larger than the size of the job. For example, a one gigabyte tape could hold
the contents of four jobs that are less than 250 Mbytes if these jobs were

appended. However, if overwrite mode is selected, only one job will be stored on a
tape at once. Similar comments apply to other types of media.

Append to all This parameter instructs TapeWare to append all data to the end of
the media. No datais overwritten. Select this parameter for permanent storage.

Append to first, overwrite others This parameter instructs TapeWare to append
datato the end of the first media, but to overwrite all mediathat follows. For
example, TapeWare will not overwrite the first tape inserted, but will overwrite the
second, third, and later tapes. This parameter is useful if you have a set of media
with old data you no longer need. By selecting this option, TapeWare preserves
your most recent data on the first media, but overwrites older, unneeded media.

Overwrite all This parameter instructs TapeWare to overwrite al media. All data
on mediathat is overwritten is lost. Use this option for tapes that are going to be
recycled.
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New Media Name
The New media name isthe name TapeWare gives to any new mediait creates
while running the job. For scheduled automatic rotation jobs, TapeWare
automatically updates this parameter to match the medid s place in the rotation
schedule. For example, if the mediaisthe first mediain the yearly rotation set,
TapeWare namesit “Year Set 1:1". (This means the media was used with a
Y early backup job and that it was the first tape in the first set.)
= Backupl =) Hestorel =) Verify % Media |
IaYear Set1 j 1% > |
L0 Home TapeWare automatically
E."E--gménéidﬂe:\dain Backup Job - Rotation Media Cre_ates med i_a folders and
EI (21 Daily Fatation Media assigns media names
g Dav Set1 when you selectan
O vaens automatic rotation job.
(] DapSet 4
. [] DaySets
-2 Morithly Rotation Media
(22 Mortth Set 1
L[] Month Set 2
‘wieekly Fotation Media
[0 Week St 1
ED “Vearly Fotation Media
[} ear Set 1
For manual rotation and unscheduled jobs, TapeWare assigns any new media it
creates the name listed in thisfield. Thisis aso true for automatic rotation jobs that
are“forced” to run. For more information, see “Backup Options Automatically
Updated” below.
Auto Format Mode
The Auto format modeis either No auto for mat, Auto format all, or Auto
format blank.
The Auto format Auta format mode: Auto Format all j
mode options list At oot Bk meia
box nat all

This mode determines whether or not TapeWare will format the tape
automatically. Before data can be written to atape, the tape must be formatted.
When tapes are formatted, any data on them islost. Tapes and other media are
formatted when TapeWare does not recognize the media, that is, when it has no
information in its database about that particular media. Thiswill occur when the
tapeisblank, it has been erased, it isfirst used, or it has been deleted from the
database.
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Auto formatting speeds up jobs and allows jobs to be run with no one attending
them. On the other hand, disabling auto format can help insure that no datais lost
by accidentally formatting atape.

No auto format When this parameter is selected, if TapeWare encounters media
that needs to be formatted (either blank or unrecognized media), it sends an aert to
the alert window. While waiting for a user reply, TapeWare scans the network for
devices with the mediait was expecting.

Auto format all This parameter instructs TapeWare to automatically format all of
the mediainserted into the tape drive which require formatting. With this
parameter selected, TapeWare will automatically format all new (or blank) tapes
and all unrecognized media. Select this option when you are creating ajob that will
run unattended.

Auto format blank This parameter instructs TapeWare to automatically format all
new or blank media. However, if TapeWare encounters unrecognized media, it
sends an dert to the alert window and then scans the network for the media it was
expecting. This parameter can help prevent data from being accidentally destroyed
by formatting, while not needlessly querying the user before formatting a blank
tape. Under amost al circumstances, setting the Auto format mode to this
parameter is sufficient protection against dataloss and is preferable to No auto
format.

New Media Location

The New medialocation isthe folder in which TapeWare will store any new
tapes created while the job is running. By default, TapeWare stores mediain the
current User/Group folder; the media will appear there on the M edia and
Database tabs. Y ou can aso store the mediain aMediafolder inside the
User/Group folder.

Select the folder in which you wish to store any new media or tapes by clicking on
the Browse... button and then selecting the folder from the Browse window. If
you do not aready have folders set up in which to store the media, use the M edia
tab to first create additiond folders.
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When TapeWare runs a scheduled automatic rotation job, it automatically creates
new mediafolders for the job. The folders are organized by the name of the job
and the various rotation setsin that job. There is no reason to create these folders
manually. TapeWare will automatically create these folders for you.

= Backupl == Hestorel 2} Werity % Media |
IaYearSet‘l j 1% g5

-1 Home

£ Adrin Folder
ED GFS-20 Main Backup Job - Rotation Media
= -0 Daiy Ratation Madia

TapeWare automatically
creates media folders when
you selectan automatic
rotation job.

E| D Manthly Rotation Media
o [ Month Set 1
Pk D Month Set 2
E| D ‘wieekly Rotation Media

Number of Passes

This parameter determines how many times TapeWare will attempt to open afile
in order to back up that file.

The Number of passes is
the number of times
TapeWare will atempt to

access a file that may be in Number of passess. [2 =] The Delay between passes
use by another user. Delay between passes: [15 =] is the number _ofseconds
y TapeWare waits between

passes.
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The Log options
options list box.

Sometimes when TapeWare is attempting to back up afile, the file may aready be
open, that is, currently being used by another user. Because that user may be
modifying the file, TapeWare will attempt to wait until that user is through using
the file. Each time TapeWare attempts to open afileis caled a pass. When
TapeWare is unable to back up afile on the first pass, it attempts to back up that
file on subsequent passes. On the last pass, TapeWare opensthefilein shared
mode.

For example, suppose the number of passesis set to 5. On thefirst pass,
TapeWare attempts to back up all of thefilesin thefile selection list. If, on thefirst
pass, it encounters any files being used by other users, it skips them and attempts
to back them up on the second pass. If, on the second pass, thesefiles are still
being used by other users, TapeWare schedules them for the third pass, and so
forth until the final pass. On the final pass, in this case the fifth pass, any file not
previously backed up is opened in shared mode, regardlessif it is currently being
used by other users.

The default value is 5. If your historical usage shows that many files are open
during backup or if the backup job will run when other users are likely to be
working with the files to be backed up, set the value to a higher number. Thiswill
increase the number of times TapeWare attempts to open afile and may result in
fewer files being opened in shared mode during the fina pass.

Delay Between Passes

This determines how many seconds TapeWare waits before attempting the next
pass. If your historical usage suggests that many files are being opened on the last
pass, consider increasing this parameter to a higher number.

Log option
The Log option is either None, L og only failed, L og only completed, or Log all.

Log options: ILog anly failed j
Mone

Log only completed
Log &l

TapeWare keeps alog of which files are backed up while running ajob. After a
jobisrun, you can view or print the log to see which files were successfully or
unsuccessfully backed up. The default value is L og only failed, which writesin
the log any files which were not successfully backed up. Thisis particularly useful
for locating any problems with running the backup job.

None This parameter instructs TapeWare to not keep alog of the backup job asit
runs.
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The Auto verify
mode options list
box.

Log only failed This parameter instructs TapeWare to log the name of any file
selected for backup but, for some reason, not backed up. Use this option to check
if abackup jobis running correctly.

Log only completed This parameter instructs TapeWare to log the name of any file
selected for backup and successfully backed up. Y ou might use this option to
produce alist of files backed up for archive purposes, for example.

Log all This parameter instructs TapeWare to log the name of every file selected
for backup and whether or not that file was successfully backed up. Y ou can use
this option to be certain that abackup job is running correctly as you planned.

Auto Verify Mode
The Auto verify mode is either Full verify, No verify, or Quick verify.

Auto verify mode: IFuII werify j
Quick verify

After TapeWare backs up afile onto atape, it can check to see that thisfile was
backed up correctly. To verify if the file was correctly backed up, TapeWare reads
the file from the tape and compares it to the original file. If any discrepancies
between the two files are found, the file is considered to have failed the backup.

It is strongly recommended that the Auto verify mode be set to Full verify.
Verification that data has been correctly written to the tapeis an essential part of a
comprehensive backup program. Further, verifying the filesinsures that the tape
and the tape drive are working correctly. Restoring data after adisaster isno time
to discover that the data was incorrectly stored to begin with.

Full verify This parameter instructs TapeWare to compare every file on tape with
the original file from the workstation or file server. This default value is strongly
recommended.

Quick verify This parameter instructs TapeWare to be certain that every file backed
up onto the tape isin readable condition. It does not check to seeif the dataiis
correct, only that the data stored on the tape (incorrect or not) can be read. While
selecting this option can save time, it is nonetheless not recommended.

No verify This parameter instructs TapeWare to skip the verification step. It is not
recommended.

Device

The Device option specifies which tape drive or other removable media device
TapeWare will use to run the backup job.
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For further
information on using
multiple streams, see
“Maintaining the Flow
of Data,” Chapter 10,
and “Storage Tab,”
Chapter 12.

By default, TapeWare sets
the Device option to the
Network container, and will
use any devices available on
the network.

Device:
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You can specify a
particular device to
use by adding itto the
device list.

i
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By default, TapeWare sets this parameter to the network container. When running
the job, TapeWare will use whatever devicesit finds on the network. If thereis
only one device in your database zone or if you only have permissions to one
device, thereis no reason to change this parameter.

However, if there are several devices on your network and you need to select a
specific device, specify which device the job should use by selecting it from the
Devicelig. (If amachine has only one device, you need not select the device, only
the machine.)

Note that TapeWare will automatically attempt to use multiple devices whenever
there are multiple backup streams. Using multiple devices can speed up a backup
job tremendously. However, you may wish ajob to use only one specific device
or exclude a particular backup device. Use the Device list to specify which devices
ajob should use.

Note If you are using an autol oader, the physical machine will have two (or more)
drivers associated with it: the device driver (or drivers) and the autol oader driver.
Y ou may specify either driver in the Devicelist. If you specify the autol oader
driver, for example, TapeWare will automatically select backup devicesin the
autoloader. On the other hand, if you select the device driver, the autoloader will
also be automatically selected.

If you wish to use adevice that is not shown in the Devicelist, click the Add...
button and select the new device from the Browse window.

Media

The M edia option specifies the database folder in which the tape or other
removable media are stored in the database. TapeWare will look here for mediato
use with thisjob.

The default media folder Media:

is the currentuser/group (21 South SequoiaHometddrin Fol ...butyou can
folder... (L1 South SequoistHome\Galen Cla SpeC|fy another
one by adding itto
R o the Media list.

[Velete |
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The Media password
window.

The Change mode
options list box.

The default folder isthe current User/Group folder. If you wish to use mediafrom
another folder, specify which folder by selecting it from the Media list.

If you wish to use afolder that is not showninthe Media list, click the Add...
button and select the new folder from the Browse window.

Media Password...

When ajob creates new media, you can assign that media a password. A
password prevents the media from being imported into another TapeWare
database and can be an important part of your overall security plan.

To assign new mediayour job will create a password, click the Media
Password... button and type and confirm your password.

. Media Password

Flease enter the password for the new media.

Password: I

LConfirm pazsword: I

()8 I Cancel |

Note that passwords can only be assigned when mediais formatted. Additionaly,
media passwords are only required when importing media.

Change Mode

This option determines what action TapeWare will perform when it fails to find
the media it was expecting to use for ajob. When TapeWare runs ajob, if the job
uses specific media, TapeWare scans the network for devices with that media. If it
does not find the media it expects, its response is determined by the Change
mode parameter.

LChange mode: Frompt j

Skip device
|Force to append

Skip device This parameter instructs TapeWare to skip the designated device and
look for other devices on the network with the proper media. TapeWare continues
to scan for the correct media until it isfound. As aresult, the job may never run if
the correct mediais not found.

Force to append This parametersinstructs TapeWare to append data to whatever
mediait finds in the designated backup device. If it cannot find the correct media,
TapeWare appends data to whatever mediais available. This option will insure that
the job runs, if the media contains enough room to complete the job.
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Prompt This parameter instructions TapeWare to continue to scan for the expected
media and to send an aert warning that the proper media has not been found. This
option will not alow ajob to run with any other media except with the expected
media. Additionally, this option will not search for another device that might
contain the proper media.

Backup Options Automatically Updated

For further The parameters shown on the Options tab fal into two categories. firgt,

information, see parameters that are updated automatically when TapeWare runs a scheduled

“Forcing Scheduled automatic rotation job (built-in or custom), but specified manually in unscheduled

Jobs to Run,” and manual rotation jobs; and second, parameters that are always specified
Chapter 8. manually by the user.

Generall Selection  Optians | Sc:hedulel Logs I Permissionsl

Mumber of passes: IE _|:;' Device:

South SequoiaiMetwark
Delay between passes: |15 j: =
When TapeWare runs a =
scheduled automatic rotation .
. . R Li tions: i - [ I I »
job, itautomatically updates the S ILog e foied = — Delete_l
Backup mode, Write mode, Bl e |Fu =l e [ o |
and New m edia name \ (Gl el IPrompt j 1 5outh SequoiatHome'idmin Fol
parametersl frite mode: IAppend to all tapes j
Auto verify mode: Full werify -
I . KN b
Auto format mode: IAuto format all j LI &I
Mew media Jocation: IHome\Admin Folder Browsze... |
Mew media name: IMedia Media Password... |
Advanced Options... |
For further Recall from the previous chapter that TapeWare jobs can be scheduled in four
information, see distinct ways, either as Not Scheduled, Manual Rotation, Automatic Rotation with
“Backup Job Built-in Schedule, or Automatic Rotation with Custom Schedule.

Scheduling

Concepts,” Chapter 6. When an automatic rotation job is scheduled, the job is placed on the Queue tab

with an indication of the date and time the job is scheduled to run. When
TapeWare runs these scheduled jobs on the Queue tab, it automatically updates
three of the parameters on the Options tab: Backup mode, Write mode, and
New media name.
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For further
information on how
forcing a job to run
effects job
parameters, see
“Forcing Scheduled
Jobs to Run,”
Chapter 8.

Note however that TapeWare does NOT automatically update these fields when
you manually “force” ascheduled job to run. For example, when TapeWare
automatically runs a scheduled backup job on aMonday, it changes (updates) the
Backup Mode from Full to Incremental . But when thisjob is“forced” to run
before its scheduled time, TapeWare does not automatically update these fields.

Note additionally that when you run an unscheduled or manual rotation job,
TapeWare aways uses the parameters selected by the user.

Advanced Options

The Advanced Options... button on the Options tab allows the user to specify
certain parameters controlling how files are stored on media. In particular, these
options specify whether the data on the mediais stored in the same form asit was
transmitted acrossthe LAN. TapeWare can either store the datain aformat
specific to aparticular network platform or in ageneric format. Similarly,
TapeWare can store all of the data it receives, or filter out some of the data used by
particular network platforms or operating systems.

The advanced options control how
data transmitted across the LAN is
stored on media. It can be used to
filter out certain data and to
change the data stream format.

=

Advanced
Options...
Stream Format
Parent Security _. \ ___ Generic Stream |
Child Security Format
Extended Attributes

In general, the default values should be used. These options are provided only for
advanced users who need to customize their backup jobs for unique
circumstances. These options might be used in one of two circumstances: when
transferring data from one network platform or OS to another; or when demands
on network traffic require that a backup job be run as quickly as possible. Unless
you have specific needs that require changes to the advanced options, leave the
default values unchanged.
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The Advanced
Options... window

& Advanced Options EHE

¥ 05/2 extended attributes
¥ Macintosh finder

V' Parent security

V' Child security V' NFS information

V' ‘Wolume restrictions IV Object owner

V¥ Space restrictions V' Maintain last access date
oK I Cancel |

These options are applicable to both backup and restore jobs. Note that both job
types can filter out certain data, such as security information. However, restore
jobs cannot add data that was not originally stored on the media.

Native data streams format

Different network software transmits data across the network to TapeWarein
different formats. In particular, Windows NT and NetWare use different data
stream formats. If you are going to share data from one LAN platform to another,
the data should be stored on mediain acommon data format, not in the native data
streams format.

Check this option when you do not plan to share data between different LAN
platforms. When this option is checked, TapeWare generally runs backup jobs
more quickly.

Clear this option when you plan to share data between different LAN platforms,
such as from aWindows NT server to a NetWare server.

File compression and security are also issues to consider when checking this
option. If files are compressed, such as on a NetWare platform, when this option
is checked, the files are backed up in compressed mode; when the option is
unchecked, the files are decompressed before backing up. In this case, clearing this
option increases the time needed to run the backup job. Similarly, when this option
is checked, TapeWare backs up all security information that network software
(such as Windows NT) includes in the data stream. If the option is unchecked,
TapeWare uses ageneric format that removes the security information. Again, this
increases the time needed to run the backup job.

Parent Security

When checked, TapeWare includes NetWare and Windows NT parent security
information, that is, the access control list and trustee information that controls
who can see and modify the directories. If this option is unchecked, TapeWare
filters out the parent security information that it receives from the network during a
backup job and that it would transmit across the network during arestore job.



Chapter 7

Job Options 112

Child Security

When checked, TapeWare includes NetWare and Windows NT child security
information, that is, the access control list and trustee information that controls
who can see and modify the files. If this option is unchecked, TapeWare filters out
the child security information that it receives from the network during a backup job
and that it would transmit across the network during arestore job.

Volume restrictions

NetWare controls the maximum amount of space a user can use on avolume.
When this option is checked, TapeWare includes this information about the
volume in the backup media. If this option is unchecked, TapeWare filters out the
volume restrictions that it receives from the network during a backup job and that
it would transmit across the network during arestore job.

Space restrictions

NetWare controls the maximum amount of space a directory can use on avolume.
When this option is checked, TapeWare includes this information about the
directories in the backup media. If this option is unchecked, TapeWare filters out
the space restrictions that it receives from the network during a backup job and that
it would transmit across the network during arestore job.

0S/2 extended attributes

When this option is checked, TapeWare includes the extended attributes for files
and directories on workstations or file servers running operating systems that
employ extended attributes, such as IBM’s OS/2 operating system. Mac OS,
Windows 95, and Windows NT also use extended attributes and this option also
affects file servers and workstations running these operating systems. If this
option is unchecked, TapeWare filters out the extended attributes that it receives
from the network during a backup job and that it would transmit across the
network during arestore job.

Macintosh Finder

When this option is checked, TapeWare includes the Finder information for files
and directories on workstations or files servers running the Macintosh operating
system. If this option is unchecked, TapeWare filters out the Finder information
that it receives from the network during a backup job and that it would transmit
across the network during arestore job.

NFS information

When this option is checked TapeWare includes NFS information for files and
directories on workstations or file servers running a UNIX version of NFS. If this
option is unchecked, TapeWare filters out the NFS information that it receives
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from the network during a backup job and that it would transmit across the
network during arestore job.

Object owner

When this option is checked, TapeWare includes the object owner information for
files and directories on workstations or file servers running NetWare. If this option
is unchecked, TapeWare filters out the object owner information that it receives
from the network during a backup job and that it would transmit across the
network during arestore job.

Maintain last access date

The access date isthe last time afile or directory was opened or modified. Because
TapeWare opens thefile, the access date changes to the date and time the backup
job was run. You may not wish this date to be changed, however. For example,
you may want to maintain the last access date in order to know if afile should be
archived. Checking this option preservesthe last access date.

When this option is checked, TapeWare reads the access date before opening the
file. After thefileisbacked up and closed, TapeWare restores the original access
date to thefile. In general, if you use access date information to manage files on
your LAN, check this option.

When this option is unchecked, TapeWare does not restore the original access date
after backing up and closing the file. Clearing this option resultsin backup jobs
running faster.

Restore Job Options

There are fewer and simpler options for restore jobs. In genera, these options are
similar to options for backup jobs.
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& Properties of Fire Study Data Restore M= =3

Generall Selection  Options | Schedulel Logs I Permissionsl

Murmber of passes: IE _,::' gt

Delay between passes: |1 5 ::II ILog only failed j

Device:

E‘,EI_ South SequoiatMetwork

KN | i
add. | Deee |
Advanced Options... |
The restore job
Options tab. ok | Cocel | cp | Hep |

Number of Passes

This parameter determines how many times TapeWare will attempt to access afile
on the network.

The Number of passes is
the number oftimes

TapeWare will attempt to
acceZS a file that may bpe in Number of passess. [2 =] The Delay between passes
. - is the number of seconds
use b anOther user. Delay between passes: |15 :[. )
y = TapeWare waits between
passes.

Sometimes when TapeWare is attempting to access afile, the file may already be
open, that is, currently being used by another user. Each time TapeWare attempts
to open afileiscalled a pass. When TapeWare is unable to access afile on the
first pass, it attempts to back up that file on subsequent passes. For restore jobs,
TapeWare attempts to open the file as many times as there are passes. When the
file cannot be opened on the last pass, that file fails the restore job.)

The default value is 5. If your historical usage shows that many files are open
while arestore or verify job isbeing run, set the value to a higher number. This
will increase the number of times TapeWare attempts to open afile.
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The Log options
options list box.

Delay Between Passes

This determines how many seconds TapeWare waits before attempting the next
pass. If your historical usage suggests that many files are being opened on the last
pass, consider increasing this parameter to a higher number.

Log options
The Log options are either None, Log only failed, L og only completed, or Log
all.

Log options:

ILog only failed j

More

Log only completed
Log al

TapeWare keeps alog of which files are restored while running arestore job. After
ajobisrun, you can view or print the log to seeif the job was completed
successfully. The default valueis L og only failed, which writesin the log any files
which were not successfully restored. This information can be vital for checking to
seeif your job ran successfully.

None This parameter instructs TapeWare to not keep alog of the job asit runs.

Log only failed This parameter instructs TapeWare to log the name of any file
selected but, for some reason, not restored. Use this option to check if ajobis
running correctly.

Log only completed This parameter instructs TapeWare to log the name of any file
selected that was successfully restored.

Log all This parameter instructs TapeWare to log the name of every file selected
and whether or not that file was successfully restored. Y ou can use this option to
be certain that ajob is running correctly as you planned.

Device

The Device option specifies which tape drive or other removable media device
TapeWare will use to run the job.
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By default, TapeWare Device:
looks for whate ver 185 South S equaiaiMetwark
d eVi ces are aVaila ble = South SequoiatMetwork\El Capitan Server\CH-dapi Adapter 15Dev-1.0.4.0: Archive Python
on the network.... ...butyou can

selecta particular
device by adding
itto the Device
window.

KN | i

[Elete |

By default, TapeWare sets this parameter to the network container. When running
the job, TapeWare will use whatever device it finds on the network. If thereis only
one devicein your database zone or if you only have permissions to one device,
there is no reason to change this parameter.

However, if there are severa devices on your network and you need to select a
specific device, specify which device the job should use by selecting it from the
Devicelig. (If amachine has only one device, you need not select the device, only
the machine.)

If you wish to use adevicethat is not shown in the Devicelist, click the Add...
button and select the new device from the Browse window.

Advanced Options

For restore jobs, you may a so specify advanced options. Generally, these options
work just like they do for backup jobs, that is, asfiltersthat exclude certain types
of data.

However there are some changes to the advanced options of arestore job from
those of backup jobs.

= TheNativedata streamsformat does not function with restore jobs.
TapeWare does not change the data stream format from its stored format. This
option isimportant for backup jobs when you wish to share data from one
network platform to another.

= TheMaintain last access date does not function with restore jobs. TapeWare
does not change the access date of afile when restoring it, but lets the network
or operating system specify that date.

= Note that the datafilters, such as security information and directory attributes,
cannot add data that was not originally stored on the media. For example, if
when the original backup job was run, the Volumerestrictions box was
unchecked, checking the box when running the restore job will have no effect.
Because the volume restrictions are not stored on the media, they cannot be
restored.



Chapter 7 Job Options 117

Verify Job Options

There are fewer and simpler options for verify jobs. In general, these options are
similar to options for backup jobs.

?ﬂ Properties of Fire Suppression Data Yerify Job M= B3

Generall Selection  Optians | Schedulel Logs I Permissionsl

Murmnber of passes: IE _,;' L el

Delay between passes: |1 5 :jll ILog only failed j
Werify mode:
I Full werify j

Device:
South S equoiaiM etwork

4] | |

sdd. | o |

The verify job
Options tab. T sy | he |

Number of Passes

This parameter determines how many times TapeWare will attempt to access afile
on the network.

The Num ber of passes is
the number of times
TapeWare will attemptto

access a file that may be in Nurber of passes: 2 = The Delay between passes
e = is the number of seconds
use b anOther user. Delay between passes: |15 = :
y TapeWare waits between
passes.

Sometimes when TapeWare is attempting to access afile, the file may aready be
open, that is, currently being used by another user. Each time TapeWare attempts
to open afileiscalled a pass. When TapeWare is unable to access afile on the
first pass, it attempts to back up that file on subsequent passes.

The default value is 5. If your historical usage shows that many files are open
while averify job is being run, set the value to a higher number. Thiswill increase
the number of times TapeWare attempts to open afile and may result in fewer
filesfailing to be verified.
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The Log options
options list box.

The Verify mode
list box.

Delay Between Passes

This determines how many seconds TapeWare waits before attempting the next
pass. If your historical usage suggests that many files are being opened on the last
pass, consider increasing this parameter to a higher number.

Log options
The Log options are either None, Log only failed, L og only completed, or Log
all.

Log options:

ILog only failed j

More

Log only completed
Log al

TapeWare keeps alog of which files are verified while running a verify job. After
ajobisrun, you can view or print the log to seeif the job was completed
successfully. The default valueis L og only failed, which writesin the log any files
which were not successfully verified. Thisinformation can be vita for checking to
seeif your job ran successfully.

None This parameter instructs TapeWare to not keep alog of the job asit runs.

Log only failed This parameter instructs TapeWare to log the name of any file
selected but, for some reason, not verified. Use thisoption to check if ajobis
running correctly.

Log only completed This parameter instructs TapeWare to log the name of any file
selected that was successfully verified.

Log all This parameter instructs TapeWare to log the name of every file selected
and whether or not that file was successfully verified. Y ou can use this option to
be certain that ajob is running correctly as you planned.

Verify Mode
The Verify mode is either Full verify, No verify, or Quick verify.

Werify mode:

I Full werify j
[0 verif
Quick verify

When TapeWare runs a verify job, it checksto seeif the data on the mediais
readable and whether or not it matches data from the original source (that is, from
workstations or file servers).
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By default, TapeWare
looks for whate ver
devices are available
on the network....

Full verify This parameter instructs TapeWare to compare every file on the media
with the original file from the workstation or file server. This default valueis
strongly recommended.

Quick verify This parameter instructs TapeWare to be certain that every file backed
up onto the mediais in readable condition. It does not check to seeif the dataiis
correct, only that the data stored on the media (incorrect or not) can be read. While
selecting this option can save time, it is nonetheless not recommended.

Device

The Device option specifies which tape drive or other removable media device
TapeWare will use to run the job.

Device:

E‘g South SequaiaiMetwark

= South SequoiatMetwork\El Capitan Server\CH-dapi Adapter 15Dev-1.0.4.0: Archive Python

...butyou can
selecta particular
device by adding
itto the Device
window.

KN | i

[Elete |

By default, TapeWare sets this parameter to the network container. When running
the job, TapeWare will use whatever device it finds on the network. If thereis only
one devicein your database zone or if you only have permissions to one device,
there is no reason to change this parameter.

However, if there are severa devices on your network and you need to select a
specific device, specify which device the job should use by selecting it from the
Devicelig. (If amachine has only one device, you need not select the device, only
the machine.)

If you wish to use adevicethat is not shown in the Devicelist, click the Add...
button and select the new device from the Browse window.






CHAPTER 8

Running Jobs

Overview

TapeWare will automatically run jobs that are scheduled. Y ou can view jobs
scheduled to be run on the Queue tab and you can track the progress of ajob asit
runs from the job’ s Status window.

In This Chapter

= Overview = The Job Status Window
=  TheQueue Tab = Viewing and Printing the Job
Log

= Running Scheduled Jobs

) = Troubleshooting
= Running Unscheduled Jobs

For jobs that are not scheduled, TapeWare will only run the job when you instruct
it to do so. Scheduled jobs run automatically as scheduled. Y ou can view what
jobs are scheduled to run on the Queue tab, which indicates when ajob is
scheduled to run and provides a short summary of ajob’s progress asit runs.
When TapeWare automatically runs a scheduled job from the Queuetab, it
updates the option parameters for that job before running it.

You can also “force” scheduled jobs to run before they are scheduled. When a
scheduled job isforced to run, TapeWare does not automatically update
parameters on the job’s Option tab. Forcing ajob to run can also effect the
permissions TapeWare uses when it runs the job. Be certain to read “Forcing
Scheduled Jobs to Run” below for more information how forcing a scheduled job
to run effects the parameters TapeWare uses to run the job.

The Status window provides detailed information about the progress and status of
jobs as they run. Y ou can use thiswindow to see that ajob is running properly.
After ajob has completed running, you can view and print the Job L og to check
what files were successfully or unsuccessfully backed up, verified, or restored.
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The Queue Tab

The Detail view of
the Queue tab.

The Details
button

After ajob has been scheduled to run, TapeWare displays the job and information
about it on the Queuetab. Thistab shows all of the jobs that are scheduled to run.
As new jobs are created and scheduled, they are listed on the Queue tab. Each
scheduled job islisted only once using information for the next scheduled time that
jobsisto run.

Unscheduled jobs that TapeWare has been instructed to run aso appear on the
Queue tab, but only after you have manually instructed them to run.

=y Backupl =) Hestorel 2 Verifyl % Medial @ Device @ Queus |% Securityl ",E_{f Databasel

| Type | Fiun Time | Status | Complete I Failed | Clwiner
%"’ GFS-20 Main Backup Job MonJun 23rd, 1997 1200 Pm - Mat Running Admin
?" Fire: Study Data Restare Tue Jul 12, 1997 11:00 Pm Mot Running Admin
%"’ Annual Fire Suppression Data Backup FriJun 27th, 1997 01:00 Pm Mat Running Admin

Capitan Server Backup Job Mon Jun 30th, 1997 06:00 P Mat Running Admin
figl Fire Suppression D ata Verify Job Sundun 22nd, 1997 09:00 &m Mot Running Admin

The Queue Tab Detail View

The Detail view on the Queue tab provides the most useful and important
information about scheduled and currently running jobs.

The Name and Type fields show the name of the job and whether it is a backup
job, restore job, or verify job. The Run Time field indicates the date and time the
job is next scheduled to run. The Schedule Type field indicates what type of
schedule that job has, such as GFS-30 or Custom.

The Status, Complete, and Failed fields provide a short summary of ajob’s
current status. The Statusfield indicatesif thejob is currently running and if so,
what procedureis currently being performed. The Complete and Failed fields
indicate what percentages of the files selected have been successfully or
unsuccessfully backed up, restored, or verified.

The Owner field indicates what user permissions information TapeWare will use
to calculate the permissions for the job when it is run.

Running Scheduled Jobs

Scheduled jobs are normally run automatically by TapeWare, but you can also
“force” ascheduled job to run.
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Automatically Running Scheduled Jobs

When you close the property sheet of ajob, TapeWare calculates the next time the
job is scheduled to run and places the job on the Queuetab. The Run Timefield

inthe Details view on the Queue tab shows the date and time the job is scheduled
to run. Thisistrue for jobs scheduled with automatic or manual rotation schedules.

=y Backupl =) Hestorel 2 Verifyl % Medial @ Device @ Queus |% Securityl ",E_{f Databasel

== L
| Type | Fiun Time | Status | Complete I Failed | Clwiner
'-?;"’ GFS-20 Main Backup Job MonJun 23rd, 1997 1200 Pm - Mat Running Admin
?" Fire: Study Data Restare Tue Jul 12, 1997 11:00 Pm Mot Running Admin
%"’ Annual Fire Suppression Data Backup FriJun 27th, 1997 01:00 Pm Mat Running Admin
pitan Server Backup Job Mon Jun 30th, 1997 06:00 P Mat Running Admin
ire Suppression Data Yerify Job Sundun 22nd, 1997 09:00 &m Mot Running Admin

The Runtime ofa
job is shown on
the Queue tab.

These jobs will run automaticaly if TapeWare is open at the scheduled date and
time. Notethat it is not necessary for a user to be logged on to TapeWare for the
job to run. TapeWare will run scheduled jobs even if the user who created the job
has logged out.

For example, suppose you have scheduled ajob to run at 11:00 p.m. tonight.
When you leave your workstation, log out of TapeWare. Do not exit or close
TapeWare. When the TapeWar e L ogon window appears, click on the minimize
button to close the window. Although no user will be logged on, TapeWare will
still be open and will execute the job at the scheduled time.

Tip You caninstall TapeWare as a service on machines running Windows 95 and
Windows NT. When installed as a service, TapeWare will start automatically
whenever the systems starts up and run in the background without any user
interface. If you want to be certain that scheduled jobs always run, consider
installing TapeWare as a service. For more information, see “Installing TapeWare
asaService,” Chapter 2.
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EY et Queve Took Vie If you want scheduled jobs to run, don't

e BiEet e exitor close TapeWare. Instead, log out

Infanses., il of TapeWare. SelectLog out from the

Print Setup... File menu...

Print Repart...  Ctrl+P L

SRR = ...and then minimize the

Preferences / it~ TapeWware Logon i .

= : Log on window, to insure
Properties /ﬂ@ﬂer Enter your uger name and pazzword to log on to Tapew are. \ nou nauthor'ized access
NE Database zane: [Sout Sequoi =l o the network.

Exit avrs | | Another alternative is to
Username: | install TapeWare as a
Password: I service.
06/21/1997 04:06 Pm ()8 I Cancel |

Note If the machine where the databaseis located isturned off when ajobis
scheduled, the job will run when that machine is started again. Jobs scheduled to
run will begin running five minutes after you start TapeWare. (If TapeWareisrun
as aservice, thiswill be five minutes after startup.) This five minute lag alows
you to modify, update, or cancel any pending jobs before they run.

Security and Scheduled Jobs

Scheduled jobs will run whether you log out or not, as long as TapeWare is open.
If you have not logged out, however, unauthorized users will be able work with
your security clearance. For this reason, when you leave TapeWare opento run a
scheduled job, be certain to log out before leaving your workstation. Thisisthe
only way to insure that no unauthorized users gain access to sensitive data.

Warning Do not leave the main TapeWare window open when you are not at your
workstation. Doing so allows users without security clearance unauthorized access
tothe LAN. Be certain to log out of TapeWare before leaving your workstation. If
you have jobs scheduled to run, log out of TapeWare instead of closing or exiting

TapeWare.

Forcing Scheduled Jobs to Run

—+ | You can “force” scheduled jobs to run prior to their scheduled time by selecting
=] thejob and clicking the Run button on the Toolbar. Alternatively, you can select
Run button. Run from the Job menu, the Queue menu, or the Shortcut menu. TapeWare

will execute the job immediately. Note that forcing ajob to run does not affect the
next scheduled run date and time.
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You can force a
scheduled job to
run by selecting it
and clicking the
Run button...

When you force
a scheduled job
torun,
TapeWare does
notupdate the
Backup mode,
Write mode, or
New media
name.

‘= Backup

=) Hestorel &= \u"erifyl % Medial @ Device @ Queue |m Securityl

/{’ﬁun Time

Mon Jun 23rd, 1997 12:00 Pm
TueJul 15, 1937 11:00 Pm
FriJun 27th, 1357 07:00 Prn
Mon Jun 30th, 1997 06:00 Pm
SurJun 22nd, 1997 09:00 &m

How Forcing Jobs to Run Effects Job Parameters

When you force a scheduled job to run before its scheduled time, TapeWare does
not automatically update certain parameters on the Options tab of the job. Recall
that when a scheduled job with an automatic rotation is run, TapeWare updates the
Backup mode, Write mode, M edia folder, and New media name parameters
on the Options tab of the job to reflect that job’ s place in the rotation schedule.
However, when ajob is forced to run before its scheduled time, TapeWare does
not update these option parameters.

...or clicking the
job with the right
mouse button and
selecting Run.

For example, suppose that a backup job is scheduled to run as an incremental job
inthe evening. If it isforced to run before its scheduled time, TapeWare will not
update the Backup M ode parameter. In this casg, if the last time the job was run,
it was as afull backup job, the Backup M ode parameter on the job’s Option tab
will still be set to Full. As aresult, when you force the job to run, it will be run as
afull backup job, even though it is next scheduled to run as an incremental job.

?;'1 Properties of GF5-20 M ain Backup Job

Generall Selection  Optians | Schedulel Logs I Permissionsl

\ LChange mode:
Wwirite mode:

Auto verify mode:

Auto format mode:

Mew media location:

Mew media name:

Mumber of passes: |3 _,::'

Delay between passes: |15 _I::'

Log options: ILog only failed
————FE-ackup mode:

Device:

I[E E3

@ South SequoiaiMetwaork\El Capi

KN

g Media:

b
Add... | [elete |

[C5auth SequoiaiHome\admin Fol
Differential
T =
IFuII werify j
KN |
Add... [elete
IAuto farmat all j _I _I

IHome\Admin FoldertGFS-20 Main Backup Job - Rotation MediahD'  Browse. . |

IDa_l,l Set5-Tape

Media Pazsword... |
Advanced Options... |

You must manually
setthe Backup
mode and other
options before
forcing a scheduled
job to run.
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The Logs Tab

Forcing ajob to run can be useful when ajob failed to run for some reason. For
example, suppose afull backup job is scheduled for a Saturday, but aLAN
equipment malfunction prevented the job from being run as scheduled. Itis
important that another full backup job be run before the next incremental job. This
isthe only way to insure that the full data recovery period is not compromised. On
Monday, the full backup job that failed to run properly can be re-run by forcing the
job to run. Before you run the job, open the job’ s property sheet and check to see
that the proper job type and media are selected.

Before forcing a scheduled job to run, you should always check the Options tab
of the job to see that the option parameters are set correctly. If you are forcing the
job to run because an earlier job failed to run properly, you can look at the log of
the failed job to see what parameters the job would have used.

Logs |

Logs for thiz object:

D ate/Time

i Jun 27th, 1997 07:15 Pm
atJun 28th, 1337 08:43 Am
ue Jul 1st, 1997 10:29 Am

Wiew | Delete

How Forcing Jobs to Run Effects Permissions

When ajob isrun, TapeWare will check for the appropriate permissions to the
device, files, media, and so forth. TapeWare calcul ates these permissions by using
the permissions of the job’s Owner. The owner of ajob isthe user who either
scheduled the job or forced the job to be run. After ajob isrun, the job owner is
reset to the last user who changed the job properties; forcing ajob to run does not
permanently change the job owner.
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=3 Backupl =l Hestorel =] Verifyl % Medial @ Device @ Queue |(& Securityl Databasel

o i 2 e e el e L
| Type | Fiun Time | Status | Owner
'-?;"’ GFS5-20 Main Backup Job Mon Jun 23rd, 1997 1200 Pm Mot Running  Admin
& Study Data Festore Tue Jul 1st, 1997 11:00 Pm Mot Running — Admin
%"’ Annual Fire Suppression Data Backup FriJun 27th, 1937 01:00 Pm Mot Running  Admin
%"’ El Capitan Server Backup Job Mon Jun 30th, 1997 06:00 Pm Mot Running  Admin
?" Fire Suppression Data Verify Job Sundun 22nd, 1997 09:00 &m Mot Running  Admin

When TapeWare runs a scheduled job, the
job’s Owner is used to calculate what
permissons are necessary for the job to run. If
you force a job to run, the job’s Owner
becomes whoever forced the job to run.

/

When the TapeWare administrator creates and schedules a job, the owner of the
job isthe Admin. TapeWare will use the TapeWare administrator’ s permissions
when running the job. Similarly, if another user creates and schedules ajob, that
user will be thejob’s owner and TapeWare will calculate the job’ s permissions
using that user’s permissions.

However, if ascheduled job is forced to run, the person who forces the job to run
becomes the job’s new owner. So, for example, if the TapeWare administrator
forcesajob to run that another user has created, the TapeWare administrator
becomes the job’ s new temporary owner and TapeWare cal culates the permissions
using the TapeWare administrator’s permissions.

Changing the job’ s owner can be useful for managing security. A user can create
and schedule ajob, even though that user lacks the proper permissions to run that
job. Anather user, such as the TapeWare administrator, can then force that job to
run with their own permissions.

Running Unscheduled Jobs

If you did not schedule the job, then you must manually instruct TapeWare to run
the job when you want it to run. To run the job, select the job and then click the
Run button on the Toolbar or select Run from the Job menu, the Queue menu,
or the Shortcut menu. TapeWare will execute the job immediately.

Unscheduled Job Parameters and Permissions

When an unscheduled (or manual rotation) job is run, TapeWare uses the current
parameters on the job’s Option tab.

Similarly, the owner of thejob is the person that instructed TapeWare to run the
job. TapeWare cal culates the permissions of the job using this user’s permissions,



Chapter 8 Running Jobs 128

that is, the permissions of the job’s owner. Note that the creator of ajob and its
owner are not necessarily the same user.

The Job Status Window

Each time TapeWare runs ajob, it goes through a predetermined series of steps.
Many of these steps are indicated in the Status window of the job. If you have run
the job manually, TapeWare will automatically show the Status window. If the
Status window of ajob that isrunning is not displayed, you can open it by
selecting the job and clicking on the Status button, or by selecting Status from the
Job menu, the Queue menu, or the Shortcut menu.

Fm Status of GFS-20 Main Server Backup Job M= =3

Monitor performance

Status: IMounting Media

Diisplay: |y

— Display information

Current object: IEI Capitan Server\C:\MS0fficehdccesshBitmaps\D.. A\COMTACTS EMP

Pass number: IBackup pazz 1 of 1

Active streams: |1 shreams

Start tirne: IDB.-"21 1997 16:46:43

Current time: IDB.-"2‘I #1997 16:50:09

Throughput: |4D? Kb#Second [23 Mb/Minute)
Selected: Completed: Failed:
Count; |2934 |4s3 |1 5% |u |uz
The summary Size: [280907 Kb [em230 Kb f13z kb [0z
view ofthe Job
Stat us W| n d ow Bt | Stop | Pauze | [Eartinue | Cloze |

Y ou can change what information is displayed in the Status window by selecting
an option from the Display list box. This alows the user to inspect how various
components of the backup job are running and locate potential problems. Many of
the fidldsin the display box are self-explanatory; if you require additiona help, use
the context sensitive help. To see a short description of the different fields, click on
the field with the right mouse button to view the What’ s this? window. Or,
aternatively, press F1 to get context sensitive help for the targeted area.

Dizplay:

The Display list
Stream - EI Capitan Server\C: E bOX ShOWS the
Stream - EI Capitan Serverwindows 95 Registry d iﬁerent J Ob

Stream - EI Capitan ServersT apeiware Zone 20118 Databd 3
Device - EI Capitan ServersDev-1.0.4.0: Archive Python Status window

Device - El Capitan Server\Dey-1.0.5.0: Exabyte 8205 . .
Media - Home'dnin Folder\Mediar1 views available.
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The Count and
Size fields.

Job Status Messages

Asjobs are run, TapeWare displays messages in the Status message box
indicating the progress of the job. These messages are also displayed inthejob’s
Statusfield on the Queue tab. Which messages are displayed depends on the type
of job being run. The following short descriptions indicate what procedures
TapeWareis performing as each messages is displayed.

Building...Selection List Thefirst step isto create alist of files to be backed up,
verified, or restored. For backup jobs, TapeWare uses the selection criteria and the
backup job type (whether full, incremental, or differential) to create alist of filesto
be backed up. The number of files and the total size of the selected files are
indicated in the Count and Size fields under Selected.

Selected:

Caunt: |2984
Size: |2BDSD? kb

Mounting Media If tape or other media present in the device are not recognized,
such as when a new tape isinserted, TapeWare displays this message as it mounts
the media. During this step, TapeWare reads identification information stored on
the tape. TapeWare then checks to seeif the media already existsin the database
and whether or not the current job can be run using this media.

If after mounting the media, TapeWare recognizesit as mediait can use with the
current job, TapeWare proceeds to the next step.

If after mounting the media, TapeWare does not recognize it as mediait can use
for this current job, the next step is determined by the option specified in the
Change Mode list box on the Options tab of the job.

Scanning for Device This message is displayed when TapeWare islooking for a
device to use with the current job. This message might be displayed when the
current media cannot be used with this job or when TapeWare cannot find a device
on the LAN.

Note Many times this message will be accompanied by an alert. Y ou can view
any current aerts by clicking the Alert button on the Status bar.

Formatting Media If the mediais unformatted, TapeWare formats the media
before proceeding and displays this message. If the mediais formatted, thisstep is

skipped.

Opening Device Once the mediais mounted and formatted, TapeWare readies the
media and device for the job.
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Running After opening the device, TapeWare runsthe job. Asthejob isrun, the
Status window automatically displays current information about the job, including
which files are being backed up, restored, or verified, which streams are active,

and therate (or throughput) at which files are being written to media or volumes.
Y ou can use the Display list box to check the progress of individual streams.

Waiting for Next Pass If some files were not backed up, restored, or verified
during the first pass, such as when they are being used by other users, TapeWare
attempts to access these files on subsequent passes. This message is displayed
while TapeWare waits for the number of seconds specified in the Number of
passes field on the Options tab of the job.

Closing Device When TapeWare closes a device, it displays this message.

Building Logs and Audit Trails After closing the device, TapeWare updates the
database with new information from the job, such as which files were backed up,
and creates alog of thejob.

Merging Groups After abackup job has run, TapeWare updates the database to
reflect any changes to media or files created by the current job. Prior to running a
restore or verify job, TapeWare sorts al the selected filesinto the order in which
they appear on the media and displays this message.

Completed This messagesis displayed after the job is finished.
Terminated When ajob is forced to quit, TapeWare displays this message.

Viewing and Printing the Job Log

Eachtimeajobisrun, TapeWare creates anew log for that job. You can use this
information to check if ajob isrunning as you intended and to keep a permanent
record of that job.

You can view the logs for ajob on thejob’s L ogs tab. Note that there is a separate
log for each timeajobisrun.
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Logs

The LOgS tab Logs for this object:
shows a different Log Date/Time
|og for each time a Fri Jun 27th, 1997 07:15 Pm

H H Sat Jun 28th, 1997 02:43 Am
JOb IS run. TueJul 13t 1937 10:23 Am

FriJul 11th, 1337 1256 Pm

Wiew | Delete |

Y ou can specify what information TapeWare should write to the log on the
Options tab of thejob inthe L og options field. Thelog alwaysincludes
summary information about the job, which includes useful information about
which option parameters the job used when it ran. Depending on what L og
options parameter you selected, TapeWare will also include information about
which files were successfully or unsuccessfully restored, verified, or backed up.

For further To view the log of a particular job, open the L ogs tab of the job. Select the
information on appropriate log in the L og Date/Time box. When you click the View button,
selecting a text editor, TapeWare opensthelog atext editor. (Y ou specify which text editor you want to
see “Preferences use in the Pr efer ences window.)

Window,” Chapter 12. . . . . .
To print aparticular log, select it and then click the View button. After the text

editor opens print the log from the text editor. Note that some logs can be very
long; check the length of the document before printing it.

If you run ajob repeatedly, you may want to delete old logs. To do so, select the
job and then click the Delete button. Note that you can select multiple logs to delete
by using the sHIFT key selecting the logs or by dragging the mouse over multiple
logs.

Note The maximum number of logs per job is 250. TapeWare will overwrite the
oldest log when you reach this maximum.
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The Media, Device, and Database Tabs

Overview

Using the M edia tab, you can create mediafolders and mediain the TapeWare
database and del ete them from the database as well. The Device tab allows you to
perform physical operations with the backup device, such as erasing, formatting,
and gecting media. The Database tab displays all of the objectsin the TapeWare
database on a single tab. Many commands can a so be executed from this tab.

In This Chapter

=  Overview =  The Database Tab
= TheMediaTab = Troubleshooting
= TheDeviceTab

The M edia tab displays mediafolders and media objects. Y ou can use thistab to
work with these database objects. For example, you can create and delete media
folders, aswell as create and delete media objects, such as tapes. The Device tab,
on the other hand, is used to perform physica operations with the backup device.
For example, media can be erased and formatted from the Device tab.

The difference between the M edia tab and the Devicetab is significant: the Media
tab is used to make changes to the TapeWare database while the Devicetabis
used to perform operations using the physical devices themselves (both mediaand
drives). When you want to make changes to the database, use the M edia tab.
When you want to work with the physical media or with the device itself, use the
Device tab. For example, if you want to change the name of atape, you make that
change on the M edia tab because you are making a change to the TapeWare
database. However, if you want to identify atape by reading the its header, you
must use the Device tab.

The Database tab displays al of the objectsin the current database. This may be
useful, on the one hand, because you will be able to see and work with al the
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database objects at once. On the other hand, because al of the objects are
displayed, it may be difficult to work with thistab efficiently.

The Media Tab

The M edia tab displays mediafolders and media objects in the TapeWare
database. Y ou can use this tab to work with these database objects. For example,
you can create new media folders and media objects on this tab, aswell as delete
media folders and media.

=y Backupl =l Hestorel =2 Verify % Media |@ Devicel @ Queuel m Securityl ",E_{f Databasel

[{3 Admin Folder =l B2 2 e =] e

ED GFS-20 Main Server Backup Job - Rotation Media EFS-20 Main

D [ aily Rotation Media Server Backup
H Job - Rotation

‘Y'early Fotation Media Media

Media:2

The Media tab
displays media
folders and media
objects.

Although you can manipulate media and mediafolders on the M edia tab, many of
these operations are normally handled automatically by TapeWare. For example,
when you run a scheduled (rotation) job, TapeWare will automatically create any
new media and media folders needed for that job. Astapes and other mediaare
overwritten and deleted from the database, these changes are automatically
reflected on the M edia tab as well.

Creating Media Folders

For further Y ou might wish to create a media folder in which to store media before you create
information on and run a backup job. Note that TapeWare automatically creates new mediafolders
automatically creating when it runs scheduled jobs. TapeWare will create amediafolder in the

media folders, see User/Group folder and give it the name of the scheduled backup job. However, if
“Backup Options you run ajob that is not scheduled, you may want to create a new mediafolder in
Automatically which to store the new media for that job.

Updated,” Chapter 7.

GF5-20 Main Server Backup Job - Rotation Media Tapeware automati(:ally
&3 Daib Rotalion Media creates media folders when

L[ DapSet1 . .
E1-@ Yesth Rotaion Meda itruns scheduled automatic
rotation jobs.

[0 ToCreateaNew Media Folder

1. Select the existing folder in which you want to store the new M edia folder. (It
cannot be the Homefolder.)
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x|

The Delete
button.

2. Createthe new folder by either
= sglecting New Object... from the File menu, or

= clicking the right mouse button in the TapeWare object detail area and
selecting New M edia Folder from the shortcut menu.

3. Typeinthe name of the new folder in the tree view area.

Y ou can aso create a new folder in one step by clicking on it with the right mouse
button in the tree view area and selecting New Job Folder from the shortcut
menu. TapeWare will create the new folder inside the folder you selected.

Deleting Media Folders

When you delete amedia folder, you aso delete al of the objects contained within
it, including any other media folders and media. Y ou might want to delete media
folders that were used by jobs you no longer plan to run and that contain media
that are no longer in use.

To delete mediafolders, select the folder and then select Delete from either the
Shortcut menu or the Edit menu. Alternatively, you can click on the Delete
button on the Toolbar.

Before deleting any mediafolders, you might want to move any media stored in
those folders to another folder. For example, you might create a new folder named
Old M edia and move any currently unused mediato this folder before deleting
the media folders.

Creating New Media

TapeWare automatically creates new mediawhen it runs backup jobs. Thisistrue
for both unscheduled and scheduled (rotation) jobs. However, there may be
occasions where you may want to manually create new media prior to running the
job. For example, you might be recycling old tapes you no longer use. To be
certain that the tapes are labeled correctly and that no tapes are inadvertently
overwritten, you might want to manually create new media before running the job.

Note, however, that for scheduled (rotation) jobs, TapeWare looks for mediawith
specific namesin specific folders. If it does not find the precise mediait islooking
for, the job may not run. For thisreason, it is best to let TapeWare automatically
create its own media for automatic rotation jobs than to manually create the media
in advance.

When you create new media, TapeWare does two things: (1) it creates a new
database object; and (2) it physically formats the current mediain the device. This
will cause any current data on that mediato be lost (unusable). When you create
new media, be certain that the media TapeWare will format is no longer needed.
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When you format
new media, type
the name ofthe

new media in the

Media name field.

If you are using
an autoloader,
selectthe
storage slot that
stores the media
to be formatted.

O

When TapeWare formats the new media, it opens the Format Media window.
Use this window to name the media and select a media folder in which to store the
media. Y ou must aso select adevice. TapeWare will format the media currently
loaded in the device you select. If you select an autol oader, select the mediayou
want to use from the storage slots that holds the media..

'ﬁg Format Media EHE
’ IMedia Media Password... |
Media folder: IHDme\Admin Folder Browse.. |
Device: |E| Capitan Server\Cll-dapi Adapter 14..: Archive Python Browse... | Use the Browse
Loader storage elements:
Load | button to select

Device/Storage

| Status | Message

I~ the device you

Storage 1

age 2
Storage 3
Storage 4

Y alid
Unknown

Media:l

Unknown
Unknown

wantto use to
formatthe new
media.

Status:  |Ready

Format | Stop | Lloze |

When you format media, you can also assign the media password. See the section
“Media Passwords’ below for more information.

To Createa New Media
1. Createthe new mediaby either

= selecting New Object... from the File menu and then selecting New
Media, or

= clicking the New Object... button on the Toolbar and then selecting New
Media, or

= clicking the right mouse button in the TapeWare object detail areaand
selecting New M edia from the shortcut menu.

2. Typeinthe name of the new mediain the M edia name field.

3. If themediafolder in which you want to store the mediais not displayed in the
Mediafolder field, click the Browse... button and select the proper media
folder from the Browse window.

4. If the device you want to useis not displayed in the Devicefield, click the
Browse... button and select the proper device from the Browse window.
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5. If you are using an autol oader, select the storage dot that holds the mediayou
want to use.

6. If youwant to assign a password to the media, click the M edia Passwor d
button, and then enter and confirm the password in the M edia Passwor d
window.

7. Click the Format button.

Media Passwords

Whenever you format media, you can assign that media a password. By defaullt,
there is no password.

Media passwords are only reguired on one occasion: when mediaisimported
from one database to another database. For example, you might import media
from an earlier version of TapeWare to the latest version of TapeWare. Or,
aternatively, you might want to transfer data from one database zone to another
database zone. To prevent unauthorized transferring of tapes between secure
database zones, TapeWare lets you assign a password to any media you create.
That password will be required before that media can be imported into a new
database.

Note Media passwords are the only security measure that prevents tapes from
being imported into another database. For sensitive data, be certain that every
mediais assigned a password.

Whether or not you assign media a password depends on your particular security
needs. Mediathat has no password can be easily imported into any database. If
you do not assign the media a password, mere possession of the tape or mediais
enough to compromise the security of your data.

Note Previous versions of TapeWare automatically assigned media and tapes the
default password “PASSWORD”. If you are attempting to import mediainto
your database from earlier versions of TapeWare and cannot do so because you
have the wrong password, try using “PASSWORD” when prompted for the
media password.

Deleting Media

When you delete media, TapeWare deletes information about that mediafromits
database. Thisincludes any instances of files stored on that tape, which are also
deleted from the database.
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The Delete
button.

Note however that deleting media does not physically erase the media. The media
remains unchanged; only the database is changed. This means that you can till
import that tape to another database or, if you wish, back into the origina database.

To delete media, select the media you wish to delete and then select Delete... from
the Shortcut Menu or the Edit menu. Alternatively, you can click the Delete
button on the Toolbar .

When you delete media,

Delete you only remove it from

Fiename the database. Deleting

Propeties media does not erase the
- media.

The Device Tab

Device Controllers
are software drivers
used by TapeWare.

They act like
containersin the
database.

Y ou can use the Device tab to perform physical operations on any backup device
in the current database zone.

= Backupl =) Hestorel =] Verifyl % Media @ Device |@ Queuel % Securityl ",E_{f Databasel .
On the Device

i Zle|c(talal®al | ap, Devices are

Name | Type shown as objects
=8 Dev-1.0.4.0: Archive Python | contained inside

1.0.5.0: Exabyte 8205

Ldi-1.0.4.1: Archive Diamandback Controllers.

[ Cttspi dapte 1

B Metwork

Eg El Capitan Server
ol CHl-diapi Adapter 0
d

Any backup devicesin the current database zone can be displayed in the object
detail area. Note that this tab displays two separate types of objects, Controllers
and Devices. Controllers are software drivers TapeWare uses to work with the
physica devices; device objects represent the physical deviceitsalf. Each different
type of device hasits own unique controller. In the TapeWare database, the
controllers work like a container and may have multiple devices (of the same
model and manufacturer) stored within them.

When you work with devices on the Device tab, you must select the device in the
object detail area, not the controller in the tree view area.

Note that autol oaders have two or more drivers associated with them: the L oader
driver and one or more Device drivers. In general, many commands on the Device
tab can be performed with any one of the drivers selected. (Models and
manufacturers vary however.) However, if your autoloader supports multiple
devices (for example, it has more than one tape read/write device) and you want to
use a specific device, you must select that Device driver to useit. If you select the
Loader driver, TapeWare will use the first available device in the autoloader it
finds.
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The Rewind
button.

Restarting Failed Devices

Sometimes you will need to restart adevice that has, for some reason, failed to
initialize properly. A device may have stopped for any number of reasons, such as
apower failure or a connecting cable malfunction.

When adevice hasfailed, it is displayed with ayellow warning icon. The
controller will sometimes display that same icon.

r = =

L1047 Dew1.040 ¢
Archive Archive
Diamondback, Python

Devices show a special yellow
warning icon when they have
failed to initialize properly.

To restart the stopped device, you must exit or close TapeWare and then restart
TapeWare. When TapeWare restarts, it will initialize the device driver again.
Check the Device tab to see that the devices are now properly working and that
they no longer display the yellow warning icon.

Device Tab Commands

After you have selected adevice in the object detail area, you can perform physica
operations with this device. Some of these operations effect the device itsdlf, while
others effect the current mediain the device.

The following commands can be found on the Device menu. Many of them also
have buttons on the Toolbar or are available from the Shortcut menu.

Eject Media

Y ou can use this command to gject media from the selected device. If this
command is grayed out, either your device does not support this command or no
deviceis selected.

Eject Magazine

Y ou can use this command to eject media magazines from the selected autoloader.
If this command is grayed out, either your device does not support this command
or no deviceis selected.

Rewind

Y ou can use this command to manually rewind tapes in the selected device. If this
command is grayed out, either your device does not support this command or no
deviceis selected.
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The Retension
button

For further
information on setting
up a cleaning
cartridge on an
autoloader, see
“Status Tab,”
Chapter 12.

Je=

The Erase
Quick button.

|

The Secure
Erase button.

Retension

The Retension command retensions the current tape in the device by fast
forwarding the tape to the end of the tape and then rewinding it to the beginning.
This command can be useful in some circumstances. Occasionally when atapeis
repeatedly fast forwarded and rewound for only short distances, tension
differences develop in the tape that cause the tape drive to falsely believe it has
reached the end or beginning of the tape. By retensioning the tape, you can
sometimes make an otherwise unusabl e tape operational again.

If you need to retension tapes regularly in order to use them, your tape drive may
need servicing, or aternatively, the tapes you are using may need to be replaced.

Clean Device

The Clean Device... command will run the backup device through a cleaning
cyce

This command is supported only by autoloaders. If adevice in an autoloader
provides natification that it needs cleaning and the autol oader has acleaning
cartridge available, a cleaning cycle will be performed automaticaly at the start of a
backup job. If you are using a device that is not an autloader, you must manually
clean the device a the manufacturers suggested intervals.

To clean an autoloader, highlight the device and select Clean Device... from the
Device menu. If you are using an autol oader, TapeWare will check to seeif one of
the dots holds a cleaning cartridge. If it does, the cleaning cycle will be performed
in the background; if not, an error message is shown.

If the Clean Device... command is grayed out, it is not available for your backup
device. In this case, a cleaning cycle can often be performed by manually inserting
acleaning cartridge into the backup device.

Erase Quick & Secure Erase
These commands erase the media currently loaded in the selected device.

The Erase Quick command erases the first block and then writes an END OF
DATA marker to that first block. The other blocks of the tape are not erased, but
when that tapeis read, TapeWare treatsit asif it were blank because it encounters
the END OF DATA marker in the first block.

The Secur e Erase command erases every block of the tape. This operation can be
very time consuming, lasting up to two hours. However, it will physically erase
every block of the tape. If you are attempting to destroy sensitive data, you may
want to use the Secur e Erase command.

Not al devices support both commands. Many devices support only one of the
two erase commands. If one of the commands is grayed out, the selected device
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does not support that command. If both commands are grayed out, no deviceis
currently selected.

Format Media

Y ou can use this command to format media currently loaded in the selected
device.

When TapeWare formats new media, it opens the Format M edia window. Use
this window to name the media and select amedia folder in which to store the
media. Y ou must aso select adevice. TapeWare will format the media currently
loaded in the device you select. If you select an autoloader, select the storage dot
that holds the media you want to use.

'ﬁg Format Media EHE
’ IMedia Media Password... |
Media folder: IHDme\Admin Folder Browse.. |

Device:

IEI Capitan 5erversCH-Aspi Adapter 1% drchive Python Erowse. . Use the Browse button

Device/Storage | Status | Message

N to selectthe device you
Loader storage elements:
|

wantto use to formatthe

Status:

Storage 1 Valid Media:1 new media.
age 2 Unknown

Storage 3 Unkrown

Storage 4 Unkrown

Feady

Format | Stop | Lloze |

When you format media, you can also assign the media a password. See the
section “Media Passwords’ above for more information.

1

To Format Media

Select Format M edia from the Device menu or the Shor tcut menu.
Alternatively, click the Format button on the Toolbar .

Typein the name of the new mediain the M edia name field.

If the mediafolder in which you want to store the mediais not displayed in the
Mediafolder field, click the Browse... button and select the proper media
folder from the Browse window.

If the device you want to use is not displayed in the Device field, click the
Browse... button and select the proper device from the Browse window.
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5. If you are using an autoloader select the storage slot that holds the media you
want to format.

6. If youwant to assign a password to the media, click the M edia Password
button, and then enter and confirm the password in the M edia Passwor d
window.

7. Click the Format button.

Identify Media

Y ou can use this command to get the name of the media currently loaded in the
device. When issued this command, TapeWare checksto seeif it knows what tape
or other mediais currently loaded in the device. If it doesn’t, TapeWare reads the
header of the current media, a process that may take up to several minutes. When
TapeWare has |learned the name of the media currently loaded, it displays that
name in the I dentify M edia window.

Import Media

This command allows you to use data on mediathat was created in another
database zones or by another software program. To use mediathat was not created
in the current database, you must import that media into the current database.

Y ou might import mediain one of four situations:

= when you want to use media created by an earlier version of TapeWare.

= when you want to use media created in a different TapeWare database zone.
= when you want to use media created by another backup program.

= when you want to use media accidentally deleted from the database.

TapeWare can import media created by earlier versions of TapeWare, from
TapeWare 3.X and above. Y ou can aso import media created by ARCserve, from
versions 4.X and above. If you import media created by ARCserve, that media
must have been created in non-SM S format, that is, it cannot have been created
using Novell’s proprietary SM S format.

When you import media, you must supply the media password. No password is
required if the media has no password. Note that earlier versions of TapeWare
assigned media the password “PASSWORD”. If you are having trouble
importing atape created with an earlier version of TapeWare, try using
“PASSWORD” as its password.

TapeWare will not perform any other operations while it isimporting media.
Additionaly, the process may last up to two hours. Before you import media, be
certain that thereis sufficient time to complete this lengthy process. Additionaly,
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1
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Select Import Media from the Device menu or the Shortcut menu.

The Media Folder field displays the folder in which TapeWare will store the
imported media. If thisis not the folder in which you want to store the media,
click the Browse... button and select the proper mediafolder from the
Browse window.

The Device field displays the device from which TapeWare will import the
media. If the device you want to useis not displayed, click the Browse...
button and select the proper device from the Browse window.

If you are using an autoloader, select the storage dot that holds the mediayou
want to import.

Click the Import button.

Inthe Import Password window, enter the password for the mediayou are
importing and then click Ok . If the media has no password, leave the field
blank and click OKk.

Restore Database

This command provides a quick method of restoring your current database in case
it has been corrupted. Use Restore Database... command when your current set
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of mediaisintact, but the database has been lost or corrupted for some reason. For
example, you might use this command if the volume that holds the database has
crashed.

The Restore Database... command differs significantly from the Import
Media... command. Use the Import Media... command when you want to add
mediato the current database, such as when you are adding tapes from another
TapeWare zone. The Import Media... command does not replace the current
database; it only adds additional datato it. The Restore Database... command, on
the other hand, replaces the current database with the last known good database.
The advantage of the Restor e Database... command isthat it provides a quick
and easy way of replacing alost or corrupted TapeWare database. (Y ou could use
the Import Media... command to restore a corrupted database, but this processis
very time consuming and, if you have multiple tapes, might require many hours or
even days.)

To use this command, locate the last media on which the database was backed up.
If you have printed the job log from the last backup job, you can read the job log to
see on which media the database is |ocated. (To make certain the database is
regularly backed up, check the Selection tab of the backup job to see that the
database for your zoneis checked.) Insert the mediainto the backup device, select
the device in the object detail area of the device tab, and then select Restore
Database... from the Device menu. In the Restor e Database window, check to
see that the proper deviceis shown in the Device field. If not, click the Browse...
button and select the correct device. If you are using an autoloader, select the
correct storage dot in the Device/Storage field. Click Restore.

After the command is complete, in order for the restored database to be used, you
must exit or close TapeWare and then restart it. When TapeWare restarts, it
updates the database to match the restored version.
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Note All current information in the current TapeWare database will be lost when
you use the Restore Database... command. This command does not append data
to the current database—it replaces the current database with the last known good
database. Use this command only when you want to restore a corrupted or lost

database.

To Restorea Corrupted or Lost Database

1. Locate the mediaon which you have backed up the database you wish to
restore. Normally, thisisthe last backup job run.

2. Insert the mediainto the appropriate backup device and then select it in the
object detail area of the Devicetab.

3. Select Restore Database... from the Device menu.

4. If you are using an autoloader, select the proper storage sot from the
Device/Storage fidd.

5. Click Restore.

6. After therestoreis complete, exit or quit TapeWare. When you restart

TapeWare, the database will be restored.
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Note You must quit or exit TapeWare before the database will be restored.
TapeWare only completes the restoration of the database when it is restarted.

The Database Tab

All of the objectsin the current TapeWare database zone are displayed on the
Database tab. (Like other tabs, of course, you will only be able to see those
objects to which you have permissions.)

Many commands can be performed from the database tab, including all of the
commands on the Device tab and the Queue tab. These commands include
running jobs, stopping jobs, formatting media, and so forth. Note however that
you cannot create new objects on the database tab.

The advantage of the Database tab isthat it can display all of the objectsin the
database at once. Thisisalso its disadvantage, that so many objects are displayed
that it may be cluttered and difficult to work with.
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Tips, Techniques, and Strategies

This chapter contains information you can use to work more efficiently with
TapeWare. The first sections explore managing the database and running jobs
faster. The last sections of the chapter cover practica techniques for working with
jobs.

In This Chapter

= Managing the Database = Sdecting Filesfor Jobs
= Strategiesfor Faster Jobs = Restoring Tips
= Working with Permissions = Other Tips

= Working with Scheduled Jobs

Managing the Database

An important decision when planning a comprehensive backup strategy is where
to locate the TapeWare database. This section explores some considerations you
should review before making this decision.

Deciding Where to Locate the Database

» Consider locating the database on a workstation or file server other than the
main file server.

Recall that TapeWare keeps track of objects and properties in a database that it
creates and manages. Where should you store this database? That is, on what
volume and machine should the database be stored?

TapeWare lets you locate the database on any machine (workstation or file server)
or volume in the database zone. Note that the database does not have to be on the
same machine as the backup device. It could be placed on any volume of any
machine that is a member of the database zone.
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For example, suppose you have afile server with alarge RAID device attached.
Backup jobs using this RAID device will run fastest when the backup deviceis
placed on the same machine as the RAID device. On the other hand, the database
may be best located on another machine other than the file server. Thisis because
if the file server were to become inoperable (for example, the drive were to crash),
you would still be able to use the database to restore the file server volumes. Had
the database had been located on the file server, however, the database must first
be restored before other files could be restored. This can be alengthy, time-
consuming process.

A good strategy to consider is to place the backup device on thefile server for
maximum speed, but to locate the database on a separate machine. Consider this
example. Two file servers are connected on an Ethernet network. Each file server
has its own backup device, which helps the jobs run faster and more efficiently.
The database for al three machinesis located on a separate machine (which can be
called a*“ database server”). Jobs can be run from this database server; additionaly,
they can aso be run from any other machine on the network aswell.

== [- | N
Backup E— - | = Backup
Device i [=_=]| [« =] Device

NetWare File Win NT Database
Server Server

TapeWare Zone

TapeWare

LAN workstation from
Database

different TapeWare Zone

TapeWare
Database Server

(Note that the backup device could just as easily been placed on any other machine
in the network. TapeWare does not require that the backup device be physically
attached to afile server. Additionaly, while the term “ database server” isa
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convenient label, in fact, TapeWare does not require that this machine be a network
server. It could just aswell be a client machine or workstation.)

This arrangement has several featuresto recommend it. First, jobs run quickly
because most of the datais transferred over local buses, instead of over the
network. In this arrangement, TapeWare will automatically route data from each of
the file servers over loca busesto its own backup device. Whenever thereisa
choice, TapeWare automatically routes data over local connections rather than
network connections.

Second, administering jobs is uncomplicated. Jobs can be created and run from
any machine on the network. Note that jobs can also be administered from a
machine that is a member of adifferent database zone. The TapeWare
administrator or other user can log on to this database from another database zone
and then create and run jobsin that zone.

Third, suppose a disaster occurs and the RAID device of one of the file servers
needs to be replaced. Because the database is located on another machine, recovery
isquick and easy. The database contains al of the information necessary to restore
the lost data. Had the database been stored on the file server, recovery would have
been much more difficult. Note that the backup device on the other file server can
be used to help restore the file server that failed.

Fourth, suppose the database server fails and the TapeWare database is lost. While
the loss of the database server is significant, the file servers are not impacted and
they can continue to perform their tasks. Backups can till be run from another
machine on the network, or if need be, from the file servers themselves. Since the
database was lost, it will have to be imported from existing tapes. This step,
however, is not crucial and can be run when convenient, as long as careful backup
procedures are followed (that is, no important tapes are overwritten and afull
backup job is run immediately).

The advantages of this arrangement extend to any backup strategy or network
arrangement. In general, consider placing the TapeWare database on amachine
separate from the most important data. At the very least, consider locating the
database on a separate volume.

Accounting for Database Size

Before deciding where to locate the database, consider how large the TapeWare
database might eventually become.

The size of the database is primarily afunction of the number of tapesin the
backup set, the number of files backed up, and the number of instances of each file
on valid media. To alesser extent, the number of objects in a database and the
properties of those objects affect the size of the database.
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In its database, TapeWare assigns

» 40 bytesfor each instance of afile,

» 128 hytesfor each database object, and

» 1024 bytesfor the properties associated with objects.

Y ou can use these figures to estimate the size of the database. Files are by far the
most numerous of the objects in the database, so much so that the size of the other
objects (such as users and jobs) is negligible. Each file that is backed up is made
part of the database and is assigned 128 bytes. While this figure can be significant,
the number of instances for that file in the database are more important when
predicting the size of the database. This is because there might be as many as 20 or
30 ingtances of aparticular file in the database. (Files only have properties
associated with them when they are assigned permissions or storage streams, but
generaly, since most filesinherit their permissions from other objects, the 1024
bytes assigned for properties can be ignored.)

Consider the following example. Suppose afile server which holds 100,000 files
isregularly backed up using the GFS-25 automatic rotation schedule. Because
there are 25 tapesin this backup set, there are potentially 25 instances of each of
these files (although in practice, there will be fewer instances since most of the
jobs areincremental). Y ou can predict the size of the database as follows:

[(# of files) * (128 bytes)] + [(# of instances) * (# of files) * (40 bytes)] ; or
[(100,000) * (128 bytes)] + [(25) * (100,000) * (40 bytes)] = ~108 MB.

Database Location and Machine Platforms

Finally, consider the operating system of the machine on which the database is
located. For multi-user, LAN installations, place the database on either a Windows
NT server or aNetWare server. While the database can be located on a machine
running Windows 95, this option is not recommended. Performance on network
installations will be increased when using an NT or NetWare server.

For single machine installations, TapeWare aso runs on Windows 95 and DOS
platforms, although TapeWare runs more efficiently with Windows 95 than with
DOS.

Strategies for Faster Jobs

TapeWare is designed to run jobs quickly and efficiently on various network
platforms and arrangements. This section will help you plan your backup strategy
and network installation to maximize TapeWare' s speed and efficiency.
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What Slows Down Tape Drives?

Tape drives work most efficiently when they are “ streaming,” that is, when the
tape itself is constantly moving forward and a steady flow of datais being written
to the tape as it passes the write head. In general, tape drives will “ stream” if there
isaconstant flow of data available to write to the tape.

Whenever there is an interruption in the data and the drive must wait for the data,
the “stream” breaks off and the tape stops. Additionally, after the tape stops, the
drive must reposition the write head and regain the velocity of the tape. To do so,
the drive will back up the tape prior to where it stopped writing, and then restart the
tape forward again. This can be atime consuming process, especialy if it occurs

repeatedly.

For thisreason, it isimportant to keep data constantly flowing to the tape drive.
The performance of your job will be maximized when the tape drive constantly
has data availabletoit.

Maintaining the Flow of Data

There are several steps you can take to make sure that datais constantly available
to the backup device.

Prefer Local Busses to Network Connections In general, datais transmitted more
efficiently over alocal busthan over anetwork connection. Thus, for example,
performance will increase if the backup device is placed on the network file server,
rather than on a client machine, although either arrangement is possible.

Note that the database need not be placed on the same machine as the backup
device. The location of the database does not affect the rate of data transmission.
(Other features of the jobs, such as building backup selection lists and opening and
closing files, create network traffic and require CPU caculations. While the
location of the database will affect these parts of the job, the advantages of a
remote location of the database often outweigh any speed loss.)

Add a Second Device Controller Even though a backup device and volume may
be on the same machine with alocal connection between them, if the backup
device and the volume share the same device controller, this limits the speed of
data transmission. Adding a second device controller can effectively double the
rate of datatransmission. For example, consider adding a second SCS| controller
for the exclusive use of the backup device. This can result in adramatic
improvement in the rate of data transmission.

Use a Wider Data Stream For both network and local connections, the width of
the data stream effects the rate at which data can be transferred. Many tape drives
are capable of writing data much faster than can be transferred over older device
controllers and network connections. By upgrading to more recent technology with
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wider data streams, there will be fewer interruptionsin the stream of datato the
backup device. For example, consider using a Wide or UltraWide SCSI controller
for the backup device. Additionally, for network connections, consider upgrading
from 10Base-T Ethernet to 100Base-TX.

Consult your manufacturer’ s documentation to see if your backup device would
benefit from awider data stream.

Use the Proper Number of Data Streams TapeWare s capable of controlling up to
8 data streams per backup device simultaneously, upto a maximum of 16 streams.
This feature can greatly increase your job speed since multiple devices can
simultaneously send data.

Y ou control the data streams of avolume, directory, or file with its Storage teb.
Normally, the Backup stream field on the Stor age tab of a volumeis set to
“Create new stream,” while the Backup stream of adirectory or fileis set to
“Use existing stream.” By changing these options, you can change the number of
backup streams, thereby effecting the speed at which the job runs. Assigning the
proper number of data streams can help speed up the data transmission rate.

In general, you should assign data streams according to the number of streamsthe
physical device (e.g., the disk drive) is capable of handling. Usually this number is
equal to the number of spindles the drive has. Under most circumstances, you
should use this number to determine the number of data streams.

There is one exception to this generd rule, however. When working with very
large files, performance may be increased by creating an additional stream for
these very largefiles. In particular, if you have avery largefile, .5 GB or larger,
when you create anew stream for thisfile, TapeWare may be able to send datato
the tape drive at arate that will allow for “streaming.”

Consider these three examples. (1) A RAID deviceis capable of sustaining
multiple data streams at once. By assigning various directories on the RAID
device additional streams, you can increase the rate of data transmission. To do so,
assign large directories their own stream by changing the Backup stream field of
each directory’s Storage tab to “ Create new stream.” Don’t add any more streams
than the RAID deviceis capable of sustaining.

(2) On the other hand, a single physical device may have multiple logical volumes.
If each volumeis assigned a separate stream, thiswill not result in faster data
transmission, and may in fact result in slower data transmission if it creates
additional seeks by the disk drive. To turn off one of the data streams, change the
Backup stream field on the volume's Storage tab to “ Use existing stream.”

(3) Some file servers may have large database files on them, perhaps 1 GB or
larger. These files should be assigned their own stream. To do so, change the
Backup stream field on thefile's Storage tab to “ Create new stream.”
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In general, when creating or modifying data streams, first use the capacity of the
physical device to determine optimum number of data streams and then second
create separate streams for very large files. Too few or too many data streams will
impede maximum performance.

Other Factors that Effect Job Speed
Additional factors effect job speed, although less dramatically.

File Compression Whether or not files are compressed by the backup unit effects
how fast jobs run. When a backup device compresses files, often at a 1.8:1 ratio,
this means that a proportionate greater amount of data needs to be sent to the
backup devicein order for it to stream. However when files are sent across the
LAN aready compressed, such asin the case of NetWare, further compression by
the backup device will be negligible.

Minimize Small File Size Large filestransfer and are written to the backup device
more efficiently than are small files. If you can limit the number of small filesyou
backup, especialy those smaller than 64K, your job will run more quickly.

CPU Speed In general, afaster CPU resultsin faster backups. Take the speed of
the CPU into account when deciding where to place the backup device and to
locate the database.

Turn off “Maintain last access date” Inthe Advanced options window,
TapeWare |ets the user control whether or not the last access dateis restored after a
fileis opened for back up. When the Maintain last access date box is checked,
TapeWare restores the previous access date the file had before it was opened and
read for backup. This step can increase the time needed to complete ajob. If you
don’t use the access date to manage files, consider clearing this option.

Turn on “Native data streams format” By default, TapeWare stores files on tapein
the format that they were transmitted across the network, that is, in aformat
specific to either NetWare or Windows NT. In general, jobs run faster when this
default setting isleft unchanged.

The Native data streams format option isin the Advanced options window. In
general, it should be left with its default setting (checked). However, if you plan to
share data from one network platform to another, you should clear this option.
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Working with Permissions

This section provides useful tips for assigning permissions.

Checking the Effective Permissions of a User
* Logon asthe user.

On complex installations with multiple users and groups and varying levels of
security, aparticular user’ s effective permissions can be difficult to intuit.

Thereisasimple way to check what effective permissions a particular user has: by
logging on as the user.

If you have not yet assigned the user a password, simply log on as the user.
Browse the various Gener al tabs of the objects in the database and check to see if
the effective permissions displayed match your intended security measures.

If the user has a password and you do not know it, create another “aias’ user and
make that user equivalent to the user whose permissions you wish to check. Then
log on asthe dias user. Be certain to delete the alias user after browsing the
General tabs of various database objects.

Using Groups to Handle Complex Security Needs
e Set up groups and then make users members of them.

Some security arrangements can be very complex, with multiple users possessing
differing levels of effective permissionsto different database objects. Setting up
each user’s permissions separately and individually can be acomplex and time
€oNsuming process.

Y ou can use groups to speed up this process. Consider the following simplified
example. Suppose you want some usersto have full permissions to a tape drive
(that is, the ability to create new tapes, to overwrite old tapes, to write backup
tapes, and read tapes for restore jobs), but want other users to have limited
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permissions to the tape drive, for example, only the ability to write to backup
tapes, but not overwrite them.

Begin by creating two newgroups. Name one user “ Users with Full Permissions
to Tape Drive’ and assign this group Create, M odify, Delete, Write and Read
permissions to the tape drive. Name the other user “Users with Write Permission
to Tape Drive’ and assign this user Write permission to the tape drive. Next,
delete the corresponding User/Group folders that appear on the job tabs.

Then when you create new users, rather than individually assigning each user
permissions to the tape drive, make them members of the appropriate group.

Y ou create as many groups as necessary, with varying levels of access to database
objects such as media, machines, volumes, and directories. For example, you
might create an group named “Backup Permission to Volume” and another
named “Backup and Restore Permission to Volume,” assigning each the
appropriate permissions.

Working with Scheduled Jobs

This section provides useful tips for running scheduled jobs.

Running a Failed Rotation Job Again
e Manually set the correct options and “ force” the job to run again.

Suppose a scheduled job hasfailed to run correctly. In order to insure the integrity
of the data, the job must be run again.

Consider this example. Supposeit is discovered on Monday morning that a full
backup job has failed to run as scheduled on Friday evening. If afull backup jobis
not run before the next incremental job, the ability to fully reconstruct datawill be
compromised. It isvita that the full backup job be run soon.

However, you cannot merely “force” the job to run again. Recall that when
TapeWare runs a scheduled job, it automatically updates three parameters on the
Options tab of thejob: Backup mode, Write mode, and New media name.

Note that TapeWare does NOT automatically update these fields when you
manually “force” a scheduled job to run. For example, when TapeWare
automatically runs a scheduled backup job on aMonday, it changes (updates) the
Backup Mode from Full to Incremental . But when thisjob is“forced” to run
before its scheduled time, TapeWare does not automatically update these fields.



Chapter 10

Tips, Techniques, and Strategies

156

When you force
a scheduled job
torun,
TapeWare does
notupdate the
Backup mode,
Write mode, or

Differential
H — |
New media St vt ! ~
uto werify mode: Full werif i

name. & Y I ull werify -] . j

Auto format mode: IAuto farmat all j M &I

Mew media location: IHome\Admin FoldertGFS-20 Main Backup Job - Rotation MediahD'  Browse. . |

Mew media name: IDa_u Set5-Tape Media Pazsword... |

Advanced Options... |

\ LChange mode:
Wwirite mode:

?;'1 Properties of GF5-20 M ain Backup Job

Generall Selection  Optians | Schedulel Logs I Permissionsl

Mumber of passes: |3 _,::'
Delay between passes: |15 _I::'
Log options: ILog anly failed j
Backup mode: IFuII j

Incremental

Media:
[C5auth SequoiaiHome\admin Fol

I[E E3

Device:
@ South SequoiaiMetwaork\El Capi

KN b
Add... | [elete |

You must
manually setthe
Backup mode
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options before
forcing a
scheduled job to
run.

Before forcing afailed job to run again, open thejob log of the failed job, noting
the appropriate options. If needed, print the job log. Next, open the Options tab of
the failed job. Set the parameters on the options tab to match those of the failed
job. In particular, check the Backup mode, Write mode, and New media name.

You will also want to select the appropriate mediain the Media field. Use the
Browse button to select the same media as the failed job was to use. When the
options of the job match the options the failed job would have used, run the job.

If you have changed the M edia field, be certain that thisfield is set back to its
original specification so that scheduled jobs will automatically select the proper

media

An aternative method would be to copy the failed job, change the schedule type to
Not Scheduled, and then set the options parameters to match the failed job.
Manually “force” the job to run and delete it after it has successfully completed.

Scheduling a Job to Run Once Only
e Turn off all the dates on the Manual schedule except the desired date.

Often, when you want ajob, such as arestore job, to run only once, the jobis
unscheduled and it runs only when you instruct TapeWare to run the job. What if,
however, you want ajob to run only once, but need to schedule it to run during

non-peak hours?

Try this method. Begin by selecting the Manual schedule. Then turn off al of the
days of the week by clicking on the day of week nametiles. The calendar will be
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all white. Then click on the day you want to run the job with the right mouse
button and select Daily . Thiswill be the only day the job runs. Be certain to adjust
the time you want thejob to run in the Start Time box.

Selecting Files for Jobs

This section provides useful tips for selecting files.

Selecting Files not Previously Backed Up
e St theInstance Range filter to “ At most 0”
Suppose you want to run a backup job that only selects files that have not been

backed up previoudly. Y ou can use the | nstance Range filter to “filter out” any
filesthat have been previously backed up.

Each time TapeWare backs up afile, it creates anew instance of that file. If afile
has not been backed up, TapeWare has no instances recorded in the database for

that file.
Y | To select only files that have not been previously backed up, begin by clicking the
Selection Filters button on the toolbar of the Selection tab. The Selection Filters
Filter Change window will appear. Click on the Filter Change button next to the Instance
button Range field. Set the Range Type to At most and then set the Maximum

instances field to 0. TapeWare will only select those files with no instances.

Y Instances Range EHE
To selectonly files
that have not

Bange type:

been preViOUSly i st anees: ID ﬁ
backed up, setthe Maimum instances: IU ::II
Instance Range
filter to At most 0. [ ok | cencel |

Note that this method does not insure that you have the latest instance of every file.
Having an instance of afile does not insure that the instance you have reflects the
latest changes to thefile. It may have been modified after the last time you backed
it up and so your latest instance may not match the file's current form.

Selecting Deleted Files for Restoring
» St the Delete range filter to On or before some random future date.

When afile has been deleted from afile server or workstation and an instance of
that file exists on valid media, TapeWare marks that file in its database as having
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Y ou can use the Delete range filter to select only those files for restoring that have
been deleted. Begin by clicking the Selection Filter s button on the toolbar of the
restore job’s Selection tab. The Selection Filterswindow will appear. Click on the
Filter Change button next to the Delete range field and then select On or before
from the Range type list box. Next select arandom future date, for example, Jan.
1, 2020. TapeWare will exclude all of the filesthat have not been deleted from the
set of filesto be restored. When you return to the Selection tab, all and only those
files that have been deleted will be checked.

¥ Date Range

To select files that
have been
deleted, setthe
Delete range filter

On or before
Starting date: 01/01.1970
Starting bmes 12:00 Am =|

Bange type:

L

=l
to On or before RN -
some future date. Ending €at= I =
Ending time: IDB:28 Am _|:;'

ak. I Cancel |

Selecting Instances from Specific Media or Job
» Sdect the appropriate instance for a container object.

When afileisbacked up, TapeWare creates an instance. Each instance of afile has
aunique instance date and every file backed up during the same job has the same
instance date. (Y ou can view thisinformation for all of the available instancesin
the I nstances... window.)

Remember that when you specify the instance date for a container, such asa
volume or folder, objectsin that container are only selected when they have the
same instance date.

If you want to select only those files backed up on aparticular day, begin by
checking a container high in the tree hierarchy, such as the machine or network
icon. Thiswill cause all of the files below this object to be initially selected. Then
open the I nstances... window by clicking on the Check button. Select the
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appropriate date. Now only those files with a matching instance date will be
selected.

Restoring Tips

This section provides tips for restoring files and volumes.

Restoring Volumes for the Latest Date

If you have used a built-in schedule and have run backup jobs as scheduled, you
can easily and simply restore files as they appeared the last time a backup job was
run. Simply select the volumes or files you wish to restore on the Selection tab of
arestore job. The <L atest> instance of each file will be automatically restored to
the volume. TapeWare will prompt you for whatever tapes are needed to complete
the restore job.

Restoring Volumes for a Specific Date

Y ou can restore volumes and directories as they appeared on aparticular date as
long asthat dateiswithin the full datarecovery period. Recall that the full data
recovery period is the number of days prior to the dataloss for which any and
every file backed up can be recovered. (If you want to restore for the last datefiles
were backed up, see the section above for a simple method.)

Different schedules provide full data recovery periods for varying numbers of
days prior to the last backup. For example, a GFS 30-tape job can reconstruct the
datafor any day of the past three weeks, while a smple 4-tape backup only
provides for reconstruction of the past two days.

Y ou can reconstruct the data for any particular day during the full data recovery
period. Consider this example. Suppose you want to restore a particular volume as
it appeared on Wednesday morning. Providing the date falls within the full data
recovery period, there are three possible scenarios for restoring the volume as it
appeared at the beginning of business on Wednesday: either (A) restore from afull
backup tape; (B) restore from afull backup tape and the most recent differential
tape; or (C) restore from afull backup tape and &l of the incremental tapes from
the previous full backup and the date in question.
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previous Friday.

(A) If you ran a full backup job the previous evening, you can run one restore job.
Begin by creating a new restore job and sel ecting the appropriate volume on

Filter Change the selection tab of the restore job. Initidly, the <L atest> instance of these

button

fileswill be selected. Y ou must select the instances according to the desired
date, in this case the Tuesday before the Wednesday. To do so, set the

Backup rangefilter to the desired date. Begin by clicking the Selection
Filter s button on the toolbar of the restore job’s Selection tab. The Selection
Filter swindow will appear. Then click on the Filter Change button next to
the Backup Range field. Specify Tuesday’s date in the Date Range window.

(B) If you ran a differential job the previous evening, you need only run two
restore jobs. The first restore job must restore al of the files from the previous
full backup job; the second restore job must restore files from the previous
evening' s differential job.

Suppose in this example that the last full backup was done on Friday evening
and that a differentia job was run on Tuesday evening. To restorefiles asthey
appeared on Wednesday morning, follow these steps.

First, create a restore job, select the appropriate volume, and then set the
Backup range on the Selection Filter s window to match Friday’ s date.
Name the job with an appropriately identifying name, such as, “Restore from
Friday’s Full Backup.”

Second, copy thefirst restore job, rename it with an identifying name, and
change the Backup range date to match Tuesday’ s date.

Run the two jobs, being certain to run them in the proper order.

(©) Ifyouran an incremental job the previous evening, you will need to run two
or more restore jobs. The first job must restore all of the files from the
previous full backup job; the other jobs must restore all of the files from all of
the previousincremental jobs between the full backup and the date in question.
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Suppose in this example that the last full backup was done on Friday evening
and that incremental jobs were run on Monday and Tuesday evenings. To
restore the volume as it appeared on Wednesday morning, follow these steps.

First, create arestore job, give it an identifying name, select the appropriate
volume, and then set the Backup rangeto Friday’s date.

Second, copy thefirst restore job, rename it with an identifying name, and
change the Backup range date to match Monday’' s date. Repeat this step,
changing the Backup range date of thisthird job to Tuesday's date.

Run the three jobs, being certain to run them in the correct order.

Copying a Directory Structure
»  Clear the Children check box in the Selection Filters window.

Suppose you have set up acomplex directory that you want to replicatein anew
location, for example, on anew workstation or file server. TapeWare provides you
an easy way to do this.

If you have not previously backed up the directory, create a backup job that does
s0. Select the appropriate volume. Then, open the Selection Filterswindow. Clear
the Children check box, being certain that the Parents box is checked. (The job
will run faster when the Children box is cleared, however it is not necessary to
clear this option. Y ou can restore the directory by itself, even when you have
previously backed up both the directory and thefilesinit.)

To copy the directory structure to anew location, create arestore job, selecting the
appropriate directory and restore location. Then, open the Selection Filters
window. Clear the Children check box, being certain that the Parents box is
checked. The job will “copy” that directory to the new location.

Restoring Files to a New or Different Folder
*  Onthe Selection tab, drag thefilesto a different folder.

Suppose you want to restore files or folders, but do not want to overwrite files and
folders currently existing on the volume. To avoid overwriting (replacing) current
files or folders with the instances you are restoring, restore the files or foldersto a
new or different location.

When you instruct TapeWare to restore files and folders in new locations,
TapeWare creates new files and foldersin the specified location.

Torestore afileto adifferent folder, drag the file in the tree view area on the
Selection tab of the restore job to the new folder. Alternatively, if the target
location is not displayed, highlight the file and select Move... from the Shortcut
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menu. In the Confirm M ove window, select atarget location. TapeWare will
move the file to the location you specify in the Target field.
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Y ou can aso restore folders and volumesin new locations. The contents of these
containers move with them and are restored, along with the folder or volume, in
the new location.

Additionally, you can create a new folder and restore files to that new folder.
When TapeWare restores the files, it creates the new folder and restores the files
you specified to that new location. Similarly, you can restore folders and their
contents in new folders you create.

To create anew folder, in which to restore the file or folder, first highlight the
location where you want to create the new folder in the tree view area. Then click
on the New Object button on the Selection tab’s Toolbar . Or use the Shortcut
menu and select New Directory. TapeWare will create the new folder in the
location you specified. Give the folder a new name and then drag into that folder
the files and folders you want restored in it.

To restore a file or folder to a E"'DE_% ;fg‘a” Server
new folder, first highlight the M
container in which you want to = e
create the new folder and o O O teknes Aename Next, drag the
then, clicking the right mouse : Prapeties fo|de'r or file you
butt?rr; , rstirl]eects l\rl]z\:\ictﬂiergém/ = 11 5 E1 Captan Server wantto restore to
. ED%E@ Fiestored 1937 Fire D atal the new f0|der yOU

[ [ 1997 Current Fire Data L 1957 Cunent Fire Data created.
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Other Tips

Note that when you move an instance on the Selection tab of arestore job, the
changes you make are only reflected in the current restore job. Only the current
restore job will assign the file or folder the new location. When you create a new
restore job, you will seethefilesand foldersin their original locations. Likewise,
the database tab will continue to display filesin their original locations.

Restoring Files with New Names
* Renamethefile on the Selection tab of the restore job.

Suppose you want to restore a file with a different name. To do so, you rename the
file after you select it. When you rename the file, TapeWare restores the file with
the new name. This can be useful for not overwriting versions of the file that
currently exist on disk.

Torename afile, highlight it and select Rename from the Shortcut menu. You
can dso rename afile by selecting its name again after it has been highlighted.

To restore a file
with a new name,
highlightitand
then selectit
again. Then type
the new name.

=- g El Eapltan Server W] [ Figld Data
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Note that when you rename an instance, you are only renaming that file for the
purposes of restoring it with this particular restore job. Only the current restore
job will assign that file the new name. When you create a new restore job, you will
see the file displayed with its original name. Similarly, the database tab always
displays files with the names they had when they were backed up.

Here are two additional tips for transferring files between operating systems and
for setting up an autoloader for cleaning.

Moving Data between Operating Systems
» Clear the Native data streams check box in the Advanced Options window.
Suppose you want to transfer data (files and folders) from one operating system to

another, such as from a NetWare platform to a Windows NT platform. To do so,
you need to backup and restore the data in a generic format.
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For further
information on native
data streams, see
“Native data streams
format,” Chapter 7.

To transfer files between
operating systems, clear the

Native data streams format V' Child security V' NFS information
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oK I Cancel |

For further
information on setting
up a cleaning
cartridge on an
autoloader, see
“Status Tab,”
Chapter 12.

Different network software transmits data across the network to TapeWarein
different formats. In particular, Windows NT and NetWare use different data
stream formats. If you are going to share data from one LAN platform to another,
the data should be stored on mediain acommon data format, not in the native data
streams format.

To backup datain ageneric format, first create anew backup job and select the
data you want to transfer between operating systems. Then open the Advanced
Options window and clear the Native data streams check box. When TapeWare
backs up this data, it will convert it to ageneric format before writing it to the
media. After the job has completed, create arestore job, selecting the same filesto
restore. Make certain you have selected the proper instances of these files by
selecting the proper instance date in the Instances window. Y ou can then restore
the filesto a different operating system.

& Advanced Options EHE

¥ 05/2 extended attributes
¥ Macintosh finder

Setting up an Autoloader for Automatic Cleaning

= Insert a cleaning cartridge into the autoloader and then change the status of
the storage dot.

Depending on the model and manufacturer, some autol oaders support automatic
cleaning cycles. They will dert TapeWare when a cleaning cycle needsto be
performed. If TapeWare knows that a particular storage slot on an autol oader
magazine holds a cleaning cartridge, TapeWare will automatically run acleaning
cycle before running a backup job whenever a cleaning cycleisrequired.

To set up an autol oader for automatic cleaning, insert the cleaning cartridge into the
autoloader magazine. Then open the Statustab of the autoloader and change the
status of the dot that holds the cleaning cartridge. Select the storage slot and then
click the Change Status button. In the Change Status window, change the
storage statusto Clean. TapeWare will automatically use the cartridge in this slot
when performing a cleaning cycle.

To manually clean an autoloader, highlight the device and select Clean Device...
from the Device menu. Alternatively, open the autoloader’ s Status tab and select
the device you want to clean. TapeWare will check to seeif one of the dotsholdsa
cleaning cartridge. If it does, the cleaning cycle will be performed in the
background; if not, an error message is shown.
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If you are using adevice that is not an autoloader, you must manually clean the
device at the manufacturers suggested intervals.






CHAPTER 11

Permissions and Security Reference

Overview

This chapter provides adetailed summary of TapeWare's extensive security
system. If it is your responsibility to manage the security of your TapeWare
database and you are working with sensitive data, this chapter can help you set up
acomplex security system that meets your particular security needs.

In This Chapter

= OQOverview = Effective Permissions

= Adding New Users and Groups = Permissions Reference

Permissions control what actions a user is alowed to perform within a given
database zone. Users can be given extensive or limited permissions, alowing the
TapeWare administrator to distribute backup duties to various users and
workgroups. This allows for aflexible, non-centralized backup system while
providing the highest degree of security for the network.

How your security is arranged depends on your unique security needs. Before
setting up your security system, consider the following questions.

= Are more than one database zone required?

Setting up separate database zones can provide ahigh level of security. If your
security needs require that access to some data be strictly limited, setting up a
separate database is often the simplest way to achieve this.

Data cannot be shared between zones without using advanced procedures.
Media from one database must be imported into a new database before the
data on it can be read or used. When it isimported, TapeWare requires the
media password. If you assigned the media a password when it was created,
the media cannot be imported without that password.
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(On the other hand, if you do not assign the media a password, it can be easily
imported into any database. This actually leads to the data being less secure
when there are more than one database than it would be with just one. Thus, if
you are relying on multiple databases for security purposes, be certain that al
media created are assigned passwords.)

There may be, however, some limitations on the number of databases you can
set up. In particular, machines (workstations and file servers) can only be an
object in one database. Because tape drives and other backup devices are the
peripherals of amachine, these devices can only be the member of one
database zone as well. Similarly, volumes can only belong to one database
zone. Filesin one database zone cannot, without importing the media, be
shared with database objects in other database zones.

Thus your ability to set up separate database zones is limited by the number of
backup devices you have and their respective locations on separate machines.
For example, to set up two databases, you would require at least two separate
workstations or file servers, each with at least one backup device.

Within a single database zone, must some users be prevented access to some
data?

Multiple workgroups may share a single tape drive or backup device, and thus
are members of the same database zone. However, there may be reasons to
allow these groups to work with only their own data. For example, an
accounting workgroup may share a common tape drive with a personnel
workgroup, athough neither can be alowed access to the files and directories
of the other group.

The security needs of these situations can be addressed by carefully assigning
permissions, particularly to the machines, backup devices, media, volumes,
and directories.

Should access to certain functions be limited?

Y ou may wish to distribute certain backup tasks to various users or
workgroups. For example, each workgroup might be responsible for their
own daily backup jobs and archive jobs. On the other hand, access to certain
TapeWare features may need to be limited. Users might be able to create
tapes, for example, but not restore filesto disk or delete files on disk.
Alternatively, you may want users to run jobs you create, but not create their
own jobs.

The security needs of these situations can be addressed by carefully assigning
users select permissions to various objects in the database. For example, you
might assign permission to write files to tapes, but not to volumes, thus
preventing restore jobs from running.



Chapter 11 Permissions and Security Reference 169

Before Proceeding Further

The most powerful user in any database isthe TapeWare administrator. Because
TapeWare administrators are granted supervisor rights to the system container,
they have unlimited accessto al of the objectsin the database. Any user who logs
on as the TapeWare administrator will have complete accessto al of the files and
machines on the database.

Your first security step should be to change the TapeWare administrator’s
password. Change your password on the Security tab. Select your User object
and select Change Password... from either the Security menu or the Shortcut
menu. Continue to change your password regularly and to use unique, carefully
chosen passwords.

Before continuing with the rest of this chapter, be certain that you have changed
your password.

Note the only difference between the TapeWare administrator (the Admin) and
other usersisthat the TapeWare administrator has Supervisor rights to the root
object in the TapeWare hierarchy (that is, to the System container ). Y ou may
create additional TapeWare administratorsif you want, aswell as rename the
Admin. However, do not delete the Admin unless you have assigned another user
Supervisor or Access permission to the System container .

Warning Do NOT delete the TapeWare administrator without creating another user
with Access permission to the System container

Adding New Users and Groups

Generally, the first step to arranging the security system is to set up users and
groups. Y ou create new users and groups on the Security tab of the main
TapeWare window. Use either the Shortcut menu or the Security menu to create
new users and groups.

New User/Group Folders

Each time you add a new user or group object to the Security tab, TapeWare
automatically creates a new User/Group folder in the Home folder with the same
name as the new user or group. For example, if you create a new user named
“Galen Clark,” TapeWare creates a new User/Group folder named “ Galen Clark
Folder.”

The user or group is automatically assigned six permissionsto their User/Group
folder: Access, Create, Modify, Delete, Write, and Read. Y ou can modify these
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The Logon
Control tab

permissions at any time, including from the Per missions tab of the new user or
group property sheet.

Setting Up Users

Asyou create new users, TapeWare automatically opens the property sheet of the
new user. Use the tabs on the property sheet to control the user’s password,
account activity, group membership, equivalencies, and permissions.

Logon Control Tab, User Object
The Logon Contral tab controls whether passwords are required, whether and
when the password must be changed, whether an account has expired, and the
number of connections a user can have to the network.

_¥ Properties of Galen Clark M= B3

General  Logan Cortral |Gr0ups| Equivalenciesl Permissionsl

— Expiration — Connection
™ Account i disabled Mumber of concurment connections: |250 _|:;'
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¥ Grace logons allowed
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Remaini I g I |
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-~ Password

IV Require password ¥ &llows user to change password
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Welete |
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[rays between forced changes: |4D _|:;'
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Expiration A user account can expire on agiven date. When the account expires,
TapeWare disables the account and checks the Account is Disabled box. This
user will be unable to log on until the Account is Disabled box is cleared.

Y ou can manually disable an account by checking the Account is Disabled box.

To make a disabled account active again, clear the Account is Disabled box and
changethe Expiration Date.

Connection These parameters control from where a user can log on to TapeWare
and how many connections a user can have simultaneously.
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Y ou can limit the number of auser’s concurrent connections by changing the
parameter in the Number of concurrent connections box. This parameter
controls how many different logons a user may have simultaneously from
different workstations or file servers. For example, if the Number of concurrent
connectionsis set to 5, this user will be allowed to log on to TapeWare from up to
five separate workstations or file servers at once.

Similarly, you can control from where a user can log on to TapeWare. The user
will only be alowed to log on to TapeWare from the machines listed in the User
can log on from these machines list box. To add machines, click Add... and
select the appropriate machine from the Browse window. Note that if no machine
islisted, auser can log on from any machine.

Password When Require password is checked, TapeWare requires the user to
have a password. The minimum length of the password is determined by the
Minimum password length parameter. TapeWare will check to seeif the
password is unique when Require unique passwor ds is checked.

Y ou can force the user to change their password regularly by checking the Force
periodic password changes box and the Allow user to change password box.

Note that when you clear the Require password check box, if the user ill hasa
password, TapeWare will continue to require that the user input their password.

Tip The TapeWare administrator can change a user’s password without knowing
the user’ s current password. When the TapeWare administrator selects Change
Password... from the Security or Shortcut menu, TapeWare does not require
that the old password be entered before changing the password. Thisis useful
when the user has forgotten his or her password.

Grace Logons If the Force periodic password changes box is checked,
TapeWare will prompt the user to change their password as the user logs on.
Grace L ogons refer to the number of times a user can log on to TapeWare with
their old password when that password has expired. For example, if the Allow
Grace L ogons box is checked and the number of gracelogonsis set to 2, the user
will be allowed on log on two times using their old password, even though that
password has expired. The third attempt to log on will be denied.

Note that grace logons do not function when passwords are not required, that is,
when the Requir e password check box is cleared.

Groups Tab, User Object

Use this tab to add or remove a user from a group. To add a user to a new group,
select the group on the right side of the window and click the Add button; the
group will move to the left side of the window. Similarly, to remove a user from a
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group, select the group on the left side of the screen and then click the Remove
button.

_¥ Properties of Galen Clark M= B3
Generall Logon Contral Graups | Equivalenciesl Permissionsl
Groups to which thiz uzer belongs: Groups to which thiz uzer does not belong: TP?] rlg ht Slde
The leftside of | | [REREES : A les e
the Groups
wbissthe | A4 T e
groups of / W IC. |St
which this user ums:r;l)ser;o a
isa member. '
To add or

remove the user
froma group,
selectthe group
and then click
the appropriate
button.

\ Bemove->| <- Add |

o]

Cancel | Lppl | Help |

Everyone group When anew user is created, they are automatically added to the
Everyone group. Members of this group have M odify, Delete, Create, Write,
and Read permissions to the Everyone Folder. Y ou can modify these
permissions at any time, including from the Per missions tab of the new user's
property sheet.

Equivalencies

One quick way to assign auser permissions is to make the current user equivalent
to another user. This can be very useful for managing complex TapeWare
installations with multiple users and varying security or for making temporary
changesto auser’'s permissions.

Use this tab to make the current user equivalent to another user. To make the
current user equivalent to another user, select the other user on the right side of the
window and click the Add button; the user will move to the left side of the
window. Similarly, to end an equivalency, select the other user on the right side of
the screen and then click the Remove button.



Chapter 11 Permissions and Security Reference 173
_¥ Properties of Galen Clark M= B3
Generall Laogan Eontroll Groups Equivalencies |Permissi0ns|
The left_Side Of the iz user equivalent: Usgers ta which this uger is not equivalent: The rlght Side Of
Equivalencies b3 . the Equiva-
tab shows other lencies tab
users who are L1 showsusers
equivalentto the N —[{| whoare not
currentuser. equivalentto the
currentuser.
To create new
equivalencies or
end old
equivalencies, L
selectthe user ~—_
and click the _Bemove> | __chad |
appropriate
button. Ok I Cancel | Spply | Help |

Note that equivaencies only work in one direction; they are not reciproca. The
current user’s effective permissions (the effective permissions of the user whose
property sheet is open) will be calculated using the direct and inherited permissions
of the user they are made equivaent to. For example, if a user named Galen Clark
is made equivalent to a user named Stephen Mather, Clark’s effective permissions
are calculated using both Mather’s and Clark’ s direct permissions. However,
Mather’ s effective permissions remain unchanged.

Permissions Tab, User Object

Use this tab to grant users permissions to objects in the database. The
Permissions check boxes show the permissions of whatever object is selected in
the Objectsto which thisuser or group has permissionslist. Select another
object to see the user’ s permissions to that object.
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_¥ Properties of Galen Clark M= B3

Generall Logon Eontroll Groupsl Equivalencies Pemissions |

Objects to which thiz uzer or group has permissions:

— Permission
[ Tapeware Zone 20118\Home'G alen Clark Folder
P T apeware 2 o Capitan 5 ™ Supervisor
V Access
You can see the ¥ Create

permissions of the user W Modiy
to an object by selecting // ¥ Delets
and highlighting that | Fead

object. To change the 7 Wite
permissions, clear or
check the appropriate B Browse 7] ]
bOXes. @ F'IeaseI highlight an object and click OK to continue or Cancel to
cancel.

I@DEV-1.D.4.DZ Archive Python j
Eg El Capitan Server ;I

e CHl-spi Adapter 0
@ Ctl-dispi Adapter 1

(T cy-1.0.4 0 Archive Pythan
=d Dev-1.0.5.0: Exabyte 3205

- (gl Ldr-1.0.4.1: Archive Diamondback J

To grantthe user
permissions to a new
object, click the

Bemove |

Add... button...
=N
/ Windows 95 Registry
... selectthe Object in the &l Tapeware Zone 20118 Database
: Ods-Databaze Connectar
Browse W|ndOW, and &3 Ods-File System Connector LI
then setthe appropriate
()8 I Cancel |

permissions.

Note that permissions can be granted from either the property sheet of the database
object or the property sheet of the user. Either way, the permissions appear on the
appropriate corresponding object’ s Per missions tab. For example, if Galen Clark
is granted permissionsto the C: volume from the Permissions tab on his property
sheet, the Permissions tab on the property sheet of the C: volume will list Clark
as auser who has permissions. Alternatively, if Clark is granted permissions from
the property sheet of the C: volume, the appropriate permissions will appear on
Clark’s Permissions tab.

_¥ Properties of Galen Clark

Generall Logon Eontroll Groupsl Equivalencies Permizsians |

When yoU _gra_nt a Objects to which this user or group has permissions:
user permissions 1 Tapeiware Zone 20118\HameGalen Clark Falder
to an object... Tape! Cap ;
e that ObjECt W|” Genetall Storagel Command Pemissians |
then ShOW that User: z which have permizzions to this object:

user on its
Permissions tab.
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The leftside of the
Members tab
shows users who
are members of
this group.

To add or remove
users from the group,
selectand highlight
the user, and then
click the appropriate
button.

Note additionally that a user has direct permissions only to those objects listed on
that user’s Permissions tab. Any and al other effective permissionsto other
objects are cal culated through inherited permissions, through equivalencies, or
through groups.

Setting Up Groups

Asyou create new groups, TapeWare automatically opens the property sheet of
the new group. Use the tabs on the property sheet to assign members to the group
and assign permissions to the group.

Members Tab

Usethe Members tab of the group’s property sheet to add and remove users from
the group. To add a user to the group, select the user on the right side of the
window and click the Add button; the user will now appear on the |eft side of the
window, under M emberswho belong to thisgroup. To remove a user from a
group, select the user on the left side of the window and click the Remove button;
the user will moveto the right side of the window, under M embers who do not
belong to thisgroup.

General Members | Permissionsl
Members whao belong to this group: Members wha do not belong to this group: The r|g ht Side Of
[ Stephen bather [£ adrin the Members tab
£ shows users who

\ / are notmembers

of this group.

Galen Clark.

~_

Eemayve > |

Permissions Tab, Group Object

If auser isamember of agroup, that user’s effective permissions are determined
using the direct permissions that group has to objectsin the database. Use this tab
to assign the group permissions to objects. The Permissions check boxes show
the permissions of whatever object is selected in the Objects to which this user
or group has permissionslist. Select another object to see the Group’'s
permissions to that object.
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Note that the permissions granted from this tab, like all permissions, are
reciprocal. Changes made on this tab appear on the tabs of the corresponding
object. For example, if you grant a group permissions to afolder, the Permissions
tab of that folder will list the group, aong with the appropriate corresponding
permissions.

Effective Permissions

TapeWare insures the security of the database and LAN by calculating the
effective permissions a user has to an object and using these permissionsto
determine what actions that user can perform.

The current user’ s effective permissions to an object are displayed on the General
tab of the object’ s property sheet. The Effective Per missions box showsthe
current user’s effective permissions to the object.

" Properties of MetWare from NT Restore

General | Selectionl Dptionsl Schedulel Logs I Permissionsl

=
The currentuser’s T
effective
permissions to an
object are shown Mame: INetWare from NT Restore
on the General Type: [Festere Job
tab of that object. Effective ights: ~ [[5up Acs Cre Mod Del Rd Wi
Attributes: I[Hw ------ T — 11
Size: |u KB

Calculating Effective Permissions

A user’s effective permissions are calculated using either the user’s direct
permissions or the user’s inherited permissions (but never both the direct and
the inherited permissions.)

A user has direct permissions to an object as aresult of three situations: (1) the
user islisted on the Per missions tab of the object (and reciprocally, the object is
listed on the user’ s Permissions tab); (2) the user is equivalent to a user who has
direct permissions to the object; and (3) the user is a member of agroup that has
direct permissions to the object. Note that these three ways of gaining permissions
are not mutually exclusive: auser has direct permissionsin only one of the ways,
in two of the ways, or in all three of the ways.

A user has inherited permissions to an object only if both (1) the user does not
have direct permissions to the object, and (2) the user has effective permissionsto
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the container that contains the current object. The user’ s effective permissions to
the container object can be either direct or inherited permissions.

Effective Permissions Algorithm
TapeWare uses the following agorithm to determine effective permissions.

= Doesthe user have direct permissions to the object? If yes, these are used to
calculate the effective permissions. TapeWare does not check to seeif the user
has inherited permissions.

= Doesthe user have effective permissions to the container that contains the
current object (inherited permissions)? If yes, these permissions are used to
calculate the effective permissions. If not, then the user does not have effective
permissions to the object.

Permissions from Multiple Sources

Users can gain direct permissions to objects either as users, as aresult of
equivalencies, or as members of a group. When the direct permissions result from
multiple sources, TapeWare uses dl of the sourcesto determine the permissions.

Consider the following example: Galen Clark has direct permissionsto Read and
Write to afolder called Conservationist Archive Jobs; Clark is also amember
of agroup that has direct permissionsto M odify to the folder. Asaresult, Clark’s
effective permissions are Read, Write, and M odify.

Examples of Effective Permissions
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Thefollowing six examplesillustrate how effective permissions are calculated.
The diagram below illustrates these six examples.

System
Container
ADMIN [SACMDWR]

L]

Home
(no direct permissions)

Admin
Folder

(no direct permissions)

Clark's
Folder
Clark [-ACMDWR]

Mather's
Folder

Mather [-ACMDWR]

Conservationist
Folder

Conservationist

Media Folder
: Mather [-----W-]
'.‘D Network
i = S

(no direct permissions)

. Machine
Clark [-----WR]

Backup

= Device

(no direct permissions)

Mather [--C--WR]

Conservationist group [--CMDWR]

Conservationist group [--CMDWR]

(1) The TapeWare administrator
has direct permissionsto the
System Container, the object
at the very top of the database
hierarchy. These determine his
or her effective permissionsto
this object. Becauseitisa
container, the objects below it
in the database dl have
inherited permissions because
the object directly above them
has effective permissions. So,
for example, the TapeWare
administrator has effective
permissions to the Home
Folder becauseit inheritsits
permissions from the object
that containsit, the System
Container . Thus, the
TapeWare administrator has
effective permissionsto all of
the objectsin the database.

(2) A user named Stephen Mather
has direct permissionsto his
User/Group folder, named
Mather’s Folder. Asaresult,
by inherited permission,
Mather has effective
permissions to the objects
stored in thisfolder, including
any jobs, media, or job folders
stored in thisfolder. Mather
does not, however, have
effective permissionsto the
Home Folder or to the
System Container—these

objects are above his User/Group folder and thus do not inherit permissions.

(3) A user named Galen Clark has direct permissionsto aMachine, in thiscase a
file server with an attached tape drive and several associated disk drives. The
direct permissionsto the file server mean that Clark aso has effective
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permissions (by inheritance) to the tape drive. So for example, Clark might be
given read and write permissionsto the file server, and thus to the tape drive.

However, Clark is prevented from having permissions to the volumes on the
file server. Heislisted on the Permissions tab of the volume and these direct
permissions are used to deny him access to the volume. In this example, heis
granted Read permission by checking that box, but denied Write permissions
by clearing the appropriate box.

Thus even though Clark has effective permissions to the container that
contains the volume, Clark’ s effective permissions to the volume are
determined only by his direct permissions to the volume. Because Clark has
direct permissions, TapeWare does not check to seeif Clark hasinherited
permissions.

(4) Thefollowing example is more complex, but illustrates an important concept:
that TapeWare does not check for inherited permissions when there are direct
permissions.

A user named Stephen Mather is a member of the Conservationist group,
which has five direct permissions to the Conservationist Folder: Create,
Modify, Delete, Write, and Read permissions. Mather also has direct
permissions to the Conser vationist M edia Folder, but only Write
permission.

Mather hasfive effective permissions to objects contained in the
Conservationist Folder, but not to the Conservationist M edia Folder,
where he has only one (Write permission). TapeWare does not look to see if
Mather has effective permissions to the container that contains the
Conservationist Media Folder because Mather has direct permissions to that
object. Thus even though other members of the Conservationist group have
effective permissions to the Conservationist M edia Folder through inherited
permissions, Mather will not. Mather will have only Write permissions to this
folder.

(5 The following example shows how equivalencies and group membership

work together to determine effective permissions.

Suppose that Mather isamember of the Conservationist group and that heis
made equivalent to Clark. What permissions will Mather have?

Mather has permissionsto all of the User/Group folders, except the Admin
Folder. For example, he has permissionsto Clark’s Folder becauseheis
equivalent to Clark. (Note that this equivalency does not give Clark permission
to Mather’s Folder.) Mather also has the same permissions to the Machine
and Tape Drive that Clark does.
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However, Mather’' s permissions to the Volume are different from Clark’s.
Mather has direct permission to the Volume in three ways. asauser, asa
member of the Conservationist group, and as aresult of his equivaency to
Clark. When TapeWare calculates his effective permissions, it uses these
direct permissions from al three sources. In this case, Mather will have five
permissions (Create, Modify, Delete, Write, and Read).

Note that it does not matter that Mather’s own direct permissions as a user do
not include Create and Modify permissions. TapeWare uses all three sources
to determine Mather’ s effective permissions to the volume. In this case,
Mather’s membership in the Conservationist group grants him Create and
Modify permissions.

(6) Given the above example, suppose we wanted to deny Mather all permissions
to the Volume. How could this be accomplished?

To deny Mather al permissionsto the VVolume, three things must happen:
Mather’s equivalency to Clark must end; Mather’s membership in the
Conservationist group must end; and Mather’s direct permissions must be
changed so that Mather islisted on the Per missions tab of the Volume but no
permission boxes are checked.

Note that listing Mather on the Permissions tab and clearing the permissions
check boxesis not enough to deny Mather permissionsto the tab. Mather
must no longer be equivaent to Clark and Mather must no longer be a
member of the Conservationist group.

Checking Effective Permissions

On complex installations with multiple users and groups and varying levels of
security, the effective permissions a particular user has can be difficult to intuit.

Thereisasimple way to check what effective permissions a particular user has: by
logging on as the user.

First, if necessary, you can temporarily disable the password by clearing the
Require password check box on the user’s Logon Control tab. Then, log on as
the user. Browse the various General tabs of the objectsin the database and check
to seeif the effective permissions displayed match your intended security
measures.

Permissions Reference

There are seven permissions: Read, Write, Delete, M adify, Create, Access, and
Supervisor. These permissions effect different objects in the TapeWare database
differently. Even though a particular permission may not apply directly to that
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object, objects below it in the database hierarchy can till inherit permissions from
that object.

System Container

—H&ne Folder Bold = Container
User/Group Folder Italic = Container stored

Backup Job in container of
Restore Job same type.

Verify Job
Media
—Job Folder
Job Folder
Backup Job
Restore Job
Verify Job
—Media folder
Medlia folder
Media
—Network Container
L—Machine
[Drivers]*
Controller
Device
Autoloader
\lolume
File
Directory
Directory
File
L—Security Container
User Object
Group Object

Read Permission

Affected Objects Media, Controller, Device, Autoloader, Volume, Directory, File,
plus database.

Description Controls whether a user can read from a given database object.

In the case of physical peripheralsthat perform read functions, such as Controllers,
Devices, Autoloaders, and Volumes, Read permission to the peripheral is
required in order for TapeWare to instruct the peripheral to read files or directories.

In case of database objectsthat hold data, such as Media, Volumes, Directories,
and Files, Read permission isrequired to read the data these objects contain.

Affected Commands Copy, Run (job type), Rewind, Start, Eject Media, Eject
Magazine, Retension, Restore Database, Clean Device, |dentify Media, Import
Media, Restore Database,

This permission enables Copy (but not Paste), allowing the user to copy objects
in the database.
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Read permission is also required to run jobs. Backup jobs require Read
permission to the appropriate Volumes, Directories, and Files; restore jobs require
Read permission to the appropriate Devices, Autoloaders, and Media; verify jobs
require Read permission to all of these objects.

Many commands that perform utility functions, such as Clean Device or Eject
M edia on adevice require Read permission. Device commands that also read
mediain backup devices require this permission.

Write Permission

Affected Objects Media, Device, Autoloader, VVolume, Directory, File, plus
database.

Description Controls whether a user can write to a given database object.

In the case of physical peripheralsthat perform write functions, such as
Controllers, Devices, Autoloaders, and Volumes, Write permission to the
peripheral isrequired in order for TapeWare to instruct the peripheral to writefiles
or directories.

In the case of database objects that hold data, such as Media, Volumes, Directories
and files, Write permission is required to write data to these objects.

Affected Commands Run (job type)

Write permission is also required to run jobs. Backup jobs require Write
permission to the appropriate Devices, Autoloaders, and Media; restore jobs
require Write permission to the appropriate Volumes, Directories, and Files.

Delete Permission

Affected Objects Media, Device, Autoloader, VVolume, Directory, File, plus
database.

Description Controls whether a user can del ete database objects or perform delete
functions.

In the case of physical peripheralsthat perform delete functionsincluding
overwrite functions, such as Controllers, Devices, Autoloaders, and Volumes,
Delete permission to the peripheral isrequired in order for TapeWare to instruct
the peripheral to delete or overwrite files or directories.

In case of database objectsthat hold data, such as Media, Volumes, Directories,
and Files, Delete permission is required to delete or overwrite the data these
objects contain.

Affected Commands Delete, Run (job type)
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This permission enables Delete, allowing the user to delete objects in the database.

Delete permission is also required for some types of jobs. Backup jobs require
Delete permission to the appropriate Devices, Autoloaders, and Media whenever
files are overwritten or media formatted; restore jobs require Delete permission to
the appropriate Volumes, Directories, and Files whenever the files are overwritten.

Modify Permission
Affected Objects All database objects.

Affected Property Sheet Tabs General, Selection, Options, Schedule, Logs,
Sorage, plus machine diagnostic tabs.

Description Controls whether a user can modify the specified tabs on an object’s
property sheet. Controls whether a user can change the name of an object. Controls
whether a user can move an object to anew location in the database.

For any object, M odify permission allows the user to change the object’s General
tab. (This effects only the name of the object.)

For Backup Jobs, Restore Jobs, and Verify Jobs, M odify permission to the job
allows the user to change the job’ s Selection, Options, Schedule, and L ogs tabs.
Notethat Read permission to the Volumeis required in order to select the
Volume'sfiles and directories on the Selection tab.

For Machines, Controllers, and Volumes, Modify permission allows the user to
modify the diagnostic tabs, such as Communication Test, Ping Test, €tc.

Affected Commands Move..., Rename

This permission enables Move... and Rename, alowing usersto move objectsin
the database and rename them.

Create Permission
Affected Objects Home Folder, User/Group Folder, Job Folder, Media Folder,
Restore Job.

Description Controls whether a user can create new objects within a container
object.

For the Home Folder, Create permission isrequired in order to create new
User/Group Folders.

For User/Group Folders, Create permission isrequired in order to create new
Job Folders, Backup Jobs, Restore Jobs, Verify Jobs, Media Folders, and Media.
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For Job Folders, Create permission isrequired in order to create new Job Folders,
Backup Jobs, Restore Jobs, and Verify Jobs.

For Media Folders, Create permission is required in order to create new Media
Folders and Media.

For Restore Jobs, jobs that restore filesin new locations or with new names
require Create permission to the appropriate machines, volumes, and directories.

Affected Commands New...Job, New...Folder, New Object..., Paste.

This permission enables the New...Job and New...Folder commands, for each
type of job and folder. This permission also enables the New Object... command
on the File menu.

This permission enables Paste, allowing the user to paste objects in the database.

Access Permission

Affected Objects All database objects, except Security Container, User Object,
and Group Object.

Effected Property Sheet Tabs Permissions.

Description Controls whether a user can see and modify the Per missions tab of
an object.

For any object, Access permission allows the user to change the permissions to
the object. To add anew user to the Permissions tab, Modify permissionisaso
required. A user listed on the Per missions tab can be deleted with Access
permission alone.

Note that Access permissions does not alow the user to change the Per missions
tab on either the Security Container, a User Object, or a Group Object.

Supervisor Permission
Affected Objects All database objects.

Effected Property Sheet Tabs Logon Control, Equivalencies, Groups, Members,
Permissions

Description This permission gives the user unlimited permissions to the object
and all objects below it in the database. Additionally, only auser with Super visor
permission to the Security Container can create new users and groups.

When auser has Supervisor permission to an object, the user is automatically
granted all seven permissions to the object. Furthermore, the user cannot be denied
any permission to any object below it in the hierarchy, even by assigning that user
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direct permission. Thus, asaresult, a user with supervisor permission to an object
will have all permissions to the object and every object below it in the database.

Supervisor permission to the Security Container is required to create new users
and groups. Additionally, the L ogon Control, Equivalencies, Groups, and
Members tabs are only available to users with Supervisor permission to the
Security Container.

Normally, the TapeWare administrator is given Supervisor permission to the
System Container.

Affected Commands New User, New Group

This permission enables the New User and New Group commands, alowing the
user to create new users and groups.






CHAPTER 12

Objects and Properties Reference

This chapter provides reference details for every object and property in the
TapeWare database. It is organized alphabetically according to the name of each
property sheet tab. The property sheet tab name appears at the beginning of each
entry and in the page header. The Applicable Objects heading lists the objects this
property sheet tab appliesto. Various fields and parameters on each property sheet
tab are indicated by bold headings, with a short description following each. List
box choices and field parameters are indicated by bold in-line headings.

In addition to the property sheet tabs, this chapter provides reference information
for the I nstances window, the Pr efer ences window, and the Selection Filters
window.
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Address Tab

Applicable Objects: Machine

Shows the machine object’ s network address.

Address Tab

Protocol

The protocol is either IPX or TCP/IP, depending on your network operating
system.

Net Address
Shows the machine address used by the network operating system.
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Command Tab
Applicable Objects: Volume, Directory, File

Use this tab to send and execute operating system commands before and after
backup jobs. Y ou might use this command, for example, to close alarge database
file before backing it up and then to open it again after it was successfully backed

up.

The default path isthe same as the path of the current object (e.g., the volume,
directory, or file whose property sheet is open). Y ou can specify another path if
necessary.

Specified commands must be executabl e by the operating system. Thisincludes
.bat and .ncf files. Commands are operating system specific.

Command |
LCommand to execute before backup:
Command to execute after successful backup:

Command to execute after failed backup:

Command Tab

Command to execute before backup

This command is sent on the path of the current object before that object is opened
for backup.

Command to execute after successful backup

This command is sent on the path of the current object after that object has been
successfully backed up and closed.
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Command to execute after failed backup

This command is sent on the path of the current object after that object has been
closed after an unsuccessful attempt to backup that object.
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Communication Test Tab
Applicable Objects: Machine

Thistab can be used to test communication layer of a network. Can be used to
evaluate the ability to transfer data under optimum circumstances.

Communication Test |

Transfer type:

[V ‘With data checking Start |

— Communication statu

Packet Mo.:

Transfer rate [Kbptes]:

Transfer rate [Mbytes]:

Mo. of ACKs sent:

Mo. of NACK: sent:

Mo. of timeovts:

Communication Test Tab

Transfer type
Specifies the communication test to be performed.

Backup Simulates datatransfer during a backup job. Local machine sends large
packet; remote machine sends small reply acknowledging receipt of data.

Restore Simulates data transfer during arestore job. Remote machine sends large
packet; local machine sends small reply acknowledging receipt of data.

Large Packet Large-sized packet of data sent between remote and local machine.

Medium Packet Medium-sized packet of data sent between remote and local
machine.

Small Packet Small-sized packet of data sent between remote and local machine.

Communication Status
Returns results from the performed test.
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(Note the relative difference packet size makesin transfer rate. Y ou can use this
information to optimize backup job performance.)

With data checking

Known byte pattern is sent between machines. When this option is checked, this
pattern is checked by machine receiving it.

For more information on... See...

Optimizing backup jobs by increasing “Strategies for faster jobs,” Chapter 10
data transfer rate
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Connections Tab
Applicable Objects: Machine

This descriptive tab shows the active connections for this machine. It isfor
information purposes only.

Connections are established for varying purposes and are automatically opened

and closed as necessary.
Connections |
Active connections:

Connection | Hozthame | Purpoze
0001 Local El Capitan Server Diagnostics
0002 Local El Capitan Server U/l Database
0003 Local El Capitan Server Connections

Details:

Statistic | Walue -

® General Information
Femote Host Mame El Capitan Server
Purpoze of Connection Diagnostics
Fratocol Local
Address Local
Source Connection 1d 1 —
Destination Connection [d 1
Logical Packet Size 1536
Physical Packet Size 1536 -

1| | »

Connections Tab

Active Connections
Lists the currently active connections for this machine.

Details
Shows detailed information about the sel ected active connection.
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Diagnostics Tab

Diagnostics Tab

Applicable Objects: Machine, Drivers

Provides detailed information about the current machine or driver object. For

information purposes only.

The Diagnosticstab is available for all active machines and drivers, including

controllers, logica tape formats, and services.

Diagnostics |

Diagnostics information:

Statistic | Walue

-

Tape'w are

Copyright (] 1996 Yosemite Technologies, Inc

All ights rezerved

‘Wersion B.00.00 February 6, 1936 [Build Mumber 202...
For other copyrights, see documentation

& Driver Instance Status
Load Data Ok
|z Instance Running Yes
|z Instance Registered Yes
Fegistration Object [d 000000008
Reference Count 1
Fiegistration Other Info 000000002

@ General Configuration
Serial Mumber 20118
User Level 1]

1 |
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Drivers Tab
Applicable Objects: Machine
Shows the available drivers for this machine. For information purposes only.

Provides user with single view of all drivers associated with this machine.
(Drivers aso appear on Database tab in various locations.)

Drivers are used by TapeWare for differing purposes. The name of each folder on
this tab indicates the purpose of the driversin that folder.

Drivers which are marked with ayellow exclamation point are currently
unavailable for some reason. For example, acontroller driver may be marked with
thisicon when the device it is associated with is off-line. To restart the driver, you
must correct the problem and then exit and restart TapeWare. When TapeWare
restarts, it will reinitiallize these devices.

[rivers |

g El Capitan Server

=23 Data Streams

&g Ods-D atabase Connector

: @ Odsz-File System Connector
@ Ods-win95 Registry Connector

----- (23 Transparts

=3 Contrallers and Devices

ior Ctl-daspi Adapter 0
o Ctl-Aspi Adapter 1
LD Dev-1.0.4.0; Archive Python
i Dev-1.0.5.0: Exabyte 3205
: Ldr-1.0.4.1: Archive Diamondback.
=-Z Logical Tape Formats
: % Ltf-ARCserve/AR Crolo Formatter

-

Lt-T apeiwfare 4.xx Formatter

Lt-T ape'w/are B.xx Formatter

223 Services i
: % Svo-Base Service

% Swve-Connector Service

% Svo-Databaze Service

Drivers Tab
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Equivalencies Tab
Applicable Objects: User Object

Thistab isused to assign an individual user effective permissions equivalent to the
effective permissions of another user.

Note that equivaencies only work in one direction; they are not reciproca. The
current user’s effective permissions (the effective permissions of the user whose
property sheet is open) will be calculated using the direct and inherited permissions
of the user they are made equivaent to. For example, if a user named Galen Clark
is made equivalent to a user named Stephen Mather, Clark’s effective permissions
are calculated using both Mather’s and Clark’ s direct permissions. However,
Mather’ s effective permissions remained unchanged.

Additionally, note that users can gain direct permissions to objects either as users,
as aresult of equivalencies, or as members of a group. When the direct
permissions result from multiple sources, TapeWare uses all of the sources to
determine the permissions.

Equivalencies |

Users to which this user equivalent: Usgers to which this uger iz not equivalent:
[€5 Galen Clark [ i

ﬁ Stephen Mather

ﬁ Uszer &

ﬁ Uszer with Access permizssion to volume

Eemove->| < fedd |

Equivalencies Tab

Users to which this user is equivalent

Lists those users to whom the current user (whose property sheet is open) is
equivaent. To remove users from this field, select them and then click Remove.
To add usersto this field, select them on the right side of the window and then
dick Add.
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Users to which this user is not equivalent

Lists those users to whom the current user (whose property sheet is open) isnot
equivalent.

For more information on... See...
Calculating effective permissions “Effective Permissions,” Chapter 11
Examples of equivalencies “Examples of Effective Permissions,”

Chapter 11
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General Tab

General Tab

Applicable Objects: All objects

Thistab shows information and object attributes stored in the TapeWare database
for the current object.

The data on thistab is taken from the TapeWare database. For files, directories,
and volumes, this datais regularly updated. Each time TapeWare opens a directory
or volume, it updates it database with any new information about these files and
directories.

General |

Mame:

Type: IBackupJob

Effective permiszions: I[Sup Acc Cre Mod Del Rd 'wi]

Attributes: I[Hw ------ ][ —— 11
Size: |u KB

Created: I[none]

Deleted: I[none]

Modified: I[none]

Accessed: I[none]

Name

Shows the name of the current object. To change the name, select it and typein a
new name. An object name can be up to 256 characters long.

Type
Shows the type or category of object. There are 21 object typesin the TapeWare

database, plus drivers. The object names and their possible relationships to each
other areillustrated below.
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System Container
—Home Folder
L_User/Group Folder
Backup Job
Restore Job
Verify Job
Media
—Job Folder
Job Folder
Backup Job
Restore Job
Verify Job
—Media folder
Media folder
Media
—Network Container
L—Machine
[Drivers]*
Controller
Device
Autoloader
\olume
File
Directory
Directory
File
L—Security Container
User Object
Group Object

Effective Permissions

Shows the effective permissions the current user has to this object. Note that these
are the effective permissions, not the direct permissions. There are seven possible
permissions, abbreviated as follows:

Sup
Acc
Cre
Mod
Dd
Rd
Wit

Attributes

Bold = Container

Italic = Container stored
in container of
same type.

Shows operating system attribute information about file or directory. The attribute
information is taken from the operating system and is updated each time the
directory that contains the fileis opened. Y ou can use thisinformation to sort files

with filters.
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The attribute abbreviations are as follows:

Ro Read only

Rw Read and write
Hidden

System

Execute only
Directory
Archive

Share
Temporary
Transaction

Read audit

Write audit
Immediate purge
Rename inhibit
Deleteinhibit

Ci Copy inhibit

Dm Migrate inhibit
Ds Suballocation inhibit
Ic Immediate compression
Dc Don’t compress
Co Compressed

Cc Can't compress
Mg  Migrated

— -
9-;9-05959 3%2>U><@I

Size

Shows operating system information about file or directory size. Information
about the size of thefile or directory is taken from the operating system and is
updated each time the directory that contains the file is opened. Y ou can use this
information to sort files with filters.

Created

Shows operating system information about date file or directory created. The
create date is taken from the operating system and is updated each time the
directory that contains the fileis opened. Y ou can use thisinformation to sort files
with filters.

Deleted

When afilethat was previoudly backed up is deleted, TapeWare assignsit adelete
date. When TapeWare opens adirectory, it compares thefilesit finds with
information about instances of filesin its database. When an instance of thefileis
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found in the database, but not in the directory, TapeWare assigns that instance a
delete date.

Modified

Shows operating system information about date file or directory last modified. The
modify dateis taken from the operating system and is updated each time the
directory that contains the fileis opened. Y ou can use this information to sort files
with filters.

Accessed

Shows operating system information about the date the file or directory last
accessed. The access date is taken from the operating system and is updated each
time the directory that contains the file is opened. Y ou can use thisinformation to
sort fileswith filters.

For more information on... See...

Calculating effective permissions “Effective Permissions,” Chapter 11

Sorting selected files according to object “Filter Selection Criteria,” Chapter 5
attributes
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Groups Tab

Groups Tab

Applicable Objects: User Object

Shows the groups to which the current user belongs. Use this tab to add or remove
auser from agroup.

Groups |

Groups to which thiz uzer belongs: Groups to which thiz uzer does not belong:
E Everpone E Conservation Study Group
Eemove > | <= fidd |

Groups to which this user belongs

Shows the groups to which the current user belongs. To add the user to anew
group, select the group on the right side of the window and click the Add button;
the group will move to thisfield. Similarly, to remove a user from a group, select
the group in thisfield and then click the Remove button.

Everyone group Normally, this group will be listed in thisfield. When a new user
is created, they are automatically added to the Everyone group. Members of this
group have M odify, Delete, Create, Write, and Read permissionsto the
Everyone Folder. You can remove a user from this group however by selecting
the Everyone group and then clicking remove.

Groups to which this user does not belong
Shows the groups to which this user does not belong.

For more information on... See...

Calculating effective permissions “Effective Permissions,” Chapter 11
Assigning members to groups “Setting up Users,” Chapter 11
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Instance Window

Opened by clicking the Check button on the toolbar of the Selection tab of either a
restore or verify job. Thiswindow is used to select an instance of the object
targeted on the Selection tab.

Each time afileis backed up an instance of that file is created. There may be
multiple instances of files stored on different media created by different backup
jobs. TapeWare keepstrack of al the instances of each file in its database and the
media on which each instance is stored. When mediais overwritten or deleted,
TapeWare deletes those instances from its database as well.

When you select afile for restoring, TapeWare initially selectsthe <L atest>
instance. To select an instance other than the latest instance, use the | nstance
window.

The <L atest> instance is awildcard and automatically selects the most recent
instance. Which instance is selected is updated as the restore or verify job isrun.

&5 Instances of C: EHE
Available instances: oK |
Backed up | edia |
<Latest> Cancel |
07/11/1997 12:56:54 Wweek Set 21
i07/01,/1997 10:29:01 Month Set 21
06/27/1997 19.15:15 Maonth Set 1:1
4| |¥]  <<MoDetais |
— Detail
Data size: 0 bytes
Backup date: 070141997 10:25.01
Modity date: [none]

Physical stream id: | 0=00000000

Instance flags: 1]

Stream format: 255

Start position: 0x00000000000bE000
Instance id: Ox00000a64

Obiject id: 0x00000018

Instances Window

Available instances

Shows alist of the instances of the file and the media on which those instances are
stored. The Backed up field shows the date and time the job was run. All filesand
directories backed up during a single job will be listed with the same date and time.
The M edia field shows the media on which the instance is stored.

Select which instance you want to restore by highlighting it and clicking Ok.
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Details

Shows more information about whatever instance of afileis highlighted. When
you click on this button, TapeWare displays various details it uses to manage the
fileinits database, including the following:

Data size Shows the size of the data fork for the selected object. For folders and
directories, this figure equals 0 bytes; for files, the size of thefile.

Backup date The date and time this instance was created.

Modify date The last time the file or directory was modified. Thisinformationis
recorded from the operating system when the fileis backed up.

Physical stream id Shows internal data used by TapeWare to manage the
ingtance.

Instance flags Shows internal data used by TapeWare to manage the instance.

Stream format Shows what format the instance is recorded in. The stream format
is controlled by the Advanced options... window. Y ou can use thisinformation
to seeif you can transfer the file from one operating system to another. Stream
format can only be set when creating instances, not when restoring them.

The numbered codesin thisfield indicate the stream format as follows:

0 Generd

1 NT specific

2 NetWare Compressed

3 ARCserve SMSfile format

255  Unknown
Start position Showsinternal data used by TapeWare to manage the instance.
Instance id Showsinternal data used by TapeWare to manage the instance.
Object id Shows internal data used by TapeWare to manage the instance.

For more information on... See...

Selecting instances “Selecting Instances of Files for Restore
Jobs,” Chapter 5

Using filters to select instances “Backup Range,” Chapter 5
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Loader Test Tab
Applicable Objects Autoloader

Shows the status of the current object. Performs atest of the ability of autoloader
to load and unload media to the associated device. Click Start to begin the test.

Loader Test Tab

Status
Shows an informational message about the current activity of the autoloader.

Total Moves
The total number of moves performed during the current test.
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Logon Control Tab

Applicable Objects: User Object

Logon Control Tab

Controls the ability of a user to log on to the current TapeWare database zone.

Controls whether passwords are required, whether and when the password must
be changed, whether an account has expired, and the number of connections a user

can have to the network.

Logon Control |

— Expiration
™ Account is disabled

Date account expires: IUB.-"SD.-"‘I 957 _I;

— Grace logaon:

¥ Grace logons allowed

Limit grace logons: |2 _I;
Remaini I : I =
emaining grace logons: [1 =

— Connection

Mumber of concurment connections: |250 _|:;'

User can log on from these machines:

—Pa

Minimum pazsword length: |5 _|:;'

V' Require unique passwords

¥ Eorce perindic password changes

[rays between forced changes: |4D _|:;'
Date password expires: IDS.-"‘I 041957 _|:;'

¥ &llows user to change password

Expiration

Controls whether the current account is expired. A user account can expire on a
given date or can be disabled manually.

Date account expires Specifies a date when the account will no longer be active.
When the account expires, TapeWare disables the account and checks the Account
is Disabled box. This user will be unable to log on until the Account is Disabled

box iscleared.

Account is disabled Checked when the account has expired. If manually checked,

the account will be disabled.

To make a disabled account active again, clear the Account is Disabled check

box.
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Grace logons

Controls whether the current user can log on if their password has expired. If the
Force periodic password changes box is checked, TapeWare will prompt the
user to change their password as the user logs on. Grace logons refer to the
number of times auser can log on to TapeWare with their old password when that
password has expired. For example, if the Allow Grace L ogons box is checked
and the number of grace logonsis set to 2, the user will be allowed to log on two
times using their old password, even though that password has expired. The third
attempt to log on will be denied.

Grace logons allowed If checked, the user will be allowed to log on with an
expired password.

Limit grace logons Shows the maximum number of grace logons allowed. Can be
set to desired number.

Remaining grace logons The number of remaining grace logons. Automatically
adjusted each time user logs on with expired password. Additionally, can be
manually set to desired number.

Password
Controls whether a given user must have a password and the parameters of that
password.

Require password When checked, TapeWare requires the user to have a
password. Note that when unchecked, if user has valid password, TapeWare will
till require user’ s password.

Minimum password length Determines the minimum length of the password.

Require unique passwords If marked, TapeWare will check to seeif the
password is unique.

Force periodic password changes If marked, TapeWare will force the user to
change their password at the specified intervals.

Days between forced changes Specifiestheinterval between forced password
changes.

Date password expires Calculated date of next password expiration. Can be
manually set and adjusted.

Connection

Controls from which machines a user can log on to the current database and how
many connections a user can have simultaneoudly.
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Number of concurrent connections Limits the number of a user’'s concurrent
connections. Controls how many different logons a user may have simultaneously
from different workstations or file servers. For example, if the Number of
concurrent connectionsis set to 5, this user will be allowed to log on to
TapeWare from up to five separate workstations or file servers at once.

User can log on from these machines Controls from which machines a user can
log on to the current database. The user will only be allowed to log on to
TapeWare from the machineslisted in this list box. To add machines, click Add...
and select the appropriate machine from the Browse window. Note: if not
machines are specified, the user will be able to log on from any machine.

For more information on... See...

Setting up new users “Setting up Users,” Chapter 11
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Logs Tab

Logs Tab

Applicable Objects Backup Job, Restore Jaob, Verify Job
Shows the available logs for the current job.

The L og option on the Optionstab determines whether TapeWare keeps alog of
the current job and, if so, what kind of log it keeps. After ajob isrun, TapeWare
creates alog of thejob. Y ou can view or print thislog to see which files were
successfully or unsuccessfully backed up, restored, or verified.

Logs |

Logs for this object:

Log Date/Time

i Jun 27th, 1937 0715 Pm
at Jun 28th, 1337 08:43 &m
5] Tue Jul 1st, 1997 10:23 Am

Wiew Delete

Logs for this object

Liststhe available logs for thisjob. To view alog, click onthe View button.
TapeWare opens the log with the text editor you specified in the Preferences...
window. Y ou can print the log from the text editor. Before printing the log, check
its length. Some logs can be quite long.

Logs can be deleted by selecting them and then clicking Delete. The maximum
number of logsis 250. TapeWare will delete the oldest log when you reach this
maximum.

For more information on... See...

Creating logs “Log option,” Chapter 7

Specifying a text editor “Preference Window,” Chapter 12
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Media Control Tab

Media Control Tab

Applicable Objects Media

Shows information TapeWare stores in its database about the current valid media.

I ediz Eariral |

First farmat; ISunday June 29th, 1997 02:57 Am
Last format: ISunday June 29th, 1997 02:57 Am
Last read: I[none]

Mbytes read: ID

Count read: ID

Last write: ISunday June 29th, 1997 D8:57 Am
Mbytes written: ID

Count written: |1

Mumber of sessions: ID

Current kbytes: ID

Media identifier: |88?5?4858

Media volume tag: I

First format

Shows the date and time the current media was first formatted.

Last format

Shows the date and time the current mediawas last formatted.

Last read

Shows the date and time the current mediawas last read. Matches the last time

fileswere read for either arestore or verify job, or the verify pass of a backup job.

Mbytes read

Thetotal number of megabytes read during either the last verify or restore job.

Count read

The total number of times this media has been read. This number is not reset when

the mediais overwritten.
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Last write

Shows the date and time the current mediawas last written to. Matches the |ast
time files were written to the media during a backup job.

Mbytes written
Thetotal number of megabytes written during the last backup job.

Count written

The total number of times this media has been written to. This number is not reset
when the mediais overwritten.

Number of sessions

The number of jobs this media has been used with. This number is reset each time
the mediais overwritten. In generd, this number is the number of backup jobs
currently stored on the media, including the first overwrite job and subsequent
append jobs.

Current Kbytes

The cumulative size of the data stored on the mediain Kbytes. This number is
reset when the tape is overwritten.

Media identifier
Unique number used internally by TapeWare to track the mediain the database.

Media Volume tag

The volume tag for the physical media. In general, this number equals the bar code
number on the media. Used by devices with optical readers to identify media.
Only available for media used with devices that support volume tags.

For more information on... See...

Formatting media “Creating New Media,” Chapter 9
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Members Tab

Members Tab

Applicable Objects: Group Object

Shows the members of a group. Adds and removes members from groups. A
user’s group membership is used to calculate their effective permissions.

Note that gaining permissions through group membership does not exclude
gaining permissions other ways. A user has direct permissions to an object asa
result of three situations: (1) the user is listed on the Per missions tab of the object
(and reciprocally, the object islisted on the user’s Permissions tab); (2) the user is
equivalent to auser who has direct permissions to the object; and (3) the user isa
member of agroup that has direct permissions to the object. Note that these three
ways of gaining permissions are not mutually exclusive: auser can have direct
permissionsin only one of the ways, in two of the ways, or in all three of the
ways.

Members |

Members whao belong to this group: Members who dao not belong to this group:
[ achin [ Galen Clark
ﬁ Stephen Mather ﬁ User5
ﬁ Uszer &
ﬁ Uszer with Access permission to volume
Hemaye - | < fedd |

Members who belong to this group

Shows which users are amember of the current group. To add a user to the group,
select the user on the right side of the window and click the Add button; the user
will move to thisfield. To remove auser from agroup, select the user in thisfield
and click the Remove button; the user will move to the right side of the window.

Members who do not belong to this group
Shows which users are not members of the current group.
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For more information on... See...

Adding users to groups “Groups Tab, User Object,” Chapter 11
Calculating effective permissions “Effective Permissions,” Chapter 11
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Options Tab

Options Tab

Applicable Objects Backup Job, Restore Jaob, Verify Job

The Options tab on the property sheet of ajob controls various parameters
important to how TapeWare runs backup, restore, and verify jobs.

Options |
Humber of passes: _:I gice:
Tapeiwfare Zone 201184Network
Delay between passes: |15 _I; Speware sone s
Log optians: ILog only failed j [« i
Backup mode: IFu|| j Add... | [Elete |
Media:
Ch. de: | E
IR IPrompt J [ Tape'w are Zone 201184Home'd
frite mode: IAppend to all tapes j
Auto verify mode: I Full werify j
KN |
Auta fornat mode: IAuto farmat all j LI &I
Mew media Jocation: IHome\Admin Folder Browsze... |
Mesw medja narne: IMedia Media Pazsword... |
Advanced Options... |

Number of passes

Determines how many times TapeWare will attempt to access afile. The default
valueis 5. Appliesto backup, restore, and verify jobs.

If TapeWare needsto use afile and that file is already open, that is, it is currently
being used by another user, TapeWare will attempt to wait until that user is
through using the file. Each time TapeWare attempts to open afileis called a pass.

For backup jobs, when TapeWare is unable to back up afile on thefirst pass, it
attempts to back up that file on subsequent passes. On the last pass, TapeWare
opensthefilein shared mode.

Delay between passes

Determines how many seconds TapeWare waits before attempting the next pass.
If your historical usage suggests that many files are being opened on the last pass,
consider increasing this parameter to a higher number.
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Log options

Determines whether TapeWare keeps alog of the current job and, if so, what kind
of log it keeps. The Log option iseither None, Log only failed, Log only
completed, or Log all.

After ajob isrun, you can view or print the log to see which fileswere
successfully or unsuccessfully backed up, restored, or verified. The default valueis
Log only failed, which writesin the log any files which were not successfully
backed up, restored, or verified.

None Instructs TapeWare to not keep alog of the backup job asit runs.

Log only failed Instructs TapeWare to log the name of any file selected but, for
some reason, hot successfully backed up, restored, or verified.

Log only completed Instructs TapeWare to log the name of any file selected for
and successfully backed up, restored, or verified.

Log all Instructs TapeWare to log the name of every file selected and whether or
not that file was successfully backed up, restored, or verified.

Backup mode

Applicable to backup jobs only. Determines whether al files or only changed files
are backed up. For scheduled automatic rotation jobs, TapeWare uses the backup
mode Type parameter from the Schedule tab; for unscheduled or manual jobs,
TapeWare uses the parameters specified in thislist box.

The Backup maodeis either Full, Incremental, or Differential.

Full This parameter instructs TapeWare to back up all selected files. TapeWare
does not check to seeif the file’'s archive bit has been set. After backing up each
file, the archive bit is unchecked.

Differential This parameter instructs TapeWare to back up all selected files that
have changed since thelast full backup. TapeWare selects only files with their
archive bit checked. After restoring them, the archive bit is not changed (it is left
checked). Thesefiles will be selected for the next backup job, whether full,
differential, or incremental.

Incremental This parameter instructs TapeWare to back up al selected files that
have changed since the last backup. TapeWare selects only files with their archive
bit checked. After restoring them, the archive bit is changed to unchecked. These
fileswill not be selected for the next differential or incremental job unlessthey
change.
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Change mode

Determines what action TapeWare will perform when it fails to find the media it
was expecting to use for ajob. When TapeWare runs ajob, if the job uses specific
media, TapeWare scans the network for devices with that media. If it does not find
the media it expects, its response is determined by the Change mode parameter.

Skip device This parameter instructs TapeWare to skip the designated device and
look for other devices on the network with the proper media. TapeWare continues
to scan for the correct media until it isfound. If al of the available devices contain
the incorrect media, the job will be terminated.

Force to append This parameter instructs TapeWare to append data to whatever
mediait finds in the designated backup device. If it cannot find the correct media,
TapeWare appends data to whatever mediais available. This option will insure that
the job runs, if the media contains enough room to complete the job.

Prompt This parameter instructs TapeWare to continue to scan for the expected
media and to send an aert warning that the proper media has not been found. This
option will not alow ajob to run with any other media except with the expected
media. Additionally, this option will not search for another device that might
contain the proper media.

Write mode

Determines whether the old data on the mediais overwritten with new data, or
whether the new datais appended to the end of the old data. When mediais
overwritten, all of the data previoudly stored onit islost. Appending datawill
preserve the old data.

Applies only to backup jobs. For scheduled automatic rotation jobs, TapeWare
defaultsto Overwrite all mode; for unscheduled and manual jobs, TapeWare uses
the parameters specified in thislist box.

The Write modeis either Append to all, Append to first overwrite others, or
Overwriteall.

Append to all Instructs TapeWare to append all data to the end of the media. No
datais overwritten. Select this parameter for permanent storage.

Append to first, overwrite others Instructs TapeWare to append data to the end of
the first media, but to overwrite all mediathat follows. For example, TapeWare
will not overwrite the first tape inserted, but will overwrite the second, third, and
later tapes. This parameter is useful if you have a set of mediawith old data you no
longer need. By selecting this option, TapeWare preserves your most recent data
on the first media, but overwrites older, unneeded media
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Overwrite all Instructs TapeWare to overwrite al media. All dataon mediathat is
overwritten islost. Use this option for tapes that are going to be recycled.

Auto verify mode

Verifiesif afile has been correctly written to tape. Compares file with original on
volume. Appliesto both backup jobs and verify jobs.

The Auto verify mode is either Full verify, No verify, or Quick verify.

Full verify Instructs TapeWare to compare every selected file stored on mediawith
the original file from the workstation or file server. Checksto seeif file can be read
and then checks to see if instance matches original. This default valueis strongly
recommended.

Quick verify Instructs TapeWare to read every selected file on the tape and to
verify that the instance isin readable condition. It does not check to seethat file
instance stored on the media matches the origina file, only that the data stored on
the tape (incorrect or not) can be read. While selecting this option can save time, it
is nonethel ess not recommended.

No verify Instructs TapeWare to skip the verification step. It is not recommended.

Auto format mode

Determines whether or not TapeWare will format media automatically. Applies
only to backup jobs.

Before data can be written to media, the media must be formatted. When mediais
formatted, any dataon it islost. Tapes and other media are formatted when
TapeWare does not recognize the media, that is, when it has no information inits
database about that particular media. Thiswill occur when the tape is blank, it has
been erased, it isfirst used, or it has been deleted from the database. If you want to
use media but do not wish to format it, you must import the media.

The Auto format modeis either No auto for mat, Auto format all, or Auto
format blank.

No auto format When selected, if TapeWare encounters media that needsto be
formatted (either blank or unrecognized media), it sends an dert to the alert
window. While waiting for auser reply, TapeWare scans the network for devices
with the mediait was expecting. When this parameter is selected, TapeWare will
wait until the user replies to the alert before formatting unrecognized media.

Auto format all Instructs TapeWare to automatically format all of the media
inserted into the tape drive which require formatting. With this parameter selected,
TapeWare will automatically format al new (or blank) tapes and all unrecognized
media
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Auto format blank: Instructs TapeWare to automatically format all new or blank
media. However, if TapeWare encounters unrecognized media, it sends an alert to
the alert window and then scans the network for the media it was expecting. This
parameter can help prevent data from being accidentally destroyed by formatting,
while not needlessly querying the user before formatting a blank tape.

New media location

Specifies the folder in which TapeWare will store any new tapes created while the
jobisrun. Applies only to backup jobs.

By default, TapeWare stores mediain the current User/Group folder. Select the
folder in which you wish to store any new media or tapes by clicking on the
Browse... button and then selecting the folder from the Browse window. If you
do not already have folders set up in which to store the media, use the M edia tab
to first create additional folders.

When TapeWare runs a scheduled automatic rotation job, it automatically creates
folders. The folders are organized by the name of the job and the various rotation
setsin that job. Thereis no reason to create these folders manually. TapeWare will
automatically create these folders for you.

New media name

Specifies the name TapeWare gives to any new mediait creates while running the
job. Appliesto backup jobs only.

For scheduled automatic rotation jobs, TapeWare automatically updates this
parameter to match the media s place in the rotation schedule. For example, if the
mediaisthefirst mediain the yearly rotation set, TapeWare namesit “Y ear Set
1:1".

For manual rotation and unscheduled jobs, TapeWare assigns any new media it
creates the name listed in thisfield. Thisis aso true for automatic rotation jobs that
are “forced” to run.

Device

Specifies which tape drive or other removable media device TapeWare will use to
run the backup job, restore job, or verify job.

By default, TapeWare sets this parameter to the network container. When running
the job, TapeWare will use whatever device it finds on the network. If thereis only
one devicein your database zone or if you only have permissions to one device,
there is no reason to change this parameter. If there is more than one device in the
current database zone, TapeWare will attempt to use al available devices while
running ajob.
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If there are several devices on your network and you need to select a specific
device to be used, specify which device the job should use by selecting it from the
Devicelig. (If amachine has only one device, you need not select the device, only
the machine.)

If you wish to use adevicethat is not shown in the Devicelist, click the Add...
button and select the new device from the Browse window.

Media

Specifies the database folder in which the tape or other removable media are stored
in the database. TapeWare will look here for mediato use with this job. Applies
only to backup jobs.

The default folder isthe current User/Group folder. If you wish to use mediafrom
another folder, specify which folder by selecting it from the Media list.

If you wish to use afolder that is not showninthe Media list, click the Add...
button and select the new folder from the Browse window.

Media Password...

Opens window to assign media a password. Applies only to backup jobs that
format media

When ajob creates new media, you can assign that media a password. A
password prevents the media from being imported into another TapeWare
database and can be an important part of your overall security plan.

To assign a password to any new media your job creates, click the Media
Password... button and type and confirm your password.

Note that passwords can only be assigned when mediais formatted. Additionaly,
media passwords are only required when importing media.

For more information on... See...
Setting job options Chapter 7, “Job Options’
Backup mode “Backup Mode,” Chapter 6

Formatting media “Creating New Media,” Chapter 9
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Permissions Tab
Applicable Objects: All database objects

For user objects and group objects, lists the objects to which the current user or
group has permissions. For al other objects, shows the users or groups which
have permissions to the current object.

Use this tab to grant users or groups permissions to objects. Note that permissions
can be granted from either the property sheet of the database object or the property
sheet of the user or group. Either way, the permissions appear on the appropriate
corresponding object’s Per missions tab. For example, if Galen Clark is granted
permissionsto the C: volume from the Per missions tab on his property sheet, the
Permissions tab on the property sheet of the C: volumewill list Clark as auser
who has permissions. Alternatively, if Clark is granted permissions from the
property sheet of the C: volume, the appropriate permissions will appear on
Clark’s Permissions tab.

Note additionally that a user has direct permissions only to those abjects listed on
that user’s Permissions tab. Any and &l other effective permissionsto other
objects are calculated through inherited permissions, through equivaencies, or
through groups.

Permissions |

oups which have permizzions to thiz object:

— Permissions

V' Supervisor
¥ fccess
V Create
I Madify
v Delete
¥ Bead

v wiite

LCheck &l |
Uncheck Al |

Add... | Bemove |

Permissions Tab

Users or groups which have permissions to this object

Lists the users or groups which have permissions to the current object. (Not
applicable to either group objects or user objects.)
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To see what permissions each user or group has, highlight the user or group; that
group’s or user’s permissions will be displayed in the Permissions field.

To add a user or group, click the Add... button. To remove auser or group,
highlight the group or user and then click the Remove button.

Objects to which this user or group has permissions

Lists the objects to which the current user or group has permissions. (Applicable
to only groups objects and user objects.)

To see what permissions each user or group has to a particular object, highlight the
object; that group’s or user’s permissions to that object will be displayed in the
Permissions field.

To grant the user or group permissions to a new object, click the Add... button
and select the appropriate permissions. To end permissions to an object, highlight
the object and then click the Remove button.

Permissions

Shows the permissions granted to the currently highlighted object, user, or group.
Check or uncheck the appropriate boxes to grant or restrict permissions.

For more information on... See...
Calculating effective permissions “Effective Permissions,” Chapter 11
Assigning users or groups permissions “Permission’s Tab...,” Chapter 11

Differing types of permissions “Permissions Reference,” Chapter 11
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Ping Test Tab
Applicable Objects: Machine

Used to measure how long it takes an echo packet to travel back and forth between
two machines on the TapeWare network.

Sent between two machines running TapeWare. Sent from machine TapeWareis
currently running on and machine whose property sheet is open.

Ping Test Tab
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Preferences Window

Sets options controlling user interface.

& Preferences E
General |
Confirmatio Tree vie

V' Smart expandable indicators

V' Caonfim when moving objects

IV Confim when copying objects

‘wieb browser:

I Browse. .. |

Text editor:

Inotepad.exe Browse... |
QK I Cancel | Help |

Preferences Window

Confirmation

Allows user to determine if TapeWare will prompt before completing certain
commands.

Confirm when deleting objects When checked, TapeWare will open Confirm
Delete window before deleting objects. Requires additional user input before
deleting database objects.

Confirm when moving objects When checked, TapeWare will open Confirm
M ove window before moving objects. Requires additional user input before
moving database objects.

Confirm when copying objects When checked, TapeWare will open Confirm
Copy window before pasting copied objects. Requires additional user input before
duplicating database objects.

Tree View
Determines whether TapeWare caculates if containersin hierarchical, tree views
have containers within them. Determines whether or not TapeWare displays
The Expand expand tree icons next to containers that cannot be expanded (i.e., they do not
Tree icon contain additional containers within them.)

Smart expandable indicators When checked, TapeWare looks in every container
inahierarchical, tree view to seeif there are containers within it. If not, the expand
treeiconis not displayed.
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When unchecked, TapeWare displays the expand tree icon for every container. In
this case, TapeWare only checksto seeif the container holds other containers
when the expand treeicon is clicked. Clearing this option generally resultsin faster
display of the hierarchical tree, although with erroneous expand treeicons.

Web browser

Determines what web browser TapeWare will use when attempting to connect to
the TapeWare web page (www.tapeware.com). Y ou can change the web browser
by clicking the Browse button and selecting another web browser.

Text editor

Determines what text editor (word processor) TapeWare will use when displaying
logs. When you select ajob log on the L ogs tab and click View, TapeWare opens
the log using the text editor specified in thisfield. Y ou can change the text editor
by clicking the Browse button and selecting another text editor. Note that the
default text editor Windows is Notepad.
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Schedule Tab

Schedule Tab

Applicable Objects: Backup Job, Verify Job, Restore Job

Controls when and how often ajob isrun.

Schedule |

Type Count
Daily: IIncrementaI j IS ﬁ
Type: Cuszto wieekly: IFuII j IS ::II
Start time: I‘I‘I:DD P _I:: Maonthly: IFuII j I? ﬁ
. - =l
Yeatly: JFun =R =
End of week: IFriday 'l
— Legend
N Al July 1357 2
Hone
Sun [ Mon Tue wed Thu Fri Sat

Daily 1 3 4 [}

|? a 10 1 12

2
]
woury | | [1% S oab'® a7 ey IR
20 |21 2 3 a2 Da“y-zs
27 |28 23 0

Daib|%2  Daiy|
Daibd|= Dailpl=2 D] Monthy

i

To schedule: drag
legend to calendar

Type

Setsthe type of schedule.

For restore and verify jobs, the type iseither Not Scheduled or Manual. In
addition, for backup jobs, there are eight automatic rotation schedules plus the
custom schedule.

Not Scheduled The job will run only when instructed to do so. Uses parameters
set on job’s Options tab.

Manual Turns on scheduling calendar, allowing job to be scheduled to run
repeatedly. Job will run every day indicated on calendar. Uses parameters set on
job's Options tab. User manually controls set count, media rotation, media name,
and backup mode.

Custom Turns on automatic rotation schedule. Applies to backup jobs only. Job
will run every day as scheduled in the calendar. TapeWare will automatically
update the Backup mode, Write mode, and New media name parameters on the
Options tab of thejob when it runs the job as scheduled. (These parameters are
not updated if the job is manually “forced” to run by auser.) Allows the user to
determine the set count for each set type; however, TapeWare will automatically
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control the implementation of these features. When first selected, initially defaults
to GFS-25 schedule.

Automatic Rotation Schedules There are eight automatic rotation schedules: GFS
30-tape, GFS 25-tape, GFS 20-tape, Simple 12-tape, Simple 11-tape, Simple 10-
tape, Simple 6-tape, Simple 4-tape. Applies only to backup jobs. Job will run
every day scheduled in calendar. TapeWare will automatically update the Backup
mode, Write mode, and New media name parameters on the Options tab of the
job when it runs the job as scheduled. (These parameters are not updated if the job
ismanually “forced” to run by a user.) Set count for each set typeis
predetermined; TapeWare automatically controls media rotation.

Start time
Specifies the time of day the job will run. Note that jobs can run concurrently.

Daily, Weekly, Monthly, Yearly

I ndicates the backup mode and set count for the Daily, Weekly, Monthly, and
Y ear ly media sets respectively. Backup mode (Type) and set count (Count) can
be set by the user when the Custom schedule is selected.

End of Week

Indicates the day of the week that TapeWare will use to schedule Weekly backup
jobs. Change the list box to match whatever day of the week TapeWare should run
weekly jobs.

For more information on... See...

Differences between schedule types “Which Built-in Schedule to Select,”
Chapter 6

Manually forcing scheduled jobsto run  “Forcing Scheduled Jobs to Run,”
Chapter 8

Scheduling jobs to run once only “Scheduling a Job to Run Once Only,”
Chapter 10

Working with the Calendar “Modifying Built-in Schedules,”

Chapter 6
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Selection Tab
Applicable Objects: Backup Job, Restore Job, and Verify Job

Specifies which files or instances are selected for use by the current job.

Selection |

Mame | Type
(] QEI Capitan Server Machine

[ [ Annual Sequoia Fire Study D
- ([ Help Projects

----- (L HPFONTS

----- (23 M5 Manual of Style

B ([ MSOffice

F-# 3 My Documents

- [C3 Program Files

[0 (2 WINDOWS
[ (23 Winhelp
----- Al windows 95 Regist

1 | =l | |

Selection Tab

For al job types, selected files are indicated with a check mark.

Container objects (folders, volumes, machines, and networks) are grayed if they
potentially contain objects within them that are selected. A container may be
grayed even when no objects within it are selected. The gray indicatesthat if new
objects are created in that container which match the filter selection criteria, then
they will be selected. A container that is unmarked and not grayed is not selected
and has no objects within it that are selected. A grayed check mark indicates that
the container itself is selected; it may or may not contain fileswithin it that are
sdlected.

Files are selected for backup in three steps. In the first step, the appropriate files are
selected by marking them with a check. In the second step, these marked files are
sorted through using filer selection criteria. This step isoptional. In the last step, as
thejob isrun, TapeWare checksto seeif it will backup all the files or only those
filesthat have changed since the last backup job.

For more information on... See...

Filtering and Selecting files for jobs Chapter 5, “Selecting Files and
Instances’
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Selection Filters Window

Selection Filters

Applicable Objects: Backup Job, Restore Job, Verify Job

Used to sort files for jobs. Excludes or “filters out” filesthat do not meet the
specified selection criteria.

The selection filters are applied to al of the volumes, folders, and files that have
been marked for backup. You cannot apply different filters to different folders or
volumes. If afolder or other container has been marked for backup, TapeWare
uses the selection filters to sort through the files and unmark any files that do not
meet the selection criteria. TapeWare does not use the selection filters to add files
to the backup set.

Thefilter criteriaare applied to all marked files, regardiessif they were marked
before or after the filter criteriawere specified. After specifying the selection filter
criteria, you can then mark or unmark files, folders, and volumes for backup.
Additionally, you can change the filter criteriaat any time; TapeWare will
automatically reapply the new selection filter criteriato the marked folders and
files.

¥ Selection Filters

Backup range: |<An_l,l Datex

Modify range: |<An_l,l Datex

Lreate range: |<An_l,l Dates

Delete range: |<An_l,l Dates

Access range: |<An_l,l Dates

Size range: |<An_l,l Sizex

EEEEEEEf

Instance range: |<An}l number of instances:>

‘wildeard type: IDDS j

Must match: I

Canngt match: I

Required attributes: Exclude attributes:
[CIRead Only f’ [CIRead Only f’
[JHidden [ |Hidden

I¥ Parents [15ystem [I5ystem

[ Chidien | JEvecute Only =l [CIEsscute Only =

Cancel |

Backup range

Selectsfiles according to their backup date. The backup dateis assigned to afile
each timeit is backed up. The backup date for afile isthe same asthe lagt time it
was backed up.
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Modify range

Selects files according to their modify date. Each time afileis modified, its
modified date is updated. Y ou can use thisfilter to select files whose modified date
matches your criteria. TapeWare checks the directory information on the volume
to seeif the file should be included in the job.

Create range

Selectsfiles according to their create date. When afileisfirst created, it is assigned
acreate date. Y ou can use thisfilter to select only those files which match your
criteria. TapeWare checks the created date for each file stored in the directory of the
volume and uses this to sort files for the job.

Delete range

Appliesonly to restore jobs. Selectsfiles according to their delete date.

When files have been backed up and are later deleted, TapeWare marksthe file as
having been deleted and assigns it a delete date. Thisfilter instructs TapeWare to

only restore files which have adelete date that matches the selection criteria. If a
file has not been deleted, it will not have a delete date and will not be selected.

Access range

Selectsfiles according to their access date. Each time afileis read, whether or not
it ismodified, its access date is updated by the operating system. Y ou can use this
information to select and filter files.

Size range
Selectsfiles according to their size.

Instance range

Selectsfiles according to their instance date. Each time TapeWare backs up afile,
it creates anew instance of that file and assignsit an instance date. For restore and
verify jobs, thisisthe only filter that selects instances of files, rather than files
themselves.

Wildcard type

Specifies the wildcard format used by the Must match and Cannot match filters.
One of three types of wildcard formats are available: DOS, Long, or UNIX.
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Must match

Selects files that match specified wildcards. Only files that match the wildcard
indicated in thisfield are selected.

Specify multiple wildcards by separating each with asemicolon, “;”. TapeWare
selects any file that matches any one of the wildcards. For example, if you enter
“* exe*.doc” inthe Must match field, TapeWare sdlects dl filesthat either have
the .exe extension or the .doc extension.

Cannot match

Unselects files that match the specified wildcard. Excludes any files that match the
wildcards. Y ou can specify multiple wildcards by separating them with a
semicolon; if you specify multiple wildcards, TapeWare excludes any file that
matches any one of the wildcards you specify.

Required attributes
Selectsfiles according to attributes controlled by the operation system.
Operating systems track certain features of files called attributes that they use to

manage thesefiles. In thisfield, if an attribute is checked, TapeWare only selects
those files which have these attributes.

Y ou can select multiple attributes. In this case, TapeWare only selects thosefiles
that meet all of the required attributes.

Note that some of these attributes are only supported by certain operating systems.
If you specify an attribute that is specific to a particular operating system, then only
files created under that operating system will be selected for backup.

Exclude attributes
Unselects files according to attributes controlled by the operating system.

Thisfield works like the Required attributes field except that TapeWare excludes
filesthat match these attributes.

Y ou can select multiple attributes. TapeWare excludes any file that has any one of
the attributes. For example, if you select the Hidden and System attributes, afile
will be excluded if it has either the Hidden attribute or the System attribute.

Parents
Determines whether or not the directory information is selected.
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When this option is checked, when TapeWare backs up or restores afile, it also
backs up or restores the directory information relevant to that file. This option
must be checked in order for folders and other directory datato be backed up or
restored. When this option is not checked, TapeWare will not back up or restore
any parent information for any file backed up. If unchecked, directory information
about folders and volumes is not backed up.

Children

Determines whether or not the files are selected .

When this option is checked, TapeWare backs up and restores the selected files. If
you want only to back up or restored the marked directories, uncheck this option.
When the Children box is unchecked and the Parents box is checked, TapeWare
backs up the directory structure, but not the files stored in the directories (that is, in
the folders).

For more information on... See...

Using file selection filters “File Selection Criteria,” Chapter 5

Selecting deleted files only “Selecting Deleted Files for Restoring,”
Chapter 10

Using filters to select instances “Backup Range,” Chapter 5

Using filters to copy directories “Copying a Directory Structure,”

Chapter 10
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Status Tab

Status Tab

Applicable Objects: Autoloader

Shows the status of the Device and Media associated with an autoloader. Allows
user to select storage dlots and media and perform various functions on the media
in the autol oader.

Status |
Loader statistics:
| Device/Storage | Statuz | Meszage Import... |
=4 Device 1 Ermnpty
iz) Storage 1 Probably ¥ alid Month Set 1:1
[i05) Storage 2 Probably ¥ alid [rap Set 1:1
£ Starage 3 Probably Valid Month Set 21 Identify |
rage 4 Frobably Invfalld Unrecognized format Eiebuid
[i0s) Storage B Probably ¥ alid [rap Set 4:1
i0s) Storage B Probably ¥ alid Wweek Set 21 Lleaty
[i0) Storage 7 Unknown
Ch Status... |
i0s) Storage 8 Unknown I S
[i0s) Storage 9 Unknown
iz5) Storage 10 Unknown
iz Storage 11 Unknown
izs) Storage 12 Unknown
Ll .
Statusz:
IHeady Stop |

Loader statistics
Shows information about the current magazine in the autol oader.

Device/Storage Specifiesthe name of either the device or the storage dot.

Status Shows the current or likely status of the device or storage dot. If Valid, the
dot isknown to hold mediathat isin the current database. If Invalid, the dot
holds mediathat is definitely known not to be in the current database. If Probably
Valid, that dot held valid media previously, but TapeWare will check to see that
the mediais valid before using it. When you exit and restart TapeWare, media
marked Valid isreset to Probably Valid. If Unknown, the status of the dot is
not known, normally because this dot has not yet been used. If Clean, TapeWare
assumes the storage slot holds a cleaning cartridge.

Message Displays the name of Valid or Probably Valid media

Import...
Opensthe Import Media window for the selected storage slots.
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Format...
Opensthe Format Media window for the selected storage dots.

|dentify

I dentifies the selected media. Reads the media header information and checks to
seeif mediaisin current database.

Rebuild

| dentifies the selected media. If autoloader supports optical scanning of media bar
codes, uses bar codes to identify the media, comparing it to the current database. If
autol oader does not support optical scanning of media, reads the media header
information and checksto seeif mediaisin current database.

Clean

Performs a cleaning cycle on the selected device. Requires that a cleaning cartridge
be inserted into storage ot and adot be marked Clean.

Change Status...

Opensthe Change Status window. Lets user assign mediain selected storage slot
gther Unknown, Empty, or Clean status. If Clean, TapeWare will use the media
in this dlot when performing a cleaning cycle. If Unknown, TapeWare will

identify the mediain the slot before using it.
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Storage Tab

Storage Tab

Applicable Objects: File, Directory, Volume

Determines whether or not a unique data stream is created for the current object
when abackup job is run.

TapeWare is capable of controlling up to 16 data streams simultaneoudly. Data
streams are automatically created for each machine object; this parameter cannot be
changed.

By default, new data streams are created for each volume, whilefilesand
directories by default use the data stream of their parent volume. For files,
directories, and volumes, these parameter can be modified.

Storage |

Backup stream: IEreate niew stream j

Backup stream
Modifies whether or not a new data stream is created for the current object.

Use existing stream TapeWare does not create a new stream for this object. This
isthe default value for directories and files.

Select this parameter for a volume when you do not want to create a new stream
for that volume. For example, you may wish to not create an additional stream
when the volumeis only alogical partition—not a physically separate device.
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Create new stream TapeWare will create a new stream for this object when
running a backup job. Thisisthe default value for volumes.

Select this parameter for directories and files when you want to create a new
stream for these objects. For example, to speed up a backup job, you may wish to
create an additional stream for avery largefile or for aRAID device.

For more information on... See...

Optimizing backup streams “Strategies for Faster Jobs,” Chapter 10
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backup jobs, 59
restore jobs, 71
Instance window, 203
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Job status window, 128
Jobs. See Backup jobs, Restore Jobs, Verify
jobs
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Loader test tab, 205
Log option
backup jobs, 105
restore jobs, 115
Log options
verify jobs, 118
Logging on
default password, 15
instructions, 15
Logging out, 15
Logon control tab, 170, 206
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Media
backup job options, 107
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Media password, 219
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backup jobs, 103
New media name, 218
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backup jobs, 104
restore jobs, 114
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and running failed jobs, 155
backup jobs, 99
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jobs, 109
restore jobs, 113
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Parent security, 111
Passwords, 171, 207
changing, 14
media, 219
Permissions
access, 43, 184
and forcing jobs to run, 126
create, 43, 183
delete, 44, 182
direct. See Effective permissions
examples, 44
granting to other users, 47
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inherited. See Effective permissions
modify, 43, 183
planning considerations, 167
read, 44, 181
restricting, 48
supervisor, 42, 184
write, 44, 182
Permissions tab, 220
groups, 175
users, 173
Ping test tab, 222
Preferences window, 223
Properties
concepts, 4
property sheets, 21
Property sheets
opening, 22

_Q_

Queue tab, 122
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Read permission, 44, 181
Restore jobs
creating by copying, 30
creating from job tab, 28
creating with wizard, 28
renaming, deleting, and moving, 31
scheduling, 95
selecting instances, 66
Restoring
for a specific date, 159
to new or different folder, 66, 72, 161
with latest date, 159
with new names, 72, 163
Retension, 140
Rewind, 139
Running jobs
and logging out, 16
automatically running scheduled jobs,
123
concepts, 6
forcing and job options, 125
forcing scheduled jobs, 124

running failed jobs again, 155
scheduling to run once only, 156
security and scheduled jobs, 124
strategies for faster, 150
unscheduled jobs, 127

—S—

Schedule tab, 225
Schedules
and full data recovery period, 87, 93
backup job types, 83
built-in schedules compared, 88
built-in, backup jobs, 86
customizing, 90
modifying custom schedule, 92
not scheduled, backup jobs, 86
which to select, 87
Security tab
adding new users and groups, 169
Selecting files
automatically selecting new files, 55
changed files only, 55
deleted, for restoring, 157
filesvs. folders, backup jobs, 53
filesvs. folders, restore jobs, 65
filesvs. folders, verify jobs, 76
filter criteria, verify jobs, 78
for backup jobs, 52
for restoring, 62
for verify jobs, 74
instances of files, restore jobs, 63
instances with specific date, 158
instances, verify jobs, 75
not previously backed up, 157
selecting instances with folders, 65
sorting with filters, 54
specific instances, restore jobs, 67
specific instances, verify jobs, 77
with filters, verify jobs, 76
Selection filters
criteria, backup jobs, 57
criteria, restore jobs, 67
Selection filters window, 228
Selection tab, 227
Sizerange
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backup jobs, 59
restorejobs, 70
Space restrictions, 112
Starting TapeWare, 11
Status bar, 19
Status tab, 232
Storage tab, 234
using to increase job speed, 152
Supervisor permission, 42, 184

S,

Toolbar, 17
Transferring data between operating
systems, 163
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Users
controlling logon, 170
new, 170

—V—

Verify jobs
creating by copying, 30
creating from job tab, 28
creating with wizard, 28
Renaming, deleting, and moving, 31
scheduling, 96
selecting files, 76
Verify mode
verify jobs, 118
Volume restrictions, 112
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Write mode, 216
and forcing scheduled jobs to run, 156
backup jobs, 101

Write permission, 44, 182
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Zones. See Database Zones



